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Today’s organizations find themselves facing a 
relatively new challenge—governing and managing 
sustainability—since sustainability has become an 
important issue and is increasingly essential for 
business. Green IT practices help enterprises 
achieve and maintain ecosustainability. Like any 
other business practice, green IT can be optimized 
for value—not only to the business, but also to the 
broader community—when it is appropriately 
governed and managed. COBIT® 5 offers an IT 

governance and management framework to help 
enterprises standardize and control green IT, so that 
it meets the expectations of the business.1, 2, 3 The 
case study herein offers one example for planning 
and conducting green IT audits to measure the 
enterprise’s progress toward green IT goals. 

Understanding Green IT 
Green IT reflects a broad array of technology and 
practices that helps enterprises conserve energy and 
natural resources; reduce or eliminate waste; reuse, 
recycle or repurpose materials, especially technology 
hardware and infrastructure; and design, implement 
and use information systems sustainably. 

Green IT not only strives to reduce the negative 
impact that IT departments have on the 
environment,4 but also seeks to use information and 
technology (I&T) in ways that reduce environmental 
impact more broadly. Green IT, therefore, spans two 
overlapping but distinct conceptual domains:5 

Green in information technology (green in IT)—•
As a producer of goods and services, enterprise 
IT itself has an impact on the environment: It 
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consumes energy and technology artifacts 
(including both hardware and software), produces 
emissions, etc. Therefore, IT departments can 
implement green IT internally to produce more 
efficiently and consume more sustainably. 

Green by information technology (green by IT)—•
As an enabler6 of efficient and sustainable 
practices, information and technology (I&T) can 
provide tools—the number and scope of which 
are virtually limitless—that facilitate 
sustainability outside the IT department, across 
the enterprise and beyond. 

Auditing Green IT 
Enterprises today often audit green IT from a 
business perspective rather than operational and/or 
technical perspectives. It is critical to distinguish 
between these approaches: Representing the 
business to customers and/or the general public in 
terms of sustainability is often a primary goal (i.e., 
reputation with respect to sustainability), compared 
with optimizing green IT practices at the operational 
and technical levels. Enterprises often regard 
reputation as a primary driver of business benefit. 
Figure 1 summarizes different objectives for 
conducting a green IT audit. 

The scope of green IT audits is determined by the 
nature of the audit, whether green by IT or green in IT. 

If the audit evaluates sustainable practices 
implemented and/or executed in IT and intended to 
reduce the negative impact on the environment of IT 
itself, the audit reflects a green in IT audit, and the 
scope is reduced to the IT department. 

If the audit evaluates sustainable practices 
implemented or facilitated by IT and intended to 
reduce the negative impact on the environment of 
other systems or business disciplines, the audit 
reflects a green by IT audit. Furthermore, the  
scope will encompass information and technology 
that are used for these purposes, as well as the 
systems/disciplines that are affected by them. 

A Model Green IT Audit 
An IT university services center (USC) in Mexico 
offers an ideal model for the green IT audit. Both the 
USC and the broader university are committed to 
ecosustainability and green IT. In fact, green IT is 
one of the university’s main disciplines and a 
critically important pillar within the USC: The 
university established a dedicated division and 
program for sustainable initiatives and the USC 
pursues continuous green innovation and 
improvement. Figure 2 lists some of the USC’s 
green IT practices prior to the audit. 

Initially, the USC implemented green IT practices 
independently, without following any framework, in 
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Figure 1—Green IT Audit Objectives
Level Objective

Business • Reputation with respect to sustainability
• Corporate social responsibility
• Cost reduction in the consumption of resources
• Standardization of green IT practices
• Regulatory compliance
• Bonuses for implementation of green IT practices

Operational Green in IT •  Screensavers—Ensure that screensavers are implemented consistently and 
configured correctly throughout the organization.

Green in IT •  Sensors—Ensure that sensors related to automatic facility lighting are 
implemented correctly and produce adequate results.

Technical Green in IT •  Shared printers—Ensure that printers are optimally shared, equipped with 
appropriate tools and perform adequately; improve/update printers as 
necessary to obtain higher performance.

Green in IT •  Requests to IT—Ensure that requests, queries, records, etc., and related work 
are performed per plan; solve technical incidents; treat risk.
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the absence of a global standard. After the adoption 
of the application of COBIT 5 for green IT, the USC 
had a framework to follow. 

The model audit was intended not only to evaluate, 
but also to help standardize USC practices relative 
to COBIT 5. Because the USC implemented both 
green-in-IT and green-by-IT practices, the model 
audit proceeded along dual tracks, auditing (in both 
cases) the first two levels of the maturity model 
shown in figure 5. 

To audit these two levels, the analysis of a series of 
green IT activities defined in each of the practices 
of the COBIT 5 processes was conducted. To 
analyze these activities, a checklist with audit 
questions was followed, as shown in figure 3 with 

the example of the green-in-IT audit questions of 
the process BAI09 Manage assets. 

The audit of the first two maturity levels (of both 
green-in-IT and green-by-IT tracks) identified certain 
strengths and opportunities for improvement in 
each of the processes audited (figure 4). 

After analyzing results for the audited processes 
and considering the maturity model, auditors 
determined that the USC partially achieved level 1 
maturity in both the green in IT and green by IT 
tracks. Figure 5 illustrates by way of example 
detailed results for the green in IT track. 

To determine the level of compliance of each COBIT 
5 process, auditors evaluated a series of activities 

Figure 2—Model Green IT Practices of Audit Subject USC
Domain Practice Example

Green in IT •  Implementation of cloud services
•  Shared and leased printers and photocopiers
•  Use of recycled paper for internal printing and 

photocopying
• Special handling of batteries 
•  Special handling of computer equipment, 

which is deregistered and sent to specific 
destinations for treatment

• Reuse of hardware from obsolete equipment

• Cloud services through Google Cloud
•  Computer equipment deregistered and sent 

to a recycling plant, e.g., computers, servers, 
tablets, monitors

•  Treatment of deregistered computer 
equipment; disassembly of parts and 
classification for later recycling

•  Implementation of cloud services. Hardware 
reuse, e.g., hard drives, graphics cards, 
memories

Green in IT •  Implementation of cloud services. Issuance of 
digital certificates/documents

•  Implementation of cloud services. Registration, 
delivery and evaluation of academic projects 
electronically

•  Implementation of cloud services. Issuance of 
digital vouchers for administrative services

• Digital requests for administrative services

•  Implementation of cloud services. Issuance 
of digital certificates/documents, academic 
and professional certificates, administrative 
documents, etc.

• A bachelor’s, master’s or doctoral thesis
•  Issuance of digital vouchers and digital 

requests for administrative services such 
as the application for issuance of academic 
degrees, enrollment in educational programs, 
application for research projects, application 
for vacancies, etc.

Figure 3—Green in IT Audit Questions for the BAI09 Process
Process Audit Questions

BAI09 Manage assets •  Are all the assets of green in IT identified and registered, along with the 
requirements that they cover and the relationships and dependencies  
between them?

•  Are the critical assets of green in IT classified according to their level of criticality?
•  Are the requirements and guidelines for the use of the assets of green in IT 

satisfied throughout their whole life cycle?
• Are the costs derived from the assets of green in IT evaluated?
•  Is there a license management system for software related and/or affected by 

green in IT?
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Figure 4—Strengths and Opportunities for Improvement in Green IT for Audit Subject USC
Strengths Opportunities for Improvement

•  High level of commitment and awareness of all 
USC members and stakeholders with regard to 
ecosustainability and green IT

•  Implementation of a significant number of sustainable 
practices

•  Compilation of official documents that endorse 
ecosustainability (e.g., policies, strategies, objectives)

•  Existence of a program dedicated to ecosustainability, 
which defends ecosustainability in all its areas, provides 
awareness and training, and manages all aspects related 
to the environment and green IT

•  Continuous evaluation of performance, effectiveness, 
costs, etc.; reporting of status, results, monitoring, etc.; 
corrective actions regarding all aspects that affect or are 
affected by ecosustainability

•  Implementation of green IT practices has been carried 
out following the organization’s own criteria and a series 
of isolated/independent best practices; it is highly 
recommended to adopt/establish some framework or 
standard to guide implementations throughout their life 
cycle(s), which will increase level of success and foster 
improvement.

Figure 5—Compliance of Audit Subject USC to Green in IT Process Maturity Levels

INNOVATING

PREDICTABLE

INITIAL

ESTABLISHED

MANAGED

The organization is fully committed to sustainability and is oriented
toward the continuous improvement of implemented green IT
practices, by means such as for example detailed performance
reports, exhaustive use of sustainability metrics, and management
of the innovation process in sustainability

The organization carries out the monitoring, evaluation and
measurement of implemented green IT practices, through
a set of sustainability metrics established for
that purpose.

The organization follows recognized standards and
best practices of green IT (green IT is correctly
managed and governed), as well as identifies in a
continuous way and ensures the compliance
with the external requirements

The green IT practices are clearly defined
established and managed throughout the
different business areas, contributing
to sustainability in and by IT

The organization takes sustainability
into account, and carries out green IT
practices in the most critical aspects
related to sustainability

APO01 Manage the IT Management Framework
APO02 Manage Strategy
APO06 Manage Budget and Costs
APO08 Manage Relationships

Full Compliance Partial Compliance

APO10 Manage Suppliers
BAI01 Manage Programs and Projects
BAI02 Manage Requirements Definition
BAI03 Manage Solutions Identification and Build

EDM01 Ensure Governance…
EDM02 Ensure Benefits…
EDM05 Ensure Stakeholder…
APO03 Manage Enterprise…

APO07 Manage Human…
BAI06 Manage Changes
BAI08 Manage Knowledge
BAI10 Manage Configuration

DSS01 Manage Service…
DSS03 Manage Problems
DSS04 Manage Continuity
MEA03 Monitor, evaluate…

BAI09 Manage Assets
DSS01 Manage Operations

Noncompliance

1
LEVEL

2
LEVEL

3
LEVEL

4
LEVEL

5
LEVEL

APO05 Manage Portfolio
APO09 Manage Service Agreements
APO11 Manage Quality
APO12 Manage Risk

BAI04 Manage Availability and Capacity
DSS06 Manage Business Process Controls
MEA01 Monitor, Evaluate and Assess Performance…
MEA02 Monitor, Evaluate and Assess the System…

EDM03 Ensure Risk Optimization
EDM04 Ensure Resource Optimization
APO04 Manage Innovation
BAI05 Manage Organizational Change Enablement
BAI07 Manage Change Acceptance and Transitioning
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that are specific to green IT (defined during the 
auditors’ prior exercise adapting COBIT 5 to green 
IT7) for compliance with the practices and 
processes that COBIT 5 establishes. Complying 
with green IT activities indicates that practices are 
fulfilled and, therefore, each related process is also 
fulfilled. Where the USC did not fully comply with 
green IT activities, the auditors indicated possible 
solutions to achieve compliance. For example, with 
respect to process BAI09 Manage assets, auditors 
identified the deficiencies shown in figure 6. 

Based on figure 5, it is clear that for the USC to 
meet maturity level 1, it must fully comply with 
process BAI09. 

Conclusion 
Green IT is not a utopian ideal. It is real, and it is 
here to stay. It provides great benefits to 
organizations, society and the environment. Green 
IT still has not been acknowledged to the degree it 
deserves—and there are not enough frameworks 
and standards to help enterprises understand and 
implement it. The standards and frameworks 
developed by ISACA®, such as COBIT 5, are 
appropriate and adaptable to emerging practices 
such as green IT. Armed with appropriate standards 
and frameworks, auditors can be the engine of 
change for sustainability in and by IT. 
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Figure 6—Example Issues and Possible Solutions for USC to Comply With BAI09
Deficiencies Possible Solutions

The critical assets of green in IT are not documented 
or registered (although the criticality of each is known). 
Because they are not documented, and despite known 
criticality, there may be misinterpretations, which would be 
solved if everything were registered.

•  Identify the critical assets of green in IT and classify 
them in an official document according to the level of 
criticality that each one has.

The software that is used is provided through “Google 
for Education,” which is free for educational purposes. 
However, even if it is free, the USC should investigate the 
compliance of this software with ecosustainability and 
label it as ecosustainable software (when applicable) 
in the download portals and related official documents, 
which will help decision making when acquiring software.

•  Label as “green” (ecosustainable) the software related 
to/affected by green in IT.


