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General Co-chairs’ Message for
OnTheMove 2010

The OnTheMove 2010 event in Hersonissos, Crete, during October 24–29, fur-
ther consolidated the growth of the conference series that was started in Irvine,
California, in 2002, and held in Catania, Sicily, in 2003, in Cyprus in 2004 and
2005, in Montpellier in 2006, in Vilamoura in 2007 and 2009, and in Monterrey,
Mexico, in 2008. The event continues to attract a diversified and representative
selection of today’s worldwide research on the scientific concepts underlying new
computing paradigms, which, of necessity, must be distributed, heterogeneous
and autonomous yet meaningfully collaborative. Indeed, as such large, complex
and networked intelligent information systems become the focus and norm for
computing, there continues to be an acute and ever increasing need to address
and discuss face to face in an integrated forum the implied software, system and
enterprise issues as well as methodological, semantic, theoretical and application
issues. As we all realize, e-mail, the Internet and even video conferences are not
by themselves sufficient for effective and efficient scientific exchange.

The OnTheMove (OTM) Federated Conferences series has been created to
cover the scientific exchange needs of the community/ies that work in the broad
yet closely connected fundamental technological spectrum of Web-based dis-
tributed computing. The OTM program every year covers data and Web se-
mantics, distributed objects, Web services, databases, information systems, en-
terprise workflow and collaboration, ubiquity, interoperability, mobility, grid and
high-performance computing.

OTM does not consider itself a so-called multi-conference but instead is proud
to give meaning to the“federated”aspect in its full title: it aspires to be a primary
scientific meeting place where all aspects of research and development of Internet-
and intranet-based systems in organizations and for e-business are discussed in
a scientifically motivated way, in a forum of (loosely) interconnected workshops
and conferences. This ninth edition of the OTM Federated Conferences event
therefore once more provided an opportunity for researchers and practitioners
to understand and publish these developments within their individual as well as
within their broader contexts. To further promote synergy and coherence, the
main conferences of OTM 2010 were conceived against a background of three
interlocking global themes, namely, “Cloud Computing Infrastructures,” “The
Internet of Things, or Cyberphysical Systems,”“(Semantic) Web 2.0 and Social
Computing for the Enterprise.”

Originally the federative structure of OTM was formed by the co-location
of three related, complementary and successful main conference series: DOA
(Distributed Objects and Applications, since 1999), covering the relevant
infrastructure-enabling technologies, ODBASE (Ontologies, DataBases and Ap-
plications of SEmantics, since 2002), covering Web semantics, XML databases
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and ontologies, and CoopIS (Cooperative Information Systems, since 1993), cov-
ering the application of these technologies in an enterprise context through, for
example, workflow systems and knowledge management. In 2007 the IS workshop
(Information Security) was added to try cover also the specific issues of security
in complex Internet-based information systems. Each of the main conferences
specifically seeks high-quality contributions and encourages researchers to treat
their respective topics within a framework that incorporates jointly (a) theory,
(b) conceptual design and development, and (c) applications, in particular case
studies and industrial solutions.

Following and expanding the model created in 2003, we again solicited and
selected quality workshop proposals to complement the more “archival” nature
of the main conferences with research results in a number of selected and more
“avant-garde” areas related to the general topic of Web-based distributed com-
puting. For instance, the so-called Semantic Web has given rise to several novel
research areas combining linguistics, information systems technology and arti-
ficial intelligence, such as the modeling of (legal) regulatory systems and the
ubiquitous nature of their usage. We were glad to see that seven of our suc-
cessful earlier workshops (ADI, EI2N, SWWS, ORM, OnToContent, MONET,
ISDE) re-appeared in 2010 with, in some cases, a fourth or even fifth edition, of-
ten in alliance with other older or newly emerging workshops, and that no fewer
than four brand-new independent workshops could be selected from proposals
and hosted: AVYTAT, DATAVIEW, P2PCDVE, SeDeS. Our OTM registration
format (“one workshop buys all”) actively intends to stimulate workshop audi-
ences to productively mingle with each other and, optionally, with those of the
main conferences.

We were also most happy to see that once more in 2010 the number of qual-
ity submissions for the OnTheMove Academy (OTMA, formerly called Doctoral
Consortium Workshop), our “vision for the future” in research in the areas cov-
ered by OTM, took off again and with increasing success. We must thank the
team of collaborators led by Peter Spyns and Anja Schanzenberger, and of course
the OTMA Dean, Erich Neuhold, for their continued commitment and efforts
in implementing our unique interactive formula to bring PhD students together.
In OTMA, research proposals are submitted for evaluation; selected submissions
and their approaches are (eventually) presented by the students in front of a
wider audience at the conference, and are intended to be independently and are
extensively analyzed and discussed in public by a panel of senior professors.

As said, all four main conferences and the associated workshops shared the
distributed aspects of modern computing systems, and the resulting application
pull created by the Internet and the so-called Semantic Web. For DOA 2010, the
primary emphasis stayed on the distributed object infrastructure; for ODBASE
2010, it became the knowledge bases and methods required for enabling the use
of formal semantics; for CoopIS 2010, the focus as usual was on the interac-
tion of such technologies and methods with management issues, such as occur
in networked organizations, and for IS 2010 the emphasis was on information
security in the networked society. These subject areas overlap in a scientifically
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natural fashion and many submissions in fact also treated an envisaged mutual
impact among them. As for the earlier editions, the organizers wanted to stim-
ulate this cross-pollination by a “shared” program of famous keynote speakers
around the chosen themes: we were quite proud to announce Wil van der Aalst,
T.U. Eindhoven, The Netherlands, Beng Chin Ooi, National University of Sin-
gapore, Michael Brodie, Chief Scientist, Verizon, USA, and Michael Sobolewski,
Polish-Japanese Institute of IT, Poland.

We received a total of 223 submissions for the four main conferences and
127 submissions in total for the workshops. The numbers are about 5% lower
than for 2009. Not only may we indeed again claim success in attracting an in-
creasingly representative volume of scientific papers, many from the USA and
Asia, but these numbers of course allow the Program Committees to compose
a high-quality cross-section of current research in the areas covered by OTM.
In fact, the Program Chairs of the CoopIS 2010 conferences decided to accept
only approximately one paper from every five submissions, while ODBASE 2010
and DOA 2010 accepted about the same number of papers for presentation and
publication as in 2008 and 2009 (i.e., average one paper out of three to four
submitted, not counting posters). For the workshops and IS 2010 the acceptance
rate varied but the aim was to stay consistently at about one accepted paper for
two to three submitted, and subordinated of course to scientific quality assess-
ment. As usual we have separated the proceedings into three volumes with their
own titles, two for the main conferences and one for the workshops, and we are
most grateful to the Springer LNCS team in Heidelberg for their professional
suggestions and meticulous collaboration in producing the files for downloading
on the USB sticks.

The reviewing process by the respective Program Committees was again per-
formed very professionally, and each paper in the main conferences was reviewed
by at least three referees, with arbitrated e-mail discussions in the case of strongly
diverging evaluations. It may be worthwhile to emphasize that it is an explicit
OTM policy that all conference Program Committees and Chairs make their
selections completely autonomously from the OTM organization itself. Like last
year, paper proceedings were on separate request and order this year, and in-
curred an extra charge.

The General Chairs are once more especially grateful to the many people
directly or indirectly involved in the set-up of these federated conferences. Few
people realize what a large number of individuals have to be involved, and what
a huge amount of work, and in 2010 certainly also financial risk, the organiza-
tion of an event like OTM entails. Apart from the persons in their roles men-
tioned above, we therefore wish to thank in particular our eight main conference
PC Co-chairs: CoopIS 2010: Herve Panetto, Jorge Cardoso, M. Brian Blake;
ODBASE 2010: Alejandro Buchmann, Panos Chrysanthis, York Sure; DOA 2010:
Ernesto Damiani, Kai Hwang. And similarly the 2010 IS, OTMA and Workshops
PC (Co-)chairs: Javier Cámara, Carlos E. Cuesta, Howard Foster, Miguel An-
gel Pérez-Toledano, Stefan Jablonski, Olivier Curé, David Thau, Sara Comai,
Moira Norrie, Alessandro Bozzon, Giuseppe Berio, Qing Li, Kemafor Anyanwu,
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Hervé Panetto (again), Alok Mishra, Jürgen Münch, Deepti Mishra, Patrizia Gri-
foni, Fernando Ferri, Irina Kondratova, Arianna D’Ulizia, Paolo Ceravolo, Majed
Ayyad, Terry Halpin, Herman Balsters, Laura Ricci, Yan Tang, Jan Vanthienen,
Yannis Charalabidis, Ernesto Damiani (again), Elizabeth Chang, Gritzalis Ste-
fanos, Giles Hogben, Peter Spyns, Erich J. Neuhold and Anja Schanzenberger.
Most of them, together with their many PC members, performed a superb and
professional job in selecting the best papers from the harvest of submissions. We
are all grateful to our supremely competent and experienced Conference Secre-
tariat and technical support staff in Antwerp, Daniel Meersman, Ana-Cecilia,
and Jan Demey, and last but certainly not least to our editorial team in Perth
(DEBII-Curtin University) chaired by Houwayda El Fawal Mansour. The Gen-
eral Co-chairs acknowledge with gratitude the academic freedom, logistic sup-
port and facilities they enjoy from their respective institutions, Vrije Universiteit
Brussel (VUB), Curtin University, Perth, Australia, and Universitad Politécnica
de Madrid (UPM), without which such an enterprise would not be feasible. We
do hope that the results of this federated scientific enterprise contribute to your
research and your place in the scientific network... We look forward to seeing
you again at next year’s event!

August 2010 Robert Meersman
Tharam Dillon

Pilar Herrero
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Nikola Milanovic
Graham Morgan
Lionel Ni
Rui Oliveira
Francois Pacull
Arno Puder
Michel Riveill
Luis Rodrigues
George Spanoudakis
Joerg Schwenk
Cyrus Shahabi
Azzel Taleb-Bendiab
Gaogang Xie
Kokou Yentongon
Albert Zomaya



XII Organization

ODBASE 2010 Program Committee

Karl Aberer
Harith Alani
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A Cooperative Approach to View Selection and Placement in P2P
Systems (Short Paper) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 515

Zohra Bellahsene, Michelle Cart, and Nour Kadi

Ontology and Workflow Challenges

Satisfaction and Coherence of Deadline Constraints in
Inter-Organizational Workflows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 523

Mouna Makni, Samir Tata, Moez Yeddes, and
Nejib Ben Hadj-Alouane

An Ontological Approach for Semantic Annotation of Supply Chain
Process Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 540

Xiaodong Wang, Nan Li, Hongming Cai, and Boyi Xu

Defining Process Performance Indicators: An Ontological Approach . . . . 555
Adela del-Rı́o-Ortega, Manuel Resinas, and Antonio Ruiz-Cortés

Peer Rewiring in Semantic Overlay Networks under Churn
(Short Paper) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 573

Paraskevi Raftopoulou and Euripides G.M. Petrakis

International Symposium on Information
Security (IS) International Conference 2010

IS 2010 – PC Co-chairs Message . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 582

Access Control, Authentication and Policies

Mutual Preimage Authentication for Fast Handover in Enterprise
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 583

Andreas Noack and Mark Borrmann

Supporting Role Based Provisioning with Rules Using OWL and
F-Logic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 600

Patrick Rempel, Basel Katt, and Ruth Breu



Table of Contents – Part I XIX

Using Real Option Thinking to Improve Decision Making in Security
Investment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 619

Virginia N.L. Franqueira, Siv Hilde Houmb, and Maya Daneva

Secure Architectures

Context Sensitive Privacy Management in a Distributed
Environment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 639

Grzegorz Go�laszewski and Janusz Górski
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Abstract. Information Security has become one of the fundamental mainstays 
in organizations owing to the ever-increasing cyber attacks against them in  
recent years. Both the designers of security mechanisms and the security engi-
neers therefore need reliable security solutions to minimize the impact of the  
attacks on an organization’s systems. Good mechanisms for solving these defi-
ciencies are security patterns, which present a reliable and tested scheme to deal 
with recurring security problems. In this paper, we perform an analysis of some 
of the most important works that describe security patterns. Our main objective 
is to verify their applicability for the analysis and design of secure architectures 
in real and complex environments. Finally, and after presenting the detected 
shortcomings of the existing security patterns, we show which features should 
be incorporated into the patterns to be applicable in the field of information se-
curity engineering related to the development of secure architectures. 

Keywords: Security patterns, information security engineering, real  
environments. 

1   Introduction 

Technological advances are currently improving many aspects related to the devel-
opment and design of information systems, thus entailing an increase in the com-
plexity of systems, which in turn augments the number of computer attacks, since 
attackers have more possibilities of finding new vulnerabilities in systems, such as 
susceptibility to Cross Site Scripting, injection flaws, malicious file execution, man-
in-the-middle, etc. [1].  

Information Security is therefore one of the main concerns that organizations have 
had to deal with in recent years. On the one hand, companies wish to prevent their 
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information from becoming endangered, and on the other hand, there is a growing 
number of attacks as a result of the great benefits that attackers may obtain with the 
information plundered from organizations. All this signifies that information systems 
engineers must include security requirements in their systems, i.e., they must ensure 
the confidentiality, integrity and availability of data, besides auditing, pri-
vacy/anonymity, authentication/authorization, non-repudiation, usability, etc., while 
safeguarding the organization’s information assets. The importance of system security 
is growing, since most attacks on software systems are based on vulnerabilities caused 
by software that has been poorly designed and developed [2]. That’s the reason why 
information systems engineers need reliable solutions to problems related to security 
in order to be able to reduce the number of successful attacks against these systems. 

Patterns are a good means of satisfying this need, since they describe a problem 
which occurs time and again in our environment, thus providing a trustworthy solution 
that can be used on multiple occasions [3]. One of the main advantages of patterns is 
that they combine experience and good practices in the development of models [4], 
thus increasing efficiency in the design of systems. Therefore, information security 
engineers can use security patterns to obtain reliable solutions related to this field, 
since patterns are a good mechanism through which to systematize the process of solv-
ing a recurring security problem. Another advantage of security patterns is that they 
include extensive accumulated and structured knowledge about security, thus provid-
ing guidelines for the construction and evaluation of secure systems [5]. The use of 
security patterns as a guide for developing a secure system is an extremely widespread 
practice [6, 7]. In fact, the number of published security patterns has increased consid-
erably in recent years [8, 9, 10, 11, 12, 13, 14, 15], and there is a great heterogeneity 
between the descriptions of each of the proposals [16, 17, 18, 19, 20]. Different pat-
terns have even been defined to provide an answer to the same set of security problems 
or requirements [21, 22]. For this reason, in some works [23, 5, 24], authors affirm that 
security patterns do not satisfy their needs when applying them to real problems, since 
it is more difficult to select the most suitable patterns with which to solve a specific 
problem from among the great variety of patterns that exist to solve the same problem.  

Numerous patterns currently exist for the construction of security mechanisms. Secu-
rity mechanisms are artifacts that are designed to detect problems, prevent risks or  
perform immediate corrections and avoid undesirable events that jeopardize security. 
Examples of such mechanisms are a secure access system [25] or a secure authentication 
system [10]. These types of patterns are very useful for the security engineers who per-
form this work. After these mechanisms have been created, they are used by organiza-
tions’ security engineers to analyze and design the security architectures of real systems.  

The main goal of this paper is, therefore, to verify whether the security patterns 
that have been proposed to build security mechanisms are applicable to the analysis 
and design of security architectures in real and complex information systems. We 
understand a real and complex environment or an information system to be all the 
elements involved in an organization, i.e., human resources, business processes, sys-
tems and technologies. Moreover, the concept of security architecture can be defined 
as the practice of applying a structured, coordinated, and rigorous method with  
the intention of discovering an organization’s structure, bearing in mind human re-
sources, business processes and technologies, i.e., all the elements that are involved  
in the organization to provide its systems with security and thus ensure the safety  
of its assets. Ensuring the safety of assets implies the necessity to establish a set of 
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technological infrastructure controls with which to identify the security mechanisms 
that are needed to define the system’s security. 

For this purpose, we have performed a systematic review [26] in the context of ex-
isting security patterns in the literature at an earlier date, up to March 2010, which is in 
period of validation for its publication. For this work, we have used digital libraries 
(Springer Link, Science@Direct, ACM digital library, IEEE digital library, etc.), book 
chapters and conferences (Pattern Languages of Programs (PLOP), Software Patterns 
and Quality (SPAQu), etc.) as sources. We will only focus on the works analyzed in 
this systematic review that describe security patterns, trying to cover the most impor-
tant areas and aspects of information systems security. After synthesizing these works, 
a study on the applicability of the selected patterns will be carried out to find out to 
what extent these patterns can be applied to a particular environment, i.e., information 
security engineering that is focused on the analysis and design of security architectures. 

The remainder of the paper is organized as follows: in Section 2, we shall present a 
synthesis of the analyzed proposals. In Section 3, we shall study the applicability of 
security patterns to specific environments, that is, in the field of information security 
engineering related to the development of security architectures. In section 4, we shall 
perform an analysis of the works that describe security patterns, presenting the results, 
and then discussing them. Finally, in Section 5 we shall set out our main conclusions 
and future work. 

2   Synthesis of the Proposals 

In this section, we shall sum up some of the proposals for the definition of new secu-
rity patterns. In this set of works, extracted from a systematic review previously con-
ducted in the field of security patterns, different means of creating security patterns 
are presented. Here, we have grouped these proposals according to the problem area 
for which they provide solutions: communications, privacy, access control, etc. 

2.1   Description of Security Patterns for Secure Communications 

This group includes those proposals related to security solutions for communication 
between several systems and for their sending and receiving of messages. Fernandez 
et al. [27] present four security patterns that could be used to design secure VoIP 
systems, describing mechanisms that can control many of the possible attacks. This 
approach also provides a framework for applying security. Chavhan and Chhabria 
[28] propose three design patterns for VoIP implementations related to specific secu-
rity problems. The IPsec module for VoIP is deployed in the Client/Server environ-
ment. Fernandez and Ortega-Arjona [29] present the secure pipes and filters pattern, 
which is a secure version of the original pattern. The secure pipes and filters pattern 
may help us to add security controls during the processing stage, thus ensuring that 
only predefined operations are applied to data streams. 

2.2   Description of Security Patterns for Secure Access Control and Identity 

This group comprises the proposals regarding security patterns for building secure 
systems, focusing on building effective authorization, authentication and access con-
trol mechanisms. Delessy et al. [30] propose a pattern language for an identity  
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management system based on trust relationships between different security domains. 
Cuevas et al. [31] describe a solution that ensures end-to-end access control for data 
generated by wireless sensors. They use security patterns for the definition of an ab-
stract model for encryption-based access control to sensor data. Fernandez et al. [32] 
propose a security pattern for use in distributed systems. This pattern describes the 
identification of information which provides authentication and access control ele-
ments. Fernandez et al. [33] also describe several patterns for showing the effect of 
sessions on an access control model.  

2.3   Description of Security Patterns for Securing Privacy 

This group includes the proposals related to those security patterns defined to solve prob-
lems related to privacy. They consider this concept to be highly relevant in the exchange 
of personal information between users and systems. These works show several security 
solutions that reinforce the security policies of web sites, e-mails, web applications, and 
other systems, to preserve the user's identity. Lobato et al. [34] present a set of patterns 
for the standardization of the development of privacy policies for use on websites. These 
patterns mostly consider aspects related to security, integrity, and privacy, since in order 
to access these sites users need to provide personal information and expect that these 
issues will be born in mind. Schumacher [16] shows two security patterns for protecting 
the identity of users when they access a website or wish to use a mail service without 
revealing their identity. Romanosky et al. [35] describe patterns for web-based activity. 
These new patterns may help those security engineers associated with the development of 
information systems to solve the problem of maintaining privacy.  

2.4   Description of Attack/ Misuse Patterns 

This group includes the proposals for describing a new concept of security patterns. 
Fernandez et al. denominate them as attack patterns or misuse patterns. In this kind of 
patterns, authors put themselves on the side of the attacker, and describe all the  
elements of the attack step by step. Then, they set out the security patterns which 
neutralize this attack, and provide a description of how to trace the attack once it has  
occurred. In [19] a misuse pattern is proposed. A model that characterizes the struc-
ture of this type of pattern is also presented. Similarly, in [36] an attack pattern which 
provides a specific description of the attack objectives and the steps that the attack 
follows as it proceeds is presented. In addition, an attack of Denial-of-Service on 
VoIP networks is presented to demonstrate the value of the pattern.  

2.5   Description of Security Patterns to Build Trust Relationships 

This group includes those proposals for security patterns which are used to secure the 
trust relationships between user and systems or between two users when attempting to 
enforce security requirements such as integrity, confidentiality, and availability. 
Fischer et al. [37] present a security pattern, denominated as the secure GUI system. 
This pattern may help us to ensure the security of graphical user interface systems and 
evaluate their use in different systems. Sorniotti et al. [38] describe an untraceable 
secret handshake, a protocol that allows two users to mutually verify the other’s  
properties without disclosing their identity.  
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2.6   Other Description of Security Patterns to Build Secure Systems 

This group includes the proposals for security patterns which are used to build secure 
systems using patterns from both architectural security and security design. Fernandez 
et al. [39] propose the Secure Three-Tier Architecture pattern, which extends the 
Three-Tier Architecture pattern. Its authors have reviewed this pattern in order to 
separate and analyze its security aspects. Fernandez et al. [40] also describe security 
patterns for the representation of processes and threads of Operating Systems. 
Spanoudakis et al. [41] introduce patterns with which to express basic Security  
Monitoring Properties that can be checked during runtime using a general runtime 
requirements monitoring framework. 

An analysis of the applicability of security patterns to support analysis and design 
of secure architectures in real and complex environments will be shown in the follow-
ing section. 

3   Analysis of the Applicability of Security Patterns to the 
Development of Security Architectures 

According to the pattern definitions [10], their contribution is to provide a proven and 
documented solution for similar context problems. In order to identify whether secu-
rity patterns can be applied to the analysis and design of security architectures in real 
and complex environments, it is essential to find out whether the existing security 
patterns satisfy these requirements.  

On the basis of certain security experts’ experience in the field of security patterns 
[42, 25, 43], security patterns should serve to attain at least the following goals:  

• Simplification of the analysis process for information security engineers who have 
to design the security of a new information system, in order to reduce the time 
needed to complete the analysis;  

• Reliable identification of good and bad practices to reduce the time and cost  
required in security analysis; and finally;  

• Provision of a uniform security guide to allow different information security  
engineers to develop equivalent solutions.  

Similarly, in some cases, security patterns should not be implemented in the devel-
opment of a secure system if their use would cause the situations stated below and, in 
addition, a negative report of the analysis of risks of the system opposite to business 
requirements has been obtained:  

a. The impact that the deployment of the solution will have on the rest of the  
components in the system will cause a decrease in performance;  

b. The business processes, the architecture, and the number of physical and logical 
elements of which the information system is composed are not compatible with se-
curity patterns;  

c. They do not consider the complexity and difficulties that a security engineer may 
encounter when implementing the solution; 
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d. They do not consider the complexity of use that the solution will have for the final 
user; 

e. They do not consider how the management and maintenance tasks are performed. 

In the following section, the proposals synthesized in Section 2 will be analyzed in an 
effort to verify whether the security patterns currently available in the literature can be 
applied to the development of security architectures. The results of this analysis will 
then be presented and discussed. Finally, the features that should be incorporated into 
the security patterns to help security engineers to develop security architecture will be 
shown. 

4   Results and Discussion 

Having carried out the synthesis of the proposals that describe security patterns and 
after analyzing the applicability of security patterns to the development of security 
architectures, in this section we shall conduct an analysis to verify whether these 
proposed patterns are really useful for those security engineers who have to analyze or 
design secure architectures in the field of systems engineering. Once this has been 
completed, we shall present a discussion of the obtained results  

In order to analyze the applicability of the security patterns defined in the propos-
als synthesized in section 2, we shall now present the features (Considerations)  
(partially based on the considerations exposed in [44, 45, 46], which should be incor-
porated into the security patterns template to achieve more usable, robust and  
complete patterns) that have been considered to carry out our applicability study of 
security patterns. These features are the considerations (following items) that a secu-
rity engineer should take into account when applying a security pattern within a real 
and complex system, because they reflect questions related to parameters as important 
as cost, performance, usability and manageability. 

• Impact on the other components of the system (Performance, Cost): it should be 
checked whether the deployment of the proposed solution is compatible with other 
components of the system. 

• Complexity in the deployment of a security pattern (Performance, Cost): it should 
be checked whether the deployment of the solution has a complexity that the or-
ganization may assume.  

• Complexity of use of a security pattern (Usability): it should be checked whether 
the use of the solution for final user is the desired one. 

• Complexity of the maintenance of the solution (Manageability): it should be 
checked whether the maintenance of the solution may be realizable by security en-
gineers of the organization. 

When a security engineer has to design a secure architecture, it is virtually impossible 
that he has not considered some of the features listed previously. In the case of not 
analyzing these considerations, the deployment and maintenance cost of the solution 
may increase dramatically, causing, in this way, the failure of the solution. 

We shall carry out an analysis in relation to the aforementioned features. For each 
of the patterns studied, we shall verify whether it completely satisfies the features 
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raised (F), whether it refers only briefly to these features (P) or whether it neither 
mentions nor considers them (N).  

In Table 1, the vertical columns show the references for the analyzed proposals. 
These proposals are grouped into several contexts, according to the classification of 
the studied works of patterns carried out in Section 2. The horizontal rows show the 
features set out above. In Addition, Figure 1 shows a graphical representation of the 
analysis performed in Table 1. The following results are related to considerations that 
should be taken into account when applying security patterns: 

Most proposals do not take the impact on the system’s other components into  
account, because they do not consider aspects related to the system’s performance 
after implementing the solution. One proposal makes a slight reference to this consid-
eration [27], but it does not analyze it in depth, that is to say, it speaks about the  
possible impact on the systems involved, but it does not specify the possible impact 
on the system’s components. Only one proposal fully considers this feature [31].  

Table 1. Analysis of Results 

  Considerations 

Context of patterns 

R
ef

er
en

ce
s 

Im
pa

ct
 o

n 
th

e 
ot

he
r 

 
co

m
po

ne
nt

s 
 

C
om

pl
ex

ity
 in

 th
e 

 
de

pl
oy

m
en

t 

C
om

pl
ex

ity
 o

f 
us

e 

C
om

pl
ex

ity
 o

f 
th

e 
 

m
ai

nt
en

an
ce

 

[27] P N P P 
[28] N N P P Communications 

[29] N N P N 
[30] N N P N 
[31] F N N F 
[32] N N P N 

Identity  
management 

[33] N N P P 
[34] N N F N 
[16] N N F N Privacy 

[35] N N F N 
[19] N N N N Attacker  

standpoint [36] N N N N 
[37] N N P P Trust  

relationships [38] N N N N 
[39] N N P N 
[40] N N N P Others 

[41] N N N N 



 Applicability of Security Patterns 679 

None of the proposals consider the complexity that the deployment of the security 
patterns might entail for the engineers in charge of this work.  

With regard to the considerations related to the complexity of security pattern us-
age, it is possible to observe that a significant amount of the proposals analyzed do 
not take this consideration into account [41, 31, 19]. A further significant amount of 
them only make a slight reference to this issue [39, 28, 37], that is to say, they briefly 
state that the application of the security patterns may have consequences for the peo-
ple who use them, but they do not provide details on how this increases complexity. 
Only a few proposals take this consideration fully into account [16, 35, 34].  

Finally, in relation to the considerations of complexity in the maintenance of the 
security pattern when it is applied, it is necessary to emphasize that most proposals 
ignore this consideration, for example [16, 35, 39, 19]. Some proposals state the need 
for maintenance of the solution but they do not explain the complexity that this task 
may imply for the engineers in charge [33, 40, 28]. Only one proposal [31] clearly 
states the consequences of security pattern implementation at the moment of carrying 
out maintenance tasks. 

The following figure shows a graphical summary of these results. 

 
Fig. 1. Graph of the Results 
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As we have already stated, the main objective of this work is to verify whether the 
security patterns that exist in the literature can be used for the analysis and design of 
secure architectures in the field of security engineering in real and complex systems. 

As it can be seen from the results, most of the currently described security patterns 
do not take into account the most important aspects related to the system into which 
they are introduced. Although these patterns, in their description, include a section 
called “uses known” which shows that they have been proven, it is not exposed in any 
section how to implement this solution methodologically within a real and complex 
system. This section is essential for the development of secure architectures in the 
field of security engineering, since it provides a clear vision of how to use patterns to 
add security to an organization's systems. In relation to this, after carrying out this 
analysis, we have detected a clear differentiation between two types of security pat-
terns particularly concentrating on the security environment to which they can be 
applied. On the one hand, there are those security patterns which are orientated to-
wards the development of security mechanisms [38]. On the other hand, we can find 
those security patterns which are orientated towards analyzing and designing secure 
architectures using the mechanisms previously developed [39]. Once this clear differ-
entiation in the type of pattern had been detected, in this analysis we also detected that 
the majority of current security patterns are designed to support the development of 
security mechanisms, such as a secure access system [25] or a secure authentication 
system [10]. This type of security patterns may be very useful for those security engi-
neers who work to develop this type of mechanisms for large companies (Oracle, 
Microsoft, IBM, Google, Cisco, etc.) and also for other small and medium enterprises, 
but they are not applicable to other security engineering sectors, which analyze and 
design secure architectures within the organizations in which they work. This is due 
to the fact that the security mechanisms which are incorporated into the architecture 
of real systems are developed by organizations that are specialized in the development 
of this kind of artifacts. These mechanisms are then purchased by other companies. 
For this reason, security patterns should be evolved in order to improve the deploy-
ment of these security mechanisms in organizations’ technological architectures.  

In order to complete current security patterns and make them more applicable to 
security architectures design, this type of patterns should overcome a set of shortcom-
ings which involve: 

• Specifying in the solution how they should be integrated within a real and complex 
system. 

• Detailing the impact that the implementation of the solution will have on the other 
components in the system. 

• Detailing the business processes, the architecture and the number of physical and 
logical elements of which the information system is comprised. 

• Considering the complexity and difficulties that a security engineer may encounter 
when deploying the solution. 

• Considering the complexity of use that the solution will have for the final user. 
• Considering how the management and maintenance tasks are performed. 
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If these shortcomings were to be included in security patterns, these patterns could be 
improved in order to facilitate the implementation of security mechanisms to support 
the analysis and design of security architectures in real and complex environments. 

5   Conclusions and Future Work 

In this work, an analysis has been carried out to verify the applicability of security 
patterns in the analysis and design of secure architectures in real complex systems. To 
do this, we have first synthesized a set of proposals that describe security patterns 
extracted from a systematic review that we performed previously. We have then ana-
lyzed their applicability in the field of information security engineering to develop 
secure architectures. A number of shortcomings in the description of current patterns 
have subsequently been observed. Finally, a discussion has been presented in which 
we have attempted to refine the current patterns so that they can be used by informa-
tion security engineers to design security within real systems. The main shortcoming 
that we have found is that security patterns, presented as useful guidelines for infor-
mation security engineers, do not currently satisfy the engineers’ actual needs when 
creating secure architectures. We have detected that this is because most of these 
patterns do not reflect the potential impact of the deployment of the solution on the 
various components involved in a system; they do not consider the complexity of the 
implementation of the pattern for the engineers in charge of this task; they ignore the 
complexity of using the system when the patterns are applied; and, they do not  
consider the complexity of maintaining the solution, implemented in the form of a 
pattern, by the engineers in charge of security in the systems. Therefore, and after 
stating the detected shortcomings, we have shown the features that should be incorpo-
rated into security patterns to make them useful for the analysis and design of secure 
architectures in real and complex systems. 

At present, we are working on the definition of security patterns to enable them to 
be used in the analysis and design of secure architectures in real environments. These 
security patterns will be based on real cases obtained from our own experience  
together with that of some security experts in the field of information security engi-
neering. We are also working on the development of a methodology with which to 
solve security issues in the field of information security engineering, and we are addi-
tionally working on the development of a methodology to guide both experts and  
non-experts in the analysis and design of security architectures. 
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