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hounds, culture, rights, trust: there are diverse aspects of our daily life that can
benefit from information systems. It is just a matter of innovation.

Innovation means invention and science. Both emerge from laboratories, but
there is a time for communicating too. The series of workshops associated with
the International Conference on Advanced Information Systems Engineering acts
as a forum of discussion between all stakeholders in the domain of information
gystems engineering. It is the place where ground-breaking ideas about new
methods, techniques and tools, or return on experience, can be shared between
experts. Many of the mature research works published at the CAISE conference
were presented in CAISE workshops when they were in their seminal phase.
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Abstract. Both new technology business models and the new tendencies in the
field of computing are forcing organizaiions to undergo a constant evolution in
order 1o maintain their competitiveness in markets. This evolution has led to a
continuous remodeling of companies ‘systems to enable them to adapt to the
new needs. These changes increase these systems’ complexity, making them
more vulnerable. Computer attacks against organizations are therefore increas-
ing considerably. If this is to be avoided, information sccurity engineers need
reliable and validated solutions with which 1o contront security problems, along
with agile solutions to confront the new technological necessities in an optimal
manner. Security patlerns are good mechanisms with which to perform this task
since they provide documented, validated and tested solutions to recurring prob-
lems. In this paper we carry out an analysis of those proposals that use security
patterns to build secure systems when this task is performed in the information
systems of a real organization, with the objective of detecting any shortcomings
and new needs.

Keywords: Security patterns, secure systems, information security, security.

1 Introduction

One of the most important problems in the field of information systems in the last few
years has been that of security, principally owing to the emergence of new vulner-
abilities caused by the increased complexity of these systems and by the fact that
organizations have opened their databases on the internet [1]. The number of attacks
has therefore significantly increased and the advantages obtained by attackers are
greater and greater [2].

Information security is therefore one of the main concerns of I'T organizations, and
these organizations® security engineers consequently find it necessary to incorporate
security requirements into their systems, whilst always bearing mind business needs
in order to, on the one hand, safeguard their assets and, on the other, minimize the
number of attacks against their systems and reduce these attacks’ effectiveness [3].

C. Salingsi and O. Pastor (Eds.}: CAISE 2011 Workshops, LNBIP 83, pp. 652639, 201 1.
© Springer-Verlag Berlin Heidelberg 2011
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To optimize the task of incorporating security into the existing systems in an agile
and optimal manner, it is necessary thal engineers have reliable, validated and tested
solutions at their disposal. It is also important for these engineers to offer homogene-
ous solutions to similar problems with the purpose of maintaining a defense strategy
that is aligned within the corporation in which they work.

Security patterns are a good tool to satisfy the aforementioned necessities since
they encapsulate experts’ knowledge and experience regarding a recurring problem in
a particular security discipline [4]. In other words, a pattern solves a specific problem
in a determined context and can be adapted to different situations [3].

Information security engineers can therefore use security patterns to build secure
information systems since they are a good tool for systematizing the process of solv-
ing recurring problems, and provide guidelines for the construction and evaluation of
secure systems [6]. However, when information security engineers perform this task
within the systems of a real and complex organization, they must take into account a
set of considerations related to certain important parameters of the system or of the
organization, such as compatibility, performance, cost, time spent, type of asset to be
protected, organizational rules, etc.

In this paper we have therefore carried out an in-depth analysis of a set of some of
the most important proposals, extracted from a previously performed systematic re-
view, which use security patterns to build secure systems. This has allowed us to
obtain conclusions concerning the current use of security patterns in information sys-
tems, along with the factors or parameters that should currently be considered when
applying these patterns to an organization’s real and complex systems. A discussion
of the results obtained is then provided.

The remainder of this paper is organized as follows: in Section 2, we present the
analysis of the selected proposals and the results. Section 3 provides a discussion of
this and other related works. The paper ends with some conclusions in Section 4,

2 Analysis of Proposals

This section shows the analysis performed and discusses the results obtained from
some of the most relevant proposals which use security patterns in specific contexts in
order to build secure systems [7-17]. Both the analysis and the discussion are focused
on analyzing whether these works take into account a set of the considerations that are
necessary when the patterns are used to develop secure systems within a real and
complex organization. Finally, the detected shortcomings and the current needs in
this field are analyzed, and a series of suggestions to improve these deficiencies is
proposed in order for this type of solutions to be optimally implemented in real
organizations.

This task has been carried out by using Table 1, in which the selected initiatives
that are compared are presented. This comparative study has been made with the use
of an analytical framework (partially based on [18]). This framework contains a series
of technical applicability criteria based on the considerations put forward by Kienzle
et al. [19], which are detailed as follows. Each of these criteria are considerations that
must be taken into account by security engincers when building a real secure systemn,
since they are related to highly important parameters such as performance, cost, time
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spent, effectiveness and learning. In order 10 provide details of certain consequences
of disregarding some of these considerations and thus facilitate the reader’s under-
standing, we give brief, clear and real examples to explain each necessity.

* Impact on other components in the system: in this criterion, we shall analyze
whether the proposals consider the pattern’s compatibility with the other compo-
nents in the system, along with any possible consequences of its use. The following
example is presented 1o enable the reader to understand this criterion. An organiza-
tion decides 10 use the security strategy of carrying out a centralized identity
management in order that the people in charge of security in the organization have
from a unique point the control of, for example, the digital certificates needed
for systems to perform authentication and establish trust relationships with other or-
ganizations’ systems. One possible solution is to use a single centralized crypto-
graphic store that is independent of the product or system that requires it. In this
case, if compatibilities between the elements existing in the system and the solution
implemented by the security pattern are not considered, problems such as the unfea-
sibility of the solution could arise if, for example, certain Microsoft products such as
Outlook are used. Since this product does not permit integration with any crypto-
graphic stores that are external to its local store, it is necessary to perform an ad-hoc
development to be able to implement the pattern in the organization’s systems.
Impact on the system: In this criterion, we shall analyze whether the proposals
consider the possible increases in the system involved with regard to the need for
storage, an increase in the memory consumed, patching frequency, process capac-
ity, bandwidth, etc. We shall attempt to clarify the meaning of this criterion
through the following example. An organization wishes 10 implement an access
control system in its information systems. As an alternative, it decides to use
RBAC {4] which is based on authenticating and authorizing access depending on
the role of each user/subsystem within the organization. It is therefore necessary to
consider the aforementioned parameters owing 1o the fact that the technical fea-
tures may be affected, depending on the amount of system users, the frequency of
their accesses and the different combinations needed 1o grant access to a resource.
If, for example, the amount of users is not correctly estimated, it is probable that
the system performance, the process capacity, the bandwidth, and the consumed
memory will be affected, which could cause the solution to fail.

Solution cost: We shall analyze whether the cost of installing or implementing the
solution in the systems of an organization is considered. An example of this will be
presented together with the that of following criterion.

Used time: We shall verify, without going into great detail, whether the proposals
estimate the time needed to implement or use a pattern in an organization’s sys-
tems. The two aforementioned criteria can be analyzed from 2 common perspec-
tive, and are also dependent on the other criteria. This is owing to the fact that if
any of the criteria shown in this section are not considered, these two criteria will
be affected and this will alse affect the final solution. When criteria that may affect
the final solution are disregarded, these parameters might be affected because, for
example a later cost increase with regard to the dimension of the problem may
accur, thus leading to an increase in the time needed to solve the problem with the
solution proposed by the patiern.
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o Presentation of real examples: We shall verify whether the proposals are accom-
panied by a real implementation example that backs the validation of the solution.
It is evident that if the application of the security pattern includes a real example
in its description, this will signify that, on the one hand, it has been implemented
in a real system and, on the other, it has been tested by verifying its behavior as
solution.

o Evaluation of the criticality of the asset to protect: We shall analyze whether the
proposals catalog the criticality of the asset to be protected. Not all assets have the
same importance within an organization, and if they are all treated in the same
way, this may significantly affect the solution. Let us take the case of the protec-
tion of a web application as an example. To do so, the use of a sequence of security
patterns Lo ensure authentication, authorization, role-based access control along
with a data ciphering in databases to ensure data confideniiality is suggested. If ac-
cessible information is of a public nature and the service availability is not critical,
then the majority of controls will not be necessary, since the installation of a pe-
rimeter control such as the Firewali [4] pattern will be sufficient to aveid problems
of denial of service attacks . However, if the information accessed is of a special
nature and its spreading would compromise the organization, then it would perhaps
be necessary to increase controls. That is to say, we should introduce security pat-
terns such as Securepipe [4] and additional security measures to cipher the data.
The generalization of solutions for apparently similar problems without consider-
ing the criticality of the assets to be protected may cause inefficiency or the failure
of the solution,

o Fuifillment of rules and regulations: We shall verify whether the proposals con-
sider that the different legislation of the countries in which the solution will be im-
plemented may condition this solution, or whether changes to the crganization’s
rules are considered. The example is as follows: Let us suppose that an organiza-
tion has different subsidiary enterprises in several countries and that it intends to
unify the access system in order to optimize the access control to the systems of the
whole organization. A new central repository in which the credentials of all the or-
ganization's system users throughout the world are located is therefore proposed.
Depending on each country’s regulations, this common repository will have some
characteristics or others. More specifically, if the repository is located in countries
such as Argentina, Venezuela or USA, then these countries’ regulations oblige
their enterprises 1o store these data in a determined manner that does not apply to
other countries. It might also occur that these countries do not allow the output of
determined information concerning their local users to be shared with the organiza-
tion’s other subsidiary enterprises, with the exception of the main headquarters.

Having presented the criteria to be analyzed, we shall now verify whether each of the
analyzed proposals completely fulfils each of the applicability technical criterion
evaluated (Y), whether it refers briefly to this criterion (P), or whether it neither men-
tions nor considers the criterion (N). In Table 1 the verticai columns show the refer-
ences to the papers analyzed and the rows show the aforementioned criteria.

As can be observed in Table 1, most of the proposals principally lack: An evalua-
tion of the compatibilities and possible consequences with regard to the other compo-
nents in the system when using a pattern. This lack may cause incompatibilities with
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Table 1. Analysis of Proposals
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some of the elements in the system that were not detected a priori to arise, thus causing
the solution to fail; A detailed evaluation of the impact that the pattern might have on
the system into which it is introduced in terms of storage, the memory consumed,
patching frequency, processing capacity, bandwidth, etc. A failure to analyze these
critical parameters could compromise the service's availability; A specific classifica-
tion of the criticality of the assets to be protected by the pattern. If this parameter is not
analyzed, the risk of not appropriately measuring the security measures (o be provided
exists, thus leading to excessive investments or, in their absence, leaving the system
vulnerable to any attack not considered earlier; A general presentation of the impact on
the cost and Lime necessary to implement the pattern. This lack may cause an organiza-
tion to discard the solution because it is not able to assume the related costs or becausc
it is unable to plan a business strategy for the organization since the time needed is not
available; Specific considerations in relation to the limitations that may be imposed by
the rules and regulations in different countries. This aspect is as critical as the others,
but directly affects international organizations. When an organization’s business de-
pends on, among other factors, the regulations of the country in which its systems are
located, it is necessary (o include this criterion as a variable in the equation since it can
condition the solution at all times. All these parameters are critical, and should there-
fore be decisive when using security patterns in the organization’s real systems. Ne-
glecting to analyze them may frequently cause the solution to fail.

3 Discussion and Related Works

In spite of the analysis results, security patterns are, in our opinion, a good tool with
which to homogenize security solutions to similar problems confronted by different
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engineers, along with providing agile, proved, validated and secure solutions to recur-
ring security problems. For this reason and for all the considerations presented in the
previous section, we believe that it is necessary for current security patterns to evolve
to reflect each of the aforementioned considerations in order to permit their casy ap-
phication in real systemns. We also believe that the creation of a security pattern use
methodology is necessary to help information security engineers to build secure sys-
tems in real organizations through a systematic process. This type of guided process
will facilitate the process of considering all of the aforementioned aspects, since cach
of the considerations that may affect an organization’s systems will be analyzed when
implementing sclutions in the form of security patterns.

Various works which are focused on the application of patterns in security systems
through a systematic process are attempting to cover this need. In [20] the author puts
forward a general methodology for developing secure-critical software. He uses
UMLsec to extend UML to model security properties in informatics systems. This
proposal has recently been extended in order to use patterns to support the modeling
and verification of formal aspects of security. In [21, 22] the authors apply security
patterns through the use of a secure system development method based on hierarchi-
cal architectures whose levels define the scope of each security mechanism. These
works are all evolutions of the same approach, and one of their main advantages are
the guidelines offered in each stage to assist the user to discover where to apply and
how to select the security pattern which is most appropriate to satisfy the functional
requirements or resirictions in each stage. In [23] the authors propose a systematic
method with which to integrate security patterns into a software engineering process,
This proposal assists experts to close the gap between the abstract solution described
in the pattern and the implementation proposed in the application.

4 Conclusions

The principal purpose of this paper has been to perform an analysis of proposals
which use security patterns to build secure systems. This analysis is focused on the
way in which these patterns are used, in order to verify whether these proposals take
into account a set of considerations that are necessary when solutions are introduced
into real systems. A discussion of the results in which the principal shortcomings and
research needs in this field were detected is then presented.

The main conclusion of this research is that the current proposals that vse security
patterns to build secure systems do not take inlo account considerations that may
condition the solution, and are therefore critical considerations when the solution is
implemented in an organization’s real and complex information systems. That is to
say, they do not consider the impact that the pattern could have on the system or on
some of its components; they do not perform a classification of the criticality of the
assets to be protected, generalizing solutions inefficiently. Furthermore, they do not
consider the different rules and regulations that exist in different countries. The lack
of analysis of these and the other considerations presented in the paper may cause a
drastic increase in terms of cost and time when confronting the security problem and
the solution may sometimes fail.
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We are currently working on the definition of a methodology for security pattern

use that will guide the security engineer, in an agile and efficient manner, at the time
of developing a secure system within a real and complex organization. This method-
ology uses a new template that can be found in [24], in which all the parameters
considered in the previous analysis are reflected.
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