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Abstract

There is plenty of information regarding research
works on Data Warehouse (DW) management
systems aimed at improving several aspects such as
data modeling techniques, the physical level of
modeled data, transactional processing... However,
not too many efforts have been made related to
Security aspects. At present, there are methodologies
to design DW, but security is not taken into account.
On the other hand, there are technigues to design
security but these technigues do not consider DW.
Therefore, it is necessary fo study the way to design
secure DW. This paper puts forward general
considerations on security (specifically,
confidentiality) when designing DW.
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1.0 Introduction

Security is a “horizontal” aspect of software
development that affects very closely each
component of an application and, its integration
in the process of software development is not
appropriately understood [14]. In the field of
security, we can distinguish between the
concept of security (capability of a system to
manage, protect and distribute sensitive
information) and the concept of safety (absence
of catastrophic consequences to the
environment). The issue of DW security will be
dealt with in this paper.

According to ISO/IEC 15408-1 [7], the
concept of security refers to the capability of a

software product to protect data and information
in order to avoid that unauthorized individuals
or systems are able to read and modify them
and not to deny access to authorized staff.
Castano et al. [4] refer to computing security
such as the protection of information against
unauthorized queries, inappropriate
modifications or the lack of availability of a
service in 2 given moment. We can see that both
definitions of security are basically similar
according to the following components:
confidentiality (to prevent, to detect, to avoid
the improper revelation of information),
integrity {to prevent, to detect, to avoid the
undue modification of information) and
availability (to prevent, to detect, to avoid the
denial of access to the services provided by the
system).

We have to take always into account risk
factors that can alter the security conditions
[13]. Table 1 allows us to see risk factors
according to security conditions.

The three security conditions mentioned in
Table 1 (confidentiality, availability and
integrity) have been studied by several authors,
mainly in relation to databases. Concerning
DW, security aspects have been dealt with by
Gupta and Widom (6] from the viewpoint of
Integrity. Besides, they have been studied by
Labio and Garcia Molina [12] from the
viewpoint of Availability, Nevertheless, a very
critical aspect such as DW confidentiality has
not been appropriately studied. For instance, we
have to be especially worried about the security
of DW personal data since the capability to
cross and analyze information coming from
many sources, specifying profiles and patterns
may be a threat to personal privacy.
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Table 1. Risk factors according o security conditions

RISK FACTORS
SECURITY | Intruder | Wobbery | Catastrophc | Sabotage | Comp
CONDITIONS virus
Confidentialy | X X
Availability X X X X X
Integrity

A DW is better evaluated when it allows
users an easier access to information, but if this
information is accessed by unauthorized staff, it
will loose all its value. An important aspect to
be taken into consideration when studying DW
is that information is not treated statically but its
evolution through the time, in other words, its
history, becomes more important. For this
reason, mechanisms to allow confidentiality of
such quantity of information must be
established.

It is important to consider DW security
from a methodological approach that allows us
to design DW taking into account security
aspects from the earliest stages to the end of the
process of development. This approach should
be an extension of existing modeling
methodologies and standards to avoid that
companies interested in DW security have to
make an additional effort to learmn other
methodology.

2.0 Introduction to DW and the
problem of Associated Security

A -DW is a subject-oriented, integrated,
time-varying, nonvolatile collection of data
organized to support the decision making
process [8]. This definition indicates that data
are not oriented to functional processes as in
classical applications. On the contrary, they are
oriented to subjects, providing a unique and
integrated view of the organization, which is
understood in a transversal way. Moreover,
information is not treated statically but its
evolution through the time gets more important.

It is very common the fact that storage is
not monolithic and it could be divided into
subsets, not necessarily unjoint, that give us a
partial view of the organization. These
clements, called data marts, can be defined as
databases oriented to the subject, available for

users, for decentralized decision making, and
comprising a less wide field than DW.

Nowadays, we must work in operational as
well as analytical environments. These
environments have very different functions. The
mission of operational systems is to be the
infrastructure of day to day business functions;
hence, they only contain the necessary data to
fulfil the business daily requirements. If we
tried to use these systems to process consistent,
integrated, well-defined and time dependent
information for purposes of analysis and
decision making, we would notice that data
available from operational systems do not fulfil
these requirements. To solve this problem, we
must work in an analytical environment
strongly supported by the use of
multidimensional models to design DW.

Each dimensional model is composed of a
table with a composite primary key called fact
table and a set of smaller tables called
dimension tables. The structure that they form
has the shape of a star, see Figure 1, and that is
the reason why this modeling system is called
star schema.
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Figure 1: Example of a Star Schema

The star schema is highly denormalized, so
it is very different from database modeling. The
objective of this denormalization is to increase
the query efficiency because a fact table is
related to lots of dimension tables. The
snowflake schema is a variant of the star
schema and within this modeling system,
dimensions are normalized by creating
hierarchies along dimensions and maintaining
fact tables, which are the essential part of the
star schema.
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In an operational environment, just a small
quantity of information is accessed (the
information used in a transaction) due to the
fact that users know what they are looking for.
In contrast, in a DW, users carry out very large
searches throughout milliards and millions of
registers to answer a unique query and very
often, they do not even know what they are
looking for before starting the search. For that
reason, fact tables are formed mainly by
numeric and additive indicators that allow users
to obtain register summaries useful to improve
the query efficiency.

In DW architecture, data are extracted from
several sources, after that, they are cleaned and
depurated. Later on, they are stored to be finally
accessed by users for decision making [8].

Hence, we can distinguish three main DW
processes, as shown in figure 2. These
processes are the following:

e Acquisition: Set of processes whose
purpose is to extract information from the
origin systems (operational systems,
external systems, etc.), to integrate it, to
transform it, to depurate it and finally, to
load it into DW according to a previously
established design.

e Storage: It is the main part of DW, the place
where all data, ready to be exploited later,
are located. Storage is independent of the
later use to be done from it, not only from
the viewpoint of users but also from that of
applications.

s Access: Set of processes whose objective is
to capture and exploit DW content to
provide users the information needed for
decision making.

T~
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Figure 2. Main processes of a Data Warehouse

Some security aspects to be taken into
account in the Acquisition process are the
following:

e Security measures must be established to
avoid unauthorized access to extraction,
cleaning, depuration and loading of data.

e Temporary files and loading areas used
during the Acquisition process must be
protected and, at the same time, it must be
guaranteed that they will be deleted and
destroyed when they are no longer useful.

o Integrity in the extraction of temporary
information must be kept. This fact will
allow a future synchronization with
information coming from other sources.
Some security aspects to be considered in

the Storage process are the following:

e If there have been introduced data marts,
they must fulfil the same security
restrictions than DW, independently of the
fact that they are located within the same
system or within a different one. Other
option is to use data marts as places to store
the most sensitive information and locate
them in an even better protected place than
DW, since, usually, the most confidential
information must be only accessed by a
small set of individuals.

e Security of metadata or “data about the
data” must be taken into consideration, a
repository that must contain information
such as: the data source, the transformation
suffered by each data, the data model and
its relation to the DW, integrity rules, rules
to manage views, definitions of roles and
access, information quality and metrics.

s The encryption of critical information must
be considered.

» Security must be considered, taking into
account the level of granularity, in other
words, the disaggregation of data, For
example, the total amount of daily, weekly
or monthly sales that will affect the size of
DW, a critical factor by itself because of its
big increase. Level of frequency and
availability are important to be considered
within security mechanisms.

Some security aspects to be considered in
the Access process are the following:

e Access, executed by specific applications or
any other kind of tools must be subjected to
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security restrictions established in data

model.

e Security in the access of end users as well
as people in charge of extracting
information from source systems must be
considered.

e Multidimensional aspects in the access to
DW, with new concepts to consider in the
security such as dimension, access path,
etc., must be taken into account.

¢ One of the security problems that must be
considered in DW is that one related to
inference. Inference attacks make it
possible that DW protected information can
be obtained by other means. For instance, if
we want to know the wage of the president
of the company, the most reasonable thing
to do is to protect this information against
the access of not authorized people.
However, a statistic query, such as that one
to obtain the maximum of wages can be
unprotected.

e Queries executed using Data Mining tools
need a harder access control with respect to
the confidentiality of the data to be given.
Decisions taken to preserve security must

take into account the special features of DW.

These features can be summarised as follows

[19%:

e DW stores data derived from the local data.

* Queries are processed at the DW, without
need of consulting the local databases from
which the data stored at the DW have been
obtained.

¢ DW must respect the autonomy of the local
databases.

Moreover, regarding DW security and
paying special attention to DW access control,
some questions could be asked such as:
= Should access restrictions specified in DW

be the same than those specified at a local

level?

* Are DW able to allow access to some data
when the local sources, from data have been
obtained, do not allow it?

 Are DW able to deny access to data
although local sources, from data have been
obtained, allow it?

e Who is able to specify access restrictions to
data stored in DW that have not a
correspondence with data of the local

system? (For example, historical data, or

data obtained in the DW, aggregating data

from different sources).

Security and specifically, confidentiality is
a very important aspect for DW, due to the fact
that constant changes in user queries and data
sources force DW to be more flexible, but also
to carry out a harder control in confidentiality of
information.

3.0 Security proposals related to
Data Warehouses

In the Iliterature, we can find several
initiatives to include security in DW. Many of
them focus on interesting aspects related to
access control, multilevel security, its
application to federated databases, applications
using commercial tools, etc. These initiatives
will be analyzed below.

In [11], a security model based on a
mandatory access control for OLAP cubes is
proposed. Security restrictions are defined for
each role within a DW environment, in a way
that each role defines a subcube of the DW's N-
dimensional cube. The advantage of this
approach in relation to security management is
its flexibility to assign roles to the different
virtual subcubes. This model attacks an
important but punctual aspect, related to access
control. It does not consider a broader approach,
comprising from the earliest stages of
development, and it does not refer to modeling
systems such as the conceptual and logical ones
to design DW either.

[9] states a model for DW security based on
metadata. This model allows us to assign a
reduced view of a DW for each group of users
making it possible that all users can freely
navigate through the DW reduced data.
Moreover, this model avoids threats to the
security regulations of the information system.
This proposal starts analyzing the requirements
and impacts in the selection of an appropriate
security model for DW, Later, the model is
stated and applied through a prototype.
However, it does not offer a work analyzing a
modeling systemn; it only indicates what aspects
(legal, auditorial related to networks, etc) must
be considered in security requirements.
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In [2], it is indicated that access to DW can
be restricted or modified using user profiles.
Furthermore, this initiative is focused on ideas
that can contribute to DW security such as
control of replication, aggregation and
generalization, exaggeration and misleading,
anonymity, and user profile based security.
There is not a formal proposal. On the contrary,
ideas that can contribute to DW security are
studied in a global way. So, they are only
general recommendations that can be helpful to
establish formal proposals of security design.

[17] suggests taking view security as a base
of DW security. It states a proposal that allows
automated inference of lots of permissions in
DW in order to minimize the learning curve for
administrators as well as the amount of new
software that vendors would need to implement.
To do so, it puts forward an extension of SQL
standard mode] for systems with redundant and
derived data. In contrast, this proposal does not
take into account aspects related to DW
conceptual model nor DW security in
conceptual models. It is more focused on the
logical aspects that consider a compatibility
with relational technology and at the same time,
it considers that one of the unsolved problems is
the creation of a tool based on theory.

In [16], research is focused on authorization
and access control. For that reason, it defines
different OLAP access control requirements and
compares the implementation of commercial
ROLAP (Relational OLAP) products, such as
Microsoft SQL Server 2000, MicroStrategy,
Cognos Powerplay, and Oracle Express. It
underlines  the  practical  aspect  of
implementation in commercial systems and a
later comparison of capabilities to implement
security requirements, Moreover, it indicates
globally that the design methodology of
classical databases (requirement analysis,
conceptual design, logical design and physical
design) should be applied to OLAP applications
security too. But, it recognises that
multidimensional conceptual data modeling and
OLAP security mechanisms are significantly
different from the capabilities of relational
database management systems, This is a very
general proposal and does not study the way to
carry out each DW modeling including security;
it only indicates that requirements will be

formalized in the future by defining a security
restriction language.

[21] develops a basic authorization model
for DW and OLAP, focused especially on
expressivity and usability in DW context. The
purpose of this model is based upon the fact
that, despite many DW are implemented in
relational databases that offer a wide variety of
security mechanisms; it is not trivial to grant
permissions in relational tables. This is due to
the fact that SQL sentences do not allow us to
define access privileges intuitively. Therefore,
this proposal states a very basic algebraic
formal model and besides, it indicates that an
informal authorization language can be used to
illustrate how to formulate intuitively access
restrictions for operations in a DW. The
proposed solution is limited and does not take
into account the different types of DW design
with their security restrictions.

[1] refers to an architecture of Information
Systems for secure DW. It suggests finding DW
schemas in an architecture for federated
databases. This proposal studies the Mandatory
Access Control mechanism (MAC) to protect
data from unauthorized access. Special attention
is paid to the architecture of DW schemas and
their conceptual design. Finding the different
DW schemas in an architecture for federated
databases, authors indicate that an integrated
architecture comprising both areas has been
achieved. This proposal considers an integrated
access in real time and it establishes bases to
access not only to databases but also to other
sources of information. As it is based upon an
architecture of federated databases, all the
results of the research must be considered with
this vision.

We can conclude that the analyzed
proposals refer to punctual aspects that allow us
to improve DW security in Acquisition, Storage
and Access aspects. However, neither of them
studies the security aspect comprising all stages
of the system development cycle nor considers
the introduction of security in DW design
(conceptual design, logical design and physical
design). As there is not a methodological
approach integrating security in DW design, we
can state that the problem of DW security
remains unsolved.
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4.0 Conclusions and future work
lines

There is a mature field in relation to
methodologies and techniques associated to
DW modeling [3], [5], [10], [15], [18], [20].
However, there is an immature field regarding
to the fact of taking into account security
aspects in these methodologies and techniques.
Some security proposals associated to DW have
been developed but they are punctual solutions
that partially comprise the necessary security
requirements for the process of Acquisition,
Storage and Access for DW. Furthermore, none
of these proposals considers a methodological
approach formally including security in the
process of DW design from the conceptual,
logical and physical points of view.

Taking into consideration the fact that
information technologies must provide new
ways to manage the huge amount of typical data
of current DW, we have to pay special attention
to information confidentiality aspects. To do so,
we must start with the creation of a rule to
classify information according to the level of
confidentiality to be applied, from completely
public to very secret information. After that, we
can define models, methods and tools that
enable us to design secure DW in an integrated
way, by using UML and the multilevel security
model. To be able to do that, we think that a
methodological approach that allows us to build
DW taking into account security aspects from
the earliest stages of development until the end
of the process should be developed. This
methodological approach should be an
extension of existing modeling methodologies
and standards because, otherwise, organizations
that are really interested in DW security would
have to make a big effort to adapt to the new
technology. At present, we are progressing in
the definition of these methodological aspects.

The more widely spread modeling standard
is UML. Hence, it would be interesting to
provide UML with security features to be able
to develop modeling including, on the one hand,
the UML syntax and power and on the other
hand, the new security features, ready to be
used, when the application includes security
requirements that need these features. UML has
been widely accepted as the modeling language

oriented to standard objects to model several
aspects of software systems. So, any approach
using UML will minimize the effort of
developers to learn new notations or
methodologies for each subsystem to be
modeled. UML is an extending language since
it provides mechanisms (stereotypes, tagged
values and restrictions) in specific domains, if
necessary, such as web applications, business
modeling, software development processes and
so on. We consider it appropriate the use of a
DW design methodology that uses UML
extensions for security aspects to be added.
Moreover, we think it is essential the use of an
OCL (Object Constraint Language) based
language to be able to specify DW security
restrictions precisely together with Class
Diagrams and the development of a CASE tool,
integrated in Rational Rose, to support the
process of DW design in a secure way for the
later validation of the proposal by applying it to
real situations. The biggest cost of software
system is maintenance and this is a consequence
of imprecise, incomplete and arbitrary
documentation. With an UML extension that
allows us to model DW security requirernents, a
more robust specification will be achieved.

Moreover, applying the methodological
approach, it would be desirable that information
systemns that are developed fulfil the necessary
protection requirements if they store personal or
sensitive data. In many countries, these
requirements are demanded and determined by
the existence of laws dealing with the protection
of personal data.
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