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Preface

This volume comprises the final versions of the technical papers presented at the
< UML> 2004 conference held in Lishon (Portugal), October L1-15, 2004,

< UML>3 2004 was the seventh conference in a series of annual <ML
conferences. The series started in 1998 and was located at Mulhouse {France);
the following years saw the conference move to Fort Collins {USA) in 1999,
York (UK) in 2000, Toroato (Canaday) in 2001, Dresden {Germany) in 2002, San
Francisco (USA) in 2008, and now Lishon (Portugal) in 2004. During this time,
the <UML> conference becamne one of the leading conferences in the area of
object-oriented modeling, While in the first years the focus of the conference
was on the scientific investigation of the Unified Modeling Language (UML),
which had just been adopted by the Object Management Group (OMG) at the
time, the focus has changed in recent years to innovations in techniques such as
metamodeling, model transformations, model validation and verification, aspect
crientation, and beyond. Many recent research activities have been especiatly
stimulated by the Model Driver Architecture (MDA} initiative, started in 2000
by the OMG. The goal of MIDA is the definition of a framework to enable the
developanent of software purely based on models. Tn order to reflect the changes
of recent years, the conference series UML:> will be continued, from 2005
onwards, under the rame MODELS (MOde! Driven Engineering, Languages and
Systems). ' '

The call for papers for <ML 2004 cncouraged authors around the world
to submuit 157 abstracts and 135 techuical papers. Bach suhmission was reviewed
by at least; three referces, in most cases by four. Based on the reviews, the whale
program committee discussed in four rounds the submissions’ quality, leading
to the selection of 30 submissions (26 research papers, 4 experience reports)
for publication. In addition, the program committee selected one paper for the
Best Poper Award < UML» 2004, After a detailed discussion of selected candi-
dates the commiftee came to the conclusion that the paper by Alexandre Correa,
Claudia Werner (Brawil), “Applying Refactoring Techniques to UML/OCL Mod-
els”, deserved the award. Congratulations to the authors!

For managing the review process, the free version of Cyberchair
(bttp://www. cyberchair. org) was used. We ure gratcful to its author Richare
van de Stadt who alsa helped with advice. We also want to take the opporsunity
Lo express our greatest gratitude to Arnaud di Clemente whose work ou the
technical side was invaluable for managing the review process and preparing the
conference proceedings.

Besides the presentation of technical papers in 10 sessions, the scientific pro-
gram of < UML>» 2004 included 3 keynote talks, “Generative Software Devel-
opwent”, given by Krzysatof Czarnecki (University of Waterloo), “Goals, View-
points, and Components - an MDA Perspective”, given by Desmond D'Sousa
{Kingtium), and “Putting Change at the Center of the Software Process”, given
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by Oscar Nicrstrasz (University of Bern), 12 workshops, ncluding a docl.:u.rn.l
symposium, 6 tutorials, and a special track with inclustry papers. In ac}dmon
to this proceedings, a postconference book entitled < VML 2{)(:‘4 Sate{!htc Ac-
tivities was published by Springer as LNGS volume 3287. This book includes
the papers of the industry track, summaries of the workshops, tool papers and
poster papers. o

We are glad to express our gratitude to all persous und organizations who
were involved in she organization of the comference: to the SpOLSOTS and sup-
porters for the financial, organizational, and moral aid, to the reviewers for their
dedication in writing reports and contributing to the discussion, and to t;h? mem-
bers of the local organization committee for their ineredible work in coordinating
all activities and making the local arrangements.

Thomas Baar
Alfred Strohmeier
Ann Moreira
Stephen J. Mellor
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Extending OCL for Secure Database Development

Eduardo Fernandez-Medina and Mario Piattini

liscuela Supericr de Informidtica. Universidad de Castilla-La Mancha
Paseo de la Universidad, 4. 13071, Ciudad Real (Spain)
{Eduarde.FdezMedina, Maric.Piattini}Buclm.es

Abstract. The Mode]l Driven Architecture (MIDA}Y is becoming an important
aspeet of software development, since it considers languages and models that
can represent an information system at different abstraction levels, and makes it
possible a coherent transformation of the system from the domain context into
the machine context. Tn this paper, we present the Object Securicy Constraim
Language V.2, (OSCL2), which is based on the well-known Object Constraint
Language V.2. (OCL) of the Unified Modeling Language (UML), and which
necds an extension of the UML! metamodel. This language is defined to be
used in secure databage development process, incorporating security informa-
tion and constraints in a Platform Independent Modei (UML class model). This
security informatior and constraints are then translated into a Platform Specifie
Model {multilevel relational model). Finaily, they are implemented in a particu-
lar Database Management System (DDBMS), such as Oracle$! Label Sccurity.
These transformations can be done sutomatically or semi-automatically using
OSCL2 compilers.

Keywords: OCL, security constraints, multilevel databases, UML, confidentiality.

1. Intreduction

Organizations depend increasingly on 18, which rely upon large databascs, and these
databases need increasingly more quality and security, Indeed, the very survival of the
organization depends on the correct management, security and confidentiality of this
information [10].

As some authors remarked [9, 13], information security is a serious requirement
which must be considered carcfully, not as an isolated aspect, but as an element pre-
sent in all stages of the development life cycle, trom the requirement analysis to im-
plementation and maintenance. For this purpose, different ideas for integrating secu-
rity in the system development process have been proposed [16], but they only
considered information security from a cryptographic peint of view. Chung et al. also
insist on integrating security requirements in the design, by providing designers with
models specifying security aspects, but they do not deal with database speeific issucs
[3]. There are a few proposals that try to integrate security into conceptual modeling
such as the Scmantic Data Model for Security [27] and the Multilevel Object Model-

T We based our extension on the UML 1.5 as this is the current accepted standard.

T. Baar et al, (Eds.): UML 2004, LNCS 3273, pp. 380-354, 2004,
@ Springer-Verlag Berlin Heidelberg 2004

Exiending OCL. for Secure Database Development 381

ing Technique [23), but they have not been very spread. One more recent proposal is
UMLSec {18} where UML is extended to devetop secure systems. This approach is
very interesting, but it -again- only deals with [S in general, whilst conceptual and
logical databases design, and their implementation are not considered. All these pro-
posals make important contributions that try to solve the problem of developing se-
cure information (sometimes also database) systems, but they are not Model Driven
Architecture (MDA) compliant [21]. In fact, they do not define neither development
methodologies, nor several models al different conceptual levels. Nevertheless, a
methodology and a set of models have been proposed [12] in order to design secure
databases, and implement them with Oracle%i Label Security (OLS) [22]. This ap-
proach is important, because it considers security aspects in all stages of the develop-
mnent process, from requirement gathering to implementation, and it is also based on
UML [1]. Together with the methodelogy mentioned above, a preliminary version of
the Object Security Constraint Language (OSCL) has heen proposed [25]. This lan-
guage is based on the Object Constraint Language (OCL) [28, 29] of UML, and it al-
lows us to specify sccurity coustraints in the conceptual and logical database design
process, and to implement these constraints in a concrete database management sys-
tem {DBMS), Oracledi Label Security. .

OCL is a precise textual language for describing constraints in object-oriented
models. This langnage comploments diagrammatic notations in modeling object-
oriented systems, defining constraints which can not be described using the standard
UML diagrammasic notation. The most important elements that are defined in OCL
are invariants (constraings that establish a condition that must be always fulfilled by
all the class instances, types and interfaces), preconditions (conditions related to class
operations and which must be fulfilled when an operation is executed), and postcondi-
tions (conditions related to operations that generally specify the result of operations
and which must be considered them true only at the moment the operation finishes).

In the past few years, some proposals to extend OCL to include new properties
have been presented. In [14], an OCL extension in order to define real-time con-
straints is stated. Also, in [17], an approach for incorporating time-based constraints
within OCL is described. Moreover, in [30], OCL is extended with temporal operators
1o formulate temporal constraints, and {3, 19, 20] present an extension of OCL in or-
der to introduce dynamic semantics by adding an action clause to the language. OCL
is being uscd and exlended in arder to model relational databases with UML [8], or
even to model operation contracts to preserve low coupling [24]. Nevertheless, none
of these proposals allows us to specify security constraints in conceptual database
models. We have only found a work [2] that uses OCL to model software reliability
constraints, but it does not match perfectly with the problem we are considering.

1n this paper, we define some UML metamodel extensions to be used together with
the second version of OSCL language, taking inta account the new properties of OCL
Version 2.0 [20]. OSCL allows us to define security information in the database con-
ceptual model (through the UML class model) as well as security constraints that can
be implemented in a conerete secure DBMS. Recently, several DBMS are including
modules in order to manage and implement secure databases, such as OLS [22] and
DB2 Universal Database (UDB) {6, 71. In this work, according to MDA [21], we have
considered the UML class model as Platform Independent Model (PIM), the mulii-
level relational model [12] as Platform Specific Model (PSM), and OLS as DBMS o
implement the secure database. However, following the properties of MDA, it could

[P PR — S PR, A S Y S S
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be perfectly valid to consider another database logical paradigm and another secure
DBMS.

The remainder of this paper 1§ structured as follows: Section 2 briefly intreduccs
the methodology we proposed for developing scoure databases. Section 3 states
0SCL2 langnage and nccessary UML metamode! extensions. Scction 4 shows an ex-
ample where the new constraint language is used, and Section 3 presents our main
conclusions and mtroduces our future work.

2. MDA-compliant Secure Database Development Methodology

The goal of the methodology presented in [12] is te be able to develop databases, but

¢classifying the information in order o define what properties have to own the user to

be entitled to access the information. In order to fulfill the previous goal, we need to
carry out the following activitics:

1. To precisely define the organization of the users that will have access to the data-
base. We can define 2 precise level of granularity considering three ways of orga-
nizing the vsers: Security hierarchical levels (which indicate the level of accredita-
tion the user owns), Compartments of users (which indicate a horizontal
classification of users), and wser Roles (which indicate a hievarchical organization
of users nccording to the roles or responsibilities of users within the organization).

2. To classify the information within the conceptual database model. For cach cle-
ment of the model (classes, attributes and associations), we can define its security
information, which is a tuple composed of a scquence of security levels, a set of
user cotpartments, and a set of user roles. This information indicates the security
properties that the users have to own to be able to access the information.

3. To eaforce the mandatory access control [26]. The secure DBMS is in charge of
ensuring the enforcement of the mandatory access control, and the security infor-
mation that has been specified in the database conceptual model has to be kept.
These activities are embedded in a methodology for devcloping secure databases

[12]. The general structure of this methedology can be observed in Fig. 1. The re-

quivements gathering, database analysis, and multilevel velational logical design

stages, allow us to build general (conceptual and logical) medels of the secure data-
base, and finally, the specific logical design stage adapts those general models to the
particularitics of Oracle9i Label Security.

1
'
H 18pecific Logical Model 1
' ¢
H Eﬂ ISpecific Logical Model T
_______________________________________ a4 g [T
H = H aes
n FE R ettt )
:‘ Requiremen Databasc ;4;:(':;;;]1 - P — :
fhortr * is mcke % Label Security
i Gathertrg Analysis Logical Desis % '
i = | ittt
L e " B |1
i 2z |
' Fo
' A
! Speei fie Logicel Madel N I
! 1

Fig. 1. Sccure database development methodology stages
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This methodology is MDA-compliant because it is open to integrate, aficr the da-
{abase analysis slage {where the conceptual model is created), another logical design
stage in order to create another secure logical model of the databuse (object-oriented,
or object-relational). Tt is also open to integrate, after the multilevet relational logical
design, other specific logical design in order to implement the securc databasc by

other DBMS (Sce Fig. 2.).

Patabase Conceptual
Model (UML Class Modei)
PIM

Multikevel H
Rektional Model ; PSMn
PSmM1 |

L S
Second b s
transformation
. "

Qragledi Label H
Security H Code i
Code 1 i

Fig. 2. MDA-compliant medels

0SCL?2 is integrated into the database analysis, where it helps in both the definition
of security information of the conceptual database model elements and the definition
of sccurity constraims of the model. This security information and constraints are
adapted to the logical model in the multilevel relational logical design, and finally,
they are implemented in the speeific logical design.

3. Object Security Constraint Language Version 2

According to [4], an extension to UML begins with 2 brief description and then it lists
and describes all of the stereotypes, tagged values, and constraints of this cxtension.
In addition to these elements, an extension contains a sel of weli-fonnedness rutes.
These rules are used to determine whether 4 model is semantically sclf-consistent.
Aceording to this quote, we define our OCL extension following the schema com-
posed of these elements: Description (a littte description of the extension in natural
language), prerequisite extensions (they indicate whether the current cxths?on ngeds
the existence of previous extensions), stercotypesitagged values (the deﬁmt1.0n of the
stercotypes and/or tagged values), well-formedness rules (the static scmantics c?f the
netaclasses are defined as a set of invariants defined by means of OCL expressions),
and comments (any additional comment, decision or cxample, usualty written in natu-
ral language). For the definition of the stereotypes, we follow the structure suggested
in [15], which is composed of a name, the base metaclass, the description, the 1agged
values and a list of constraints defined by means of OCL. For the definition of tagged
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values, the type of the tagged values, the multiplicity, the description, and the defauit
vaiue are defined.

3.1. Description

The extension we present in this section is not only an extension of the OCL, but also
the definition of a new framework that needs the definition of some new data types,
and that allows us to specify both security information of the different elements of the
database conceptual model (through tagged values), and dynamic and static security
constraints of these elements. These constraints, allow us to dynamically define the
security information of instances of classes and its attributes, depending on the value
of attributes of these instances. Moreover, in this framework, a set of inherent con-
straints are specified in order to define the well-formedness rules regarding the values
of these tagged values. '

This framework allows us to represent all the security information (both tagged
values and constraints) in the same medel and in the same diagrams that describe the
rest of the sysiem.

The security information that we will embed in the database conceptual model wiil
be security levels, user compartments, and user roles. This information indicates the
seciwity properties that the users have to own to be able to access information. Fig. 3
shows an extension of the patlern that has been presented in [11], that explains the
mandatory access control.

- Performs
[ Assigrmen: J3 #|_TrstedProcess
— ! CanAccess A
User Classification [& (1Tt deminates it +| Data Classification

* *] 1 *[ *| %
["User Levet || User Roles | [ User Conpartmems | [ Dua Levels ][ Dam Rotes || Da Comparments

Fig, 3. Class model for the mandalory access control

3.2. Prerequisite Extensions

First of all, we necd the definition of some new data types to be used in the fagged
values definitions (sec Fig. 4). The Leve! type will be the ordered enumeration com-
posed by all security levels that have been considered (these values, are generally 1n-
classified, confidential, secret and top secret, but they could be different). The Levels
type will be an interval of levels composed by a lower level and an upper levet. The
Roie type will represent the hierarchy of user roles that can be defined for the organi-
zation {in this case, we consider there is no multiple inheritance), The Compartment
type is the cnumeration composed by all wser compartments that have been consid-
ered for the organization. All this information has to be defined for each database, de-
pending or its confidentiality propertics, and on the number of users and complexity
of the organization which the database will be operative in.
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Finally, we need some syntactic definitions that are not considered in the standard
OCL. Particularly, in addition o Sef, OrderedSet, Bag and Sequence, we need the fol-

lowing collection type:
O Tree It is a collection that contains a oot and a sequence of trees. A Tree can be

empty.

<< gnumeration »> << datatype >> << datatype >> << prumeration >
Leveol Levels Role Compartment
unclassifisd iowerLavel: Laval roleName: String
confidantial upperLevel; Lavel } |
sacret e ————— ..
L topSecret SubRaleOl

Fig, 4. New data types

Despite trees could be specified by complex QCL structures (st_:c F_ig. 3. (a) tktat
shows the collections constant definition of the tree that is shown in Fig, 5. (b)), for
the sake of simplicity, we prefer 1o use a new collection type.

Tree { Employe:

'Employes’,
Sequence { Tree [ *System Administrator’ , Sequence {+}. i___,_.j
Tree { "Operator”, Sequence {} }
} ! System Administmmr? | Opcmwrj
}
Fig. 5. (a) Exaraple of Tree collection (b} Example of Tree

All the standard operations in this collection are applicable, but we need to define
two new operations. Table | shows all these operations.

Tabke 1. Standard and new operations applicable to the Tree collection

— e T e v oo oo Deseription:
‘Qperation | B " cript

cott ( object ) “The number of cocumrences of the object in the tree

excludes( object ) True if the obiject i not an clement of the collection

axcludesAll{ cofiection ) | Truc if all glements of the parameter ure not present in the current collection,
This operation is applicable if the collection parameter type is Tree.

Includes( ebject ) True if the object is an clement of the collection .

includesAll( collection ) { True if ali elements of the parameter collection are present in the carreat col-
lection. This operation is applicable if the collection parumeter type 15 Tree,

IsEmpty() True if the collection coma?ns no elements

netEmpty() ’ True if the collection containg one or morg clemants

Sizal) The numbar of elements in the collection i

Swn() The addition of all clements in the coliection. The cloment must be of 4 npe
supporting addition

Raot() “I'he Toot of the tree

Subtree{ n } The subtree n of the sequence of subtrees of a tree
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3.3, Tagged Values

In this extension, the definition of several types of tagged values is necessary. We
need to define tagged values for the conceptual database model, classes, attributes and
associations.

Table 2. Tagged values of the model, classes and attributes

Niimié: Type- R
Classcs Set(OclType) | it specifies 21l classes of the model. This new tapged value is usefui
in order to navigate over all classes of the model
securityLevels Sequence [t specifies all security levels (ordered from less to mora restrictive)
(Levels) that can be used by the el=ments of the model
SecurityRoles Role It specifies the hierarchical role structure that has heen defined for
the organization. This type will be mznaged as a tree
seeurity- Set 1t specifies the set of compurtments that kave been defined for the

ompanments | (Compartment) | organization

T NameC L TVp
Attributes Set(CclType)

1t specifies all attributs
ful in order to navigate over ail attribures of a class

associations- Set(OclType} | it specifies all associations in which a class is invelved. This new

End tagged value is usaful in order to navigate over all associdtions of a
class

securitylevels Levels 1L specifies the interval of possible security level values, that an in-

stance of this class cen receive. If the upper and lower security levels
are similar, all instances will have the same security level. Other-
wise, the concrete instance security Jevel will be defined according
to a security constraint .
SceurityRoles Set(Role) 1t specities a set of user roles, Each role is the oot of a subtree of the
general user rele hicrarchy defined for the organization, Al in-
stances of this clags can have the same user roles, or maybe subtrees
of the roles that have been defined for the class, A security constraint
can decide the user roles for cach instance aceording to the value of
some artribute of the instance

security- Set It spucifies a set of compartments. All instances of this class can
Compartments | {Compartment) | havc the same user compartments, or . subset of tham, A security
constraint. can decide the user compartments for zach instance ac-
cording to the value of some attribute of the instance
agped:Vilues of the Attiibute:
¥ Namesnh b Type) & : eicrptid L o
seenrityLeovels Levels It specifies the interval of possible security level values that an al-
tribute of an instance can receive. If the upper and lower security
levels are similar, all instances wili have the same security level.
Otherwise, the concrete instance sccurity level will be defined ac-
cording to a security constraint
SecurityRaoles Scr(Role) It specifies a sat of user roles for this attribute. Each role is the root
of a sublree of the general user role hierarchy defined for the organi-
zation. All instances for this attribute car have the same user roles,
or mayhe subtrees of the roles that have been defined for the attrib-
ute. A security constraint can decide the user reles for each instance
according to the value of the altribute of the instance

security- Set It specifies the set compartmenzs for an atribute. For this attribute,
Compuartments | (Compartment) | all instances can have the seme user compartments, or a subset af
them. A security constraint can decide the user compartments for
each instance according to the value of this attribute

i

B
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in Table 2 and 3 the tagged vaues of all elements of this extension are shown. The
multiplicity of all tagged values is I. All default values of security tugged values of
the model are empty collections, On the other hand, the defauli value of sccurity
tagged values for each class is the less restrictive (the lower security level, the secu-
rity role hierarchy that has been defined for the model, and the empty set of compurt-
ments). The default value of the scourity tagged values for attributes is inherited from
the class they belong to. For associations, the security information is the most restric-
tive from all classes that are involved in this association (the security levels of the
most restrictive class, the intersection of the security roles of the classes, and the in-
tersection of the sceurity compartments of the classes).

Table 3, Tagged valucs of associationEnd and instance

Levels It specifies the interval of possiblc seeurity level values that an asso-
ciation between two instances can receive. If the upper and lower se-
curity levels arc similar, all links will have the same security level.
Otherwise, the concrete link sccurity level will be defined according
to & security constraint
securityRoles Set(Role) It specifies a set of user roles for this association. Each role is the
root of a subtree of the peneral user role hierarchy defined for the
organization. All links of this association can have the same user
rales, or maybe subtrees of the roles that have been delined for the
association. A security constraint can decide the user roles for cach
link according to the value of the atiribute of the instances

seeurity- Set 1t specifies the set compartments for an asseciation. For this associa-
Compartments | (Compartment) | tion, all links can have the same user compartments, or a subset of
lhem. A security constraint can decide the user compartments for
zach Jink according to the value of the attribute of the instances
‘Fapged-Volues of the Initiiy il T U

| Lo Namie 55| s
securityLevels

Name'

securityLevel Level It specifies the sccurity level
securityRoles Set(Role) Tt specifies a set of user roles fur this instance. Ench role is a subtree
of the general user role hierarchy defined for the organization.
securily- Set It specifies the set compartments for an instance

Compariments | (Compartment)

3.4, Stereotypes

Once we have all these lagged values available, we could specify security consiraints
in a class diagram, but ali depending on the value of attributes and specified tagged
values. In this extension, we need to define some stercotypes in order 1o specify other
types of security constraints (see Table 4).

We define the UserProfile stereotype because it could be necessary to specify con-
straints depending o particular information of a user or a group of users, for instance,
depending of the user citizenship, age, etc. We define the Exception stereotype be-
cause of the necessity of specifying different constraints which permit or deny access
to information depending on information different from the security levels, toles or
compartments, We also define the Log stereotype that can help us to identify and
specify classes with special requirements of auditing,



388 I Fernandez-Medina and M, Piattini

For the sake of readability, the stereotypes Exceplion and Log can be gruphically
specified outside of the class.

Table 4. Extension sterentypes

L7 Name 1 UserBrofile DD
Base class Class
Description | Classes of this stereotype contain all the properties that the systems nianage from users

Constraints

- This cluss has no agsociations to other olasses
self.AssociationgEnd.size (}=0
- There is no more than one class of this type
Context Model
Inv self.classas-»forAll (oclisTypeOf (UserPrafilel)-»sine() <=l
- The name of a class of this sterentype will be “UserProfile”
gelf.className="Ugerbrofile"

None

Nime:

Taaﬁed Values

Base class
Description | Classes of this stereotype have special security constraiats: the information of all ac-
cesses to this class has to be recorded in a log file for future andit
Constraints | None
Tagged Values | - Type
- Type: {all, frustratedAtiempt, successfull Access}
- Muitiplicity: 1
- Description; Jt indicates whether the access has o be recorded: all accesses,
only accesses that have been frustrated, or ooly success [l accesses
- Condition
- Type: OCLExXpression
- Multiplicity: 0..*
iption: It indicates whether the access has ¢o be recorded
Base class
Description | Classce of this stereotype will have a special security constraint. This constraint speci-
fies an exception by whick a uscr or a sex of users {depending on a condition) can {or
cannot) access to the corresponding class, independently of the its security information
Constraints | None
Tagged Values | - Sign
- Type: {+:}

- Multiplicity: 1
- Deseription: It indicates if the exception permit (+) or deny (-) access to in-
stances of this ¢lass to & user or a group of users
- Privilepes
- Type: {read, insert, delete, updare, all}
- Muitiplicity: 1.* i )
- Duseription: [t indicates the privileges the user specified in this constrain can
FECEIVE OT MEIMoYe.
- Cendition
- Type: QCLExpression
- Multiplicity: 0..*
- Description: [t specifies the condition that users have to fulfill to be affecred by
this exception

3.5. Well-Formedness Rules

We can ident

ify and specify with complex OSCL2 constraints many well-formedness

rutes. Thesc rules are grouped as follows:
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+ Correct value of the tagged values:
—  The security levels defined for each class of the model, for euch aribute, and
for each association, have to belong to the sequence of security levels that has

been defined for the model.

context Model

inv self.classes-»> forAllic | seif.securityLevels -» includeshll
(subsequencez {c.securitylLevels. lowerLevel, c¢.securitylevels.upperLevel))
inv melf classes-> forall{c | c.attributes-» forAll(a |
self.gecuritylevels-» includesill (subSequence (a.securitylevels.lowerLevel,
a.secrityLevels.upperlevell))

inv self.classes-> forAll{c | c.agseciationsnd-» forhllia i
seif.securitylevels-» includespll (subSequeneca (a.securitylevels. lowerLevel,
a.secritylLevels.upperlevel}))

—  The set of user roles defined for each class, atiribute, and association of the

model has to be a subtree of the roles trec that has been defined for the model.
context Model
inv self.classes-> forall{c | c.Roles-» forAll{ r | self.Role-
zincludesallir}))
inv self.classes-» forAllic | c.attributes-» forAll{a | a.Reles-» foxAil (r
| self.Role-» inciudesAllir)}il}
inv self.classes-» fordll(c | ¢.associationsBEnd-» forAllla | a.roles-»
formll {r | self.kale-» includeshll(r}]}] .

—  The set of user compartments defined for each class, attribute and association

of the model has to be a subset of the model compartments.

contaxt Model

inv 8elf.classes-» forAll{c | e.Compartments-» EorAll{ comp |

salf . Compartments-a>ineludes {comp}})

inv self.clasges-» forali{c | c.attributes-» forAllfa | a.Compartments-=
forall (comp | self,Compartments-> includes(cemp)}}}

inv self.classes-» forRll{c | c.associationsEnd-» feorallia |
a.Compartments-» forAll {comp | self.Compartments-» includes(comp})}}

s The security information of instances:
—  The security level of the instance of a class has to be included in the interval of’
security levels that has been defined for the class. The same rule is applicable

to the instances of attributes and links.

context Hodal

inv self.claeses-> forAll{c | c.alllnstances -» torAll (i |
self.securitylevels-» subSequence [¢.3ecuritylevels.lowerlevel,
c.securityLevels.upperlLevel) -> includes(i.securityLevel)}}

—  The user roles of an instance of a class have to be subtress of the roles trees
that have been defined for the class. The same rule is upplicable to the instance

of attributes and links.

contaxt Modal

inv self.classes-» forAlllc | ¢.alllnstances -» foxall (i |
c.securityRoles-» includesall {i.securityReles)})

~  The user compartments of an instance of a class have to be a subset of the
compartments that have been defined for the ¢lass. The same rule is applicable

to the instance of atiributes and links.

context Model

inv self.classes-» torAll(c | c.alllnstances -» forAll (i |
i.securityCompartments-> includesall (i.securityCompartments))}

= Relationship between the security information of classes, and its attributes:
—  The security levels defined for an atiribute have to be equal or more restricted
than the security levels defined for its class. The same rule is applicable to the
role hierarchies and user compartments.

2 The type of the arguments of subSeguence collection is integer, but for the sake of readability,
we consider that the arguments can be elements of the subSequence. The comrect expression
should be subSequence(self.securityLevels->indexOf{c.securityLevels.JowerLevel),
self.securityl evels->indexOfc.securityl.evels.upperLevel), We consider this simplification
in all uses of subSequence operation.
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context Maodel
inv self.classes-> forAll(c | c.attributes-» forAll{a |
self,securitylevels-» subSequence(c.securitylevels,lowerLevel
a.securityLevels.upperLevel) -» includesall (self,securitylevels-»
subSequence {a.securityLevals. lowerLevel,a.securitylevels.upperlevel)])
inv zelf.clagses-» foxrAll(c | c.attributes-» forall {(a | ¢.securityRoles-»
ineludesapll (a.securityRoles)})
inv Self.classes-> ForAll {c | c.attributes-> forall la |
c.pecurityCompartments-» includesill(a.gecurityCompartments)))
¢ Relationship between the security information of classes, and ils associations:

~  The sccurity levels defined for an associztion between two classes have to be
equal or more restricted than the security level of these classes. The same rule
is applicable to the role hierarchics and nser compartmenis
contaxt Model
inv self.classes-> foraAll{e | c.associationsFnd-» forall{s | a.participanc-
> forali (ca | self.securitylevels-»
subSequence (c2. securitylevals.lowerbevel, 2,sscuritylevels.upperievell-:»
includesill {self.securitylLevels-> subSeguence
(a.s5ecuritybevels. lowsrLevel,a.securityLevels.upperLevel) ]}
inv self.classes-» forAll(c | c.assoclationsEnd-» forAll (a |
a.parvicipant-» fordll {ca | ca.securityRoles->
includeadll (a.pecurityRolesi})
inv self.classes-» forall (¢ | ¢.associationsZnd-» forAll {a |
a.participant-> forall {ca | ca.securicyCompartments-»
includssall {a.securityCompartments) )}

¢ Generatization hierarchies:
—  The rule we consider for this type of relationships is as follows: The security
level of the subclasses has to be equal or more restrictive than the sccurity

level of the superclass. This rule is applicabte to user roles and compartinents.
context Model

inv self.classes-» forAllle | c.subClasses-> forBllis |
self.securitylevels-» subSequence {G.gecuritylevels. lowerLevel
s.securitylevels,upperLevel) -» includeshll{self.securitylevels-»
subSequence (s.gacurityleveis.lowerLevel,s.securitylevels.upperlevel))

inv 8elf.classes-» forhll{c | c.subClasses-» forall (s | c.securityRoleg-s
includeshll {s.securityRales))

inv self.classes-> forall (¢ | ¢.subClasses-» forhll {s |
c.securityCompartwenta-> includesall(s.securityCompartments))!

3.6. Comments

Many of the previous constraints are very intuitive, hence, we have to ensure their ful-
fillment singe, in other case Lthe system would be inconsistent. Additionally to these
inherent constraints, the designer can specify security constraints with OSCL2, If the
security information of a class or an attribute depends en the value of an attribute of
an instance, it can be expressed as an OSCL2 expression (see Section 4}.

4. Example Where OSCL2 Is Used

In this section, we apply the extension we are dealing with for the conceprual design
of a sccure database in the context of a typical health-carc information system. We
have only selected iwo classes in order to focus the example on the specification of
securily information and constraints. Fig. 6 (2) shows the simplified hierarchy of user
roles of the system, and Fig. 6 (b} shows the security levels that have been defined. In
this example, compartmenis have not been defined.
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Fig. 7. Example of class diagram with sceurity information and constraints?

Fig. 7 shows a class diagram that includes three classes: UserProfile, Patient, and
Admission. UserProfile class contains the information of all users who will have ac-
cess 10 this database. Paticnt ¢lass comains the information of hospital patients, and
can be accessed by all users who have secret or top secret security levels, and play
health ot administrative roles. Addmission class contains the information of all hospital
admissions, and can be accessed by users who play health or administrative 1oles, and
have secret or fop secret seourity levels. We can analyze that diagnosis attribule cat
only be accessed by users who play health tole, and value attribute ¢can only be ac-
cessed by users who play adminisirative role. There is also an association between
Patient and Admission classes. A patient can be related to one or more admissions,

¥ Version 2 of OCL considers a special syntax for enumerations (Enum-
TypeName:TinumLiteralValug), bus in this example, for the sake of readability, we consider
only EnumLiteralValue.
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but an admission will always be related to a patient. Several scourity constraints have

been specified by using the previously defined constraints and stereotypes:

¢ The security level of each instance of Admission is defined by a security consiraint
that is specified in the model, If the value of the attribute diagnosis is “cancer”, the
security level of this admission will be fop secrer, otherwise secrel. The security
level of each instance can also depend on the value of the value attribute, that indi-
cates the price of the admission service.

« The stercotype Log has been defined for the Admission class, specifying the tagged
value rype=frustratedAitempts. This swereotype specifies that the system has to re-
cord, for future audit, the situation in which an user tries 1o access to information
of this class, and the system denies it because of lack of permissions.

« Patients could be special users of the system. In this case, it could be possible that
patients access to their own information as patients (for instance, for querying their
personal data), This constraint is specified by using the Exception stercotype in the
patient ¢lass,

e For confidentiality reasons, we could deny access to admission information to ail
doctors whose date of contract with the hospital is later than the date of admission
of a patient. This is specified by an exception in the Admission class.

s Moreover, we could also deny access to admission information to users whose
working ares is different than the arca of a particuiar admission instance. This is
specified by another exception in Admission class.

We can notice that, using this extension, it is possible to specify a wide range of
confidentiality constraints in the conceptual model of a database. All these security
constraints are transformed along the stages of the methodology we have mentioned
before, and finally they are implemented with OLS.

Additionally, an Add-in of Rational Rose has been developed to support most of
the eletnents we have defined in this paper. This CASE tool can be used in the sccure
database conceptual modeling; with the advantage of the fact that Rational Rose is
one of the most used CASE toois in the software development process with UML.

For space restrictions, we refer readers to [12], to analyze how these constraints are
transformed in the methodology and implemented in OLS, and to see an overview of
the CASE tool.

5. Conclusions and Future Work

In this paper, we have presented an extension of UML and OCL that allows us to rep-
resent sensitivity information and constrainis in the database conceptual model. This
extension contains the necessary slereotypes, tagged values and constraints for inte-
grating sevurity in the first stages of secure database development, and according to
MDA ideas, it makes il casier the task of muintaining the security information and
constraints along all the process, meking it possible to compile constraints and, auto-
matically or semi-automatically generating code that implements security control in a
secure DBMS. Onc of the most important advantages of this approach is that it uses
UML, a widely-accepted object-oriented modeling language, which saves developers
from learning a new madel and its corresponding notations for specific models.
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We are currently working on extending the functionality of the Add-in of Rational
Rose in order to automatically obtain the multilevel relational model, once the secure
conceptual model has been developed, and automatically compile the sccurity con-
straints and obtain code to OLS, Furthermore, in this extension, we arc also consider-
ing new stereotypes and constraints regerding other security problems, such as integ-
rity and availability.
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Abstract. We are developing a methodology for Test-Driven Develop-
ment of Models {TDDM) based on an experimental UMT, 2.0 modeling
tool SMART. Our experience shows that TDDM is quite usefil for agile
model developiments. SMART provides guidance on how Lo build models
based on compiler errors of testeases, sumething similar 10 what Quick
Fix of Eclipse does. Tt also provides such guidance from failures of test-
cuses, which seerns difficult in the case of TDD of programs.

1.  Introduction

The integration of Agile metheds and Modeling is attracting considerabie atten-
tion [1,2,5,6,11]. Tesl-Driven Development (TDD) is one of the central notions
of Agile developments. In this paper, we present a method of TDD of Models
with with an experimental UML 2.0 modeling tool called SMART.

The most important feature that distinguishes our method from other agile
methods is the full scale realization of tool support of test-driven guidance. By
“guidance”, we mean “a suggestion of the next sieps to be achieved and/or an
aid to achieve them.”

[n the original TDD, compiler ertor messages were utilized as suggestions to
inform us which classes and methods should be defined next [3]. Quick Fix of
Eclipse {15,7] and certain other tools aid us in writing them by aulomatically
generating stubs.

Thanks to UML architectures, we were able to take the idea of guidance
torward even more than the original TDI for codes. Quick Fix guides which
and how program elements such as classcs and methods shonld be introduced.
However, Quick Fix guidance is restricted to syntactical aspects, since il s made
based on compiler crrors (see [7,18]). Failures of testeases can provide us with
bshavioral information how to fix codes. SMART system supports even TDD of
behavioral aspects based on failures of testeases and other execution information,
Quick Fix generales stubs but our methad can generate fakes as well. (A stub
does nothing. It exists only for compilation. A take returns » fixed correct value
for a particular testease. See p. 169 of [2].)
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