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Abstract

Web services (WS, hereafier) paradigm has attained
such a relevance in both the academic and the industry
world that the vision of the Internet has evolved from
being considered as a mere repository of data to
become the underlying infrastructure on which
complex business processes and allionces among
organizations are deploved. Security is a key aspect if’
WS are to be generally accepted and adopted. In fact,
over the past years, the most important consortiums of
the Internet, like IETF, W3C or OASIS, have produced
a huge number of WS-based security standards.

Despite this spectacular growth, there does not exist
a development process that facilitates the systematic
integration of securily into all stages of WS-based
software development life-cycle. Eventually, this
process should guide WS-based software developers in
the specification of WS-based securily requirements,
the design of WS-based security architectures, and the
deployment of the most suitable WS security standards.
In this article, we will briefly present a process of this

type, named PWSSec (Process for Web Services -

Security), and the artifacts used during the elicitation
activity, which pertains to the stage WSSecReg devoted
to produce a WS-based security reguirement
specification.

1. Introduction

Security is a main concern when developing systems
whose operational infrastructure is based on a public
network such as the Internet.

WS-based systems are based on Internet protocols
so security shouid be one of the main issues to be
addressed when designing software based on this
paradigm.

A huge number of WS-based security standards have
been devcloped by a numerous set of diverse
consortiums. A great effort and a solid background in
computational security theory are necessary in order to

obtain an in-depth knowledge of all of them. In
addition, knowing what specific set of WS standards
should be used in a certain WS-based system requires a
previous knowledge of the security requirements that
the security mechanisms specified in those standards
will address.

In consequence, one of the major problems that
developers have to deal with is to come up with a
complete specification of the WS-based security
requirements of their WS-based systems.

In order to solve this problem, we bave defined
PWSSec (Process for Web Services Security) process.
This process consists of 3 main stages. The first stage,
named WSSecReq (Web  Services  Security
Requirements) is aimed at producing the above-
mentioned WS-based security requirements
specification. In particular, its first activity, named
elicitation, applies a set of reusable artifacts that guides
developers in the task of identifying security
requirements from the piece of functionality whose
security we want to analyze.

The main purpose of this article is to describe this
set of artifacts showitig"how they can be used in a
coordinated way to specify, in a systematic way, the
security requirements of a certain WS-based system.

The rest of the article is organized as follows: in
section 2, an overview of PWSSec process will be
presented; in section 3, we will offer a complete
description of the mentioned artifacts; and in section 4,
conclusions as well as future research will be
proposed.

2. PWSSec - Process for WS Security

- PWSSec [8] has been created to facilitate and orientate

the development of WS-based security systems so that
a complementary stage comprising security [4] could
be easily integrated into each one. of the traditional
stages for the construction of this kind of systems [3].

Figure 1 illustrates the stages in which PWS§Sec is
structured into.
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Figure 1. Stages and prodlicts in the PWSSec development process.

Each one of the stages defined in PWSSec describes
its inputs, outputs, activities, actors and, in some cases,
there are also guides, tools and techniques which
complement, improve and facilitate the set of activities
developed within these stapes.
The WSSecReq stage’s main purpose is to produce,
by means of a systematic approach, a specification (or
a part of it) of the security requirements of the WS-
based system.
The WS8SecArch stage is aimed at allocating the
security requirements specified in the previous section
to a WS-based security architecture. This security
architecture will be equipped with the necessary
security architectural mechanisms to achieve the
considered security requirements.
The WSSecTech stage’s main objective is to identify
the set of WS-based security standards that will
implement the architectural security mechanisms
identified in the previous stage.
3. Elicitation in WSSecReq
In this section, we will explain all the security artifacts
which the elicitation activity of the WSSecReq stage is
based on.

- Sometimes, we will present concrete examples

where these artifacts are applied in practice. The -

examples of concrete artifacts shown here are based on
the classical use case ‘Place Order’. In this use case, a
WS-based system of a retailer organization (primary
actor) and a WS-based system of its supplier
organization (secondary actor) [3] participate. This use
case consists of one request/reply message interaction
between the WS-based systems of both organizations.
When the WS-based retailer system detects that anty of

its products is out-of-stock, it sends a request (and it
gets blocked until a response is received) of stock
replenishment to the WS-based system of the supplier
organization.

3.1 WSSecReq overview

Two main principles have been considered in the
definition of WSSecReq: reusability and traceability.
Product reusability is achieved by defining two
repositories: iy WS Security E&A Resources, that
contains all the abstract artifacts being used during the
elicitation activity (we will explain these artifacts in the
following section); ii) WS Security Requirements
Record that contains a set of WS-specific security
requirement templates that can be applied to WS-based
systems within diverse domains [14], Both reposnones
are constantly being brought up-to-date, - --

On the other hand, product traceability is addressed
by means of a coordinated and reasoned use of a set of
security artifacts. These artifacts and their application
will be detailed in the following section.

The input of the WSSecReq stage consists of:

1. A specification of the piece of software functionality
whose security will be analyzed. WSSecReq treats
security analysis as a micro-process which is performed
at each level of abstraction and for each increment [1].
As we are dealing with WS-specific security
requirements, the core artifacts will mainly belong to
the system and to the application architecture level of
abstraction, i.e. WS and their interactions. However, as
we will see later on, WSSecReq may also be used to
analyze security at higher levels of abstraction, , for
instance, the business level one. For example,
WSSeqReq stage’s input could be specified at a low
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Figure 2. Coordination of products in the elicitation activity of the WSSecReq stage.

level of abstraction (application architecture) when it is
composed of a (small) set of WS and operations which
are within the scope of the current iteration (in this case
the “security enhanced core artifacts” will be the W$
and their interactions). On the other hand, it could be
specified as a set of high-level functional requirements
that describe how a group of responsibilities should be
addressed by the WS-based system.

2. The business and security goals defined for the
system, as well as the part of the organizational security
policy that, in our opinion, can have an jmpact on the
system design.

This stage defines four activities [8]: elicitation,
analysis, specification, verificafion and validation.

In this article, we will focus on the elicitation
activity and, in particular, on the artifacts involved. The
activity of elicitation will be supported by a detailed
study of the security of each WS identified and
considered in the current iteration.

The activity of elicitation combines concepts
derived from the risk analysis and management
methodologies (in particular the process known as
Operationailg;ACﬁtical Attack, Asset, and Vulnerability
Evaluation {OCTAVE) [6}) with techniques that
enable security requirements reusability [7, 14].

During this activity, several artifacts are considered
and coordinated so that both elicitation and traceability
of the security requirements can be facilitated and
provided.

3.2 Traceability in WSSecReq

Traceability in WSSecReq has to do with the elicitation
activity. This activity specifies a set of tasks that will
produce a set of security requirements to be applied to
the™piece of software functionality under analysis

(Sua)

this section, we will explain the security artifacts
involved in this activity and how they are linked
together to obtain full traceability between the WS,
whose security is under analysis, and the elicited
security requirements. The main artifacts, and the steps
in which they take part, are shown in Figure 2.
3.2.1. WS-based business and application patterns.
In [3], a catalog of WS-based business, integration,
application, composite and runtime patterns are
presented. This catalog of WS-based patterns offers us
a complete pattern-based design solution for WS-based
system design. In our work, we use these patterns as a
reference for identifying the set of potential threats that
should be taken into account during the elicitation
stage. Basically, these patterns define a set of elements,
and their interactions. Thus, threats on these elements
and interactions are studied and considered from the
very beginning. '
First of all, the WS-based business patterns
underlying the design of the functionality whose
security is under analysis are identified and instantiated
for the specific system. Notice that if we have already
made an analysis at the business level, we may not need
to identify and instantiate this type of WS-based
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Figure 5. Abstract TA tree associated with the WS-based application pattern
named Exposed Direct Connection.

pattern. In this section, we will assume that we have
identified a WS-based business pattern.

For every WS-based business pattern, a WS-based
application pattern can be selected. If we have not
specified a WS-based business pattern, we may identify
the WS-based application pattern straight forward from
the functional software architectupg—~Then, the WS-
based application pattern which thé SuA i based on is
selected and put into the context ok_thé/system. The

identification of the WS-based applibation pattern.

assumes that there exists a functional architecture
where, at least, a set of core WS and interactions have
already been defined. For each WS-based business and
WS-based application pattern, we have defined an

Abstract TA Tree related to the WS-based business pattern
Extended Enterprise.
ID: A3Business-EE
Objective:
1. Cause hamm in the execution of service x
OR/AND 1. Attack Business Entities
2. Attack Network
3. Attack Business Rules
4. Attack Business Process Interactions

Abstract Threat/Attack (TA) tree that shows how the
elements and their interactions - as defined by the W§-
based patterns - are threatened.

Cur concept of threat and aitack is based on the
Internet Glossary (RFC 2828) [11].
3.2.2 Abstract and concrete TA trees. We have
adapted the security attack trees, as defined in [9, 10],
to the context of security WS-based systems. For every
WS-based business and application pattern, we have
established a relationship with an Abstract TA tree.
Thus, once both WS-based patterns have been
identified and instantiated for the part of the SuA of the

ID: A3Business-EF-1
‘Objective 3. Canse Hum im UC Plaoe Otder

Organization Netwoek Infrastroctare
1 AM&wln'OrumﬂaﬂnNﬁwnt[nﬁm:
3. Attack Imternet

3. Altadk Buxinens Ruies
OR FAND 1. Altack Buriness Riiles R1

OR /AND H. Attock Busiocs Rules Ra

4. Attack Business [nteractions
OR/AND §. Attack Replenishment workfiow

Figure 3. Abstract TA tree associated with the
WS-based husiness pattern named Extended
Enterprise.

Figure 4. Concrete TA tree associated with the

WS-hased business pattern named Extended
Enterprise.
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Figure 6. Concrete TA tree resulted after combining the business-level TA tree and the
application-level TA tree,

current iteration, a tree-like structured set of threats at

_both, the business and the application level, is

systematically obtained. Firstly, the abstract TA tree
associated with the WS-based business pattern will be
instantiated. )

In consequence, a concrete business-level TA that is
specific for the current iteration’s SuA is defined. In
Figure 3, an example of the abstract TA tree associated
with the WS-based business pattern named Extended
Enterprise is shown. In Figure 4, an example of
instantiation of the mentioned abstract TA is depicted.
The same process will be performed for the WS-based
application pattern so that a concrete application-level
TA tree can be produced. In Figure 5, the abstract TA
tree associated with the WS-based application pattern
named  Extended  Enterprise::Exposed — Direct
Connection is shown,

Branch 14, known as Attack System, will refine
branch 1.1 Attack Business Entities of the A3Business-

EE, 1.2 will refine branch 1.2 of the A3Business-EE,
and so forth. Likewise, branch 1.4 Atfack Business
Process Interactions of the A3Business-EE will refine -
branch 1.4 Attack System Interactions The set of
threats which appear under branches 1.4.x.1 have been
taken- from [15]. Once both concrete TA trees have

~ been developed, they will be combined to obtain a

single TA tree that groups the set of threats to be
considered  within the selected fragment of
functionality. ’

Figure 6 shows us an example of the resulting TA
tree once both TA trees, business and application level
trees have been combined. Combining both trees is
optional, being possible lo maintain and refine both
trees in a separate way {e.g. when the combined TA tree
is too big to be handled).

We should highlight the fact that, thanks to this
adaptation of the attack trees from {9, 10] and the
relationship established with the WS-based business



Table 1. Aftack profiles associated with the WS-based application pattern Exposed Direct
Connection.

Extended Enterprise Exposed Interaction Message-based WS Message-based AAP-1-1
Direct Variation Interaction with no
Connection Acknowledgement
Invocation-based W3 Message-based AAP-1-2
Variation Interaction with
Acknowledgement

and application patterns, we are making it possible not
only to consider the aspects of security of the
interactions of the WS sccourity agents themselves but
also to take into account, although without this being

the main objective of this specific work, possible

attacks on the provider and consumer organizations,
on the network services (e.g.: attacks on the Internet
Service Providers of any of the participating business
entities) or the infrastructure in use, along with other
elements at the organizational level.

3.2.3 Attack Identification. The next step will consist
of refining the Ieaf-nodes of the TA tree, i.e. further
specification of the threats by means of concrete

attacks. The threats themselves are of no significance if
there are not attacks which may bring them to fruition.
It is the right time, then, to identify the set of possible
attacks which could occur, for each of the threats
identified. To do this, use will be made of the concept
of Attack Profile described in [9]. The attack patterns
set out in this work seem not particularly formal, as
compared to the misuse cases in [13]. As both artifacts
have the same aim, i.e. to define the sequences of steps

- which state the achievement of successful attacks on

the system, we have opted to employ the second type
when defining the aftack profiles. Basically, an attack
profile contains a set of abstract misuse cases that

Table 2. Abstract misuse case ‘Attack on the Semantic Content of the SOAP'.

ID: AMUC-1-1-1

s Comient ot the SEAF Py

2 tiereet on ] e S TR I

PROBABILITY
[HIGH[fMEDIUMI[LOW]

[objective].

Summary: the attacker type [atfacker type] gains access to the fmessage | interaction] fname] exchanged by the / |
provider | discavery] agent fagent name] and the fconsumer | pravider | discovery] agent fagent name] and [modifies | deleies |
inserts [part]*] of the message at the [ronsport | SOAP]-level situated in the fheader | dody | attackmerm] with the object of

Preconditions:
1) The attacker has physical access to the message.

Comsumer Agent

2) The antacker has clear knowledge of the structure and meanigg of the message.

Interactions of the | Interactiona of the Misuser | Interactions of the Provider Agent

The Consumer Agent
fagent name] sends
the message frame of

message]
The attacker fhype of
aftacker] fname of attacker]
intercepts it
The attacker ftype of

attacker] [mame of artacker]
identifies the part to modify
and fdeletes | replaces |
adds}] information

The attacker fowe of
atiacker] frame of antacker]
forwards the message io the
Provider Agent fagent name/

The Pravider Agent fagen! name] receives the message/mame of message]
and processes it erroneously due to the altered semantic content.

Postconditions

altered semantic content will be reflected.

) The system will remain in a state of error with respect to the original intenticns of the Consumer Agent fnanre af consumer agent],
2) In the register of the system in which the Provider Agent frame af provider agenr} was executed the request received with an
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apply to a reference model defined within the profile.
Therefore, interactions in every WS-based application
pattern have one attack profile related. Every WS-
based application pattern has one or more attack
profiles related to it which state the potential attacks
that could be targeted at them. For instance, for the
WS-based application pattern Exposed Direct
Connection, the set of attack profiles exposed in Table
2 has been defined. Every attack profile gathers a set of
abstract misuse cases that focuses on a particular
element defined within the reference model specified
for the questioned profile. In Table I, both attack
profiles are interaction-centered, ie. the attacks they
contain are focused on exploiting any vulnerability that
may be deduced from the analysis of the messages
exchanged within the interaction and from the nature of
the interaction itself (eg: synchronmous wvs.
asynchronous, message exchange pattern in use, etc.).
Other attack profiles, which are connection rules-
centered or zone-centered, have been specified.

In our example, the PlaceOrder interaction follows a
request-reply  message exchange pattern. An
uncontrolled network, i.e. the Intemet, is the context
that should be assumed for it. These are the variants
specified for this profile:

. WS Provider and WS Consumer Organizations. In
this study, these are the Supplier and the Retailer
Organization, respectively.

- WS Provider Agent and WS Consumer Agent. In
our case, these are the WS-Supplier and WS-
Retailer agents, respectively.

- The name of the operation to be performed, here
known as PlaceOrder operation, which is in line
with the message exchange patterns defined in
WSDL (Web Services Description Language) [2]
classified as a request/reply operation.

- A set of misiuse cases has been définéd asa result
of analyzing the threats enumerated in branch
l4x.ly (interaction  attacks) of  the
A3Application-EDC.

Misuse cases specify the possible attack scenarios
that materialize the threats which they are associated
with. We have abstract misuse cases and concrete
misuse cases. As mentioned above, the former are
grouped into attack profiles, while the latter are
instances of the former and set out the sequence of
steps for a given attack. Two abstract misuse cases
described in this profile are listed below: i) Misuse
Case of Attack on Semantic content SOAP (AMUC-
1-1-1), which refines the threat represented by branch
14.x1.1 ({(Alteration of the Message) of the
A3Application-EDC in the WS-based application
pattern Exposed Direcr Connection (see Figure 5); ii)
misuse Case of Attack on the Authenticity of the

SOAP Message (AMUC-1-1-2), which refines
branches 1.4x.1.3, 1.4x1.4 and 1.4x15 of the
A3Application-EDC (see Figure 5).

Finally, the possible attackers, primary actors in the
stated abstract misuse cases, are (extracted from the
attack profile): iy Malicious WS-Provider Agent: the
WS-Provider agent may not behave as expected and
perform illicit activities such as revealing the identity
of buyers for its own benefit {selling this information,
creating buyer profiles to personalize offers, etc.); ii)
intermediary WS Agent: in the SOAP architecture,
which Web-based services systems are founded on, the
figure of the intermediary SOAP nodes appears. These
nodes can process messages while traveling along their
path; iii} External Attacker: this is an attacker who has
the ability to perpetrate all the attacks we have pointed
out from the Internet. The risk from this type of
attacker is extremely high, due to how unpredictable
and uncontrollable the Internet is.

In Table 2, an example of an abstract misuse case is
presented. As it can be seen, it is highly parameterized;
therefore it is not application-specific and can be
reused in different systems.

3.2.4 Specification of System Security Behaviour.

Every abstract misuse case holds a relationship with

one or more security use cases [5, 12]. Security use
cases define a sequence of steps which allow the
system to prevent, detect or react ta each of the attacks
which take place in the form of an instance of the
misuse cases they are associated with.
3.2.5 Specification of Security Requirements. Each
abstract security use case will have associated with it
one or more templates of WS-based security
requirements, which should be instantiated in order to
obtain the final security requirements. In Figure 7, an
example of a WS-based security requirement template
is shown. This template is associated with the abstract
security use case presented in Table 2.

The steps that should be followed when instantiating
the WS-specific security template are explained in
detail in [8].

“The fconsumer agent | provider agent { discovery agem] [name
aof ageni] must protect the message {name of message] af the
Ievel of [transpart <protocol™| SOAP message | both] whick is
sransmining possible [modifications | deletions | insertions] in
[parts of the message] which alter its semantic conient due o
attacks which are [ron-sopkisticated | semi-sophisticared |
sophisticated] durirg the execution of finteraction | use case]
with fhis given fmerric]”.

Figure 7. WS-specific security
reguirement template.




4. Conclusions and future research

Security is a crucial aspect if WS-based systems are to
be the ‘de facto’ solution for inter- and intra-
integrating heterogeneous systems [16].

In this article, we have presented an overview of the
PWSSec process. Then, we have focused our
discussion on the reusable artifacts used during the
clicitation activity of the WSSecReq. The stated
application of these artifacts enables developers to
perform a systematic approach that will produce a
complete WS-based security requirement specification.
In addition, all these artifacts used during elicitation
€xpose associations among them that provide full
traceability. This traceability lets us know what security
requirements have been derived from which fragment
of functionality and vice-versa. This traceability
connects the fragment of software functionality whose
security is under analysis with the set of security
requirements elicited through a set of security artifacts
{e.g. threat attack trees, misuse cases, security use
cases, stc.).

Some of the research lines we are currently working
on are listed below:
= To define and refine TA trees at the business leve] in

order to obiain a complete security vision of the
problem. This analysis is producing new business-
level TA trees, attack profiles, misuse business cases,
security business cases and business security
requirements templates.
= To analyze the potential relationships that may exist
between branches defined within and between TA
trees defined at different abstraction levels (e.g.
business, application, etc.).
To define a formal meta-model for the artifacts in

-order to make it possible not only to create -a .. ..

repository of reusable artifacts but also to provide
tool-based support to developers during the activity
of elicitation.

To incorparate threat and attack trees as a result of
taking into account the WS-based Runtime patterns.
From the abstraction point of view, WS-based
runtime patterns refine WS-based application
patterns,
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