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Ith
Foreword

Obtaining a good degree of security in their Information Systems 1s onc
of the most pressing challenges facing all kind of organisations today.
Although many companies have already discovered how  critical
information is to the success of their business operadons, very few have
managed to be effective in keeping their information safe, in avoiding
unavthorised access, preventing inirusions, stopping sceret information
disclosure, ctc.

Nowadays, rapid technological advances are stimulating a greater use of
information systems in organisations world-wide, which handle large
quantitics of data, managed by huge databases and datawarchouses. In
addition, information systems quite frequently manage information that
can be considered sensitive, since it is related to certain intimate or
petsonal aspects of persons (beliefs, medical data, sexual tendencies, etc.)
and which must be specially protected.

Many orsagisations, including not only companics bur also governments
of several countries, are now realising how sceurity problems can affect
both busincss success and citizen rights, and they arc proposing sccurity
policies, security planning, personal dac protection laws, cte.

All of these, including technalogical, legislative, cthical and political
factors, justifics the importance of secure information systems, and
encourage us o rescarch in new techniques, models and methodologics,
which could aid designers developing and implanting safe information
systems which both protect information and keep within the law. These
facts, also, justifics the organization of WOSIS 2005.

The aim of this workshop is to scrve as a forum to gather academics,
rescarchers, practitioners and students in the field of Scecurity mn
Information Systems by presenting new developments, lessons learned
from real world cases, and providing the exchange of ideas and discussion
on specific arcas. From this point of view, the WOSIS 2005 workshop has
been a preat success, but it would be naive and pretentious to consider
that this success has only been duc to their organizers. This is not the
case. The organizers of the ICEIS 2005, specially Vitor Pedrosa, Slimane
Hammoudi and Olivier Camp have been very helpful and proactive, The
invited speaker, Professor Ernesto Damiani, has contributed 2 lot to
increment the attractiveness and prestige of the WOSIS, helping just by
joining us to bring the number of received papers to an overall maximun.
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lIn these conditions, the review process Iy
ong, (we have received 59 submissions, of which only 32

been acce pted) and | nell if o th e ave
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Abstract: Business Processes are considered as an essential resource for
companies to optimize and assure their quality by obtaining advantages with
respect te their competitors. Consequently, Business Process Modeling
becomes relevant since it allows us to represent the essence of the business.
A notation to model businesses must be able to capture the majority of the
requirements of the business. We have had the opportunity to check that
security requirements have been scarcely considered in nowadays’ most used
notations to model business processes. In this work, we will present the
security aspects that can be modelled from the business experts’ dominion
and that have been scarcely studied in the business process modeling, a
review of the main notations used for modeling and a proposal to represent

security requirements comsidering the knowledge of the experts in the
business.

1 Introduction

Business Processes, considered as a set of procedures or activities which collectively
realise a business objective or policy goal [30], form the essence of contemporary
organizations’ competitiveness. Each phase of the construction of business processes
becomes, therefore, especially relevant. Among these phases, the requirements
specification, considered as a process that effectively facilitates the necessary
communication between the different parts involved in the process [20], allows us to
rather ensure that the business process will be useful and functional for the objectives
of the organizations.

However, the notion of security is often neglected in business process models,
witch usually concentrate on modeling the process in a way that functional
correctness can be show [3]. This is due to the fact that the expert in the business
process dominion is not a specialist in security {14]. Furthermore, the requirements
engineers are not trained at all in security and the that have been trained have only
been given an overview of security architectural mechanisms such as password and
encryption instead of the actual security requirements [10]. Nevertheless, many
security aspects can be modelled from the user or the business analyst view since
studies show that it is common that end users are able to express their security needs
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at this level [18]. Consequently, during til;?Z;riodeling phase, the process owners
urity requirements as we . ) ) .
sho‘gﬁ,ff,f,xffﬁvﬂlt};noi business analys_ts to early speglfy security rthmwr:nt];m
without having to deeply study ilr:'l;;lex‘r;_etniaug:}sax:adsl‘?r ;rec;?é;ecsl;eha;svp:c; i'tended ltxklll;
opriate notation will facilitate thi ; , we ha

:?&tat?:nal;l;;pzsed by the Business Process Management .hlntlat:iv:d (B‘};It\:l) by
incorporating into it some security aspects that are comprehengb € an i glqe buéin

The paper is organized as follows: in section 2, we \.mll pr_esgn - Sec:ss
process security model considering the main notations _used in the industry. In s ion
3. we will show the extension we propose fqr being able to repre_sen4 wzml‘tﬂ
réquiremems from the business analyst Qerspectlve and finally, in section wi
present an example 10 appreciate the application of our proposal.

2 Business Process Security Model

In spite of the importance of security within business processes;hbusm;s; I{m;feslsf
security modeling presents two main problems. On the one hand., e mode! eﬁts s:; f
has been considered inadequate since those who specify security r;qulrte)m nls are
requirements engineers that, accidentally, have tended to repla;e t en: yate%eve
restrictions of architecture [10]. On the f)ther hand, security has been 111: eg)"i ied t}rl)e,
late, often during the actual implementation of the process [3]or ;:lvetr_) etx ?}:’1 auh(g)u :
system administration phase. This can be partly explained by ;: ac l? o itgis
security is a transversal aspect that early affec};s the components oh an app :;;n Sec’u, .
not properly understood and besides there 15 2 lack of tools that supp
ineering [17]. »
eng;?z:;:llir[, it] is more or less obvious that an apprqach.on:ilmeg to th: p:gz:z
should also take into consideration security 1nfqrmatxon in the usm:sw il;l) oces
management {1]. In this sense, to model security within a busme_s; p'roce:h fouowri’n !
1o capture security requirements. This shogld be pe‘rfonned (':OBS;: eru:g 3 ollowits
perspectives: Static, about the processed {nfonnatlon security, Func mna€s fom [
viewpoint of the system processes, Dynamic, apout the security requ}re?jnen s from £
life cycle of the objects involved in the_ business process, Organiza éo::ha ’Busmess
relate responsibilities to acting parties wuh_m the busngess procltless an cfi Busines
Processes perspective, that provides us an integrated view of all perspecti
i straction [14]. .
hlgho?i:eo(:lﬁib hand, altl[lou]gh the functional requirc_:ments of secpnty temtl to :rall;yy
between applications of different types, it gannot be said the same lh!'llllg I?bo: Lk?:csame
requirements since any application at a high level oj‘l absﬁgctxon wi 11av C e e
class of valuation and potentially the same vulm_arabﬂlty of its assets [ t].d Bt
reason why the most appropriate security requx_remems to be represente g
that are of the same type for all orga.nizanonslsmce ﬂ:xttthlﬂsl:e\;:il\;'eigz tri)gcaﬁon %
implementation. In addition, it is clear tha
::;L‘:itre:xrlr:ts, in this case, security requirements will allow us to save devei:gg:lelil;
and maintenance costs, So, it is obvious that it will be very useful to have a no

which it is possible to specify security requirernents.
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Qur proposal is based on two fundamental points. On the one hand, it is necessary
to establish what notation will be used and on the other hand, it will be necessary to
decide about the security requirements that will be considered.

2.1 Notations for Business Process Modeling

In business process modeling, the main objective is to produce a description of reality,
for example, the way in which a commercial transaction is carried out to understand
and eventually modify it with the aim of incorporating improvements into it. As a
consequence, it is important to have a notation that allows us to model the essence of
the business as clearly as possible. This notation must allow us to incorporate
different perspectives giving place to different diagrams in which tules, goals,
objectives of the business and not only relationships but also interactions are shown
[8]. A great part of the success of the modeling has to do with the ability to express
the different needs of the business as well as to have a notation in which these needs
can be described. This is why when choosing an approach and/or notation, the
properties of the object to be modelled must be taken into account, in other words, the
business process, the environment features and the underlying reasons for the use [5].

Among the techniques that have been used for business process modeling are the
following ones: flow diagrams, the family of techniques known as IDEF (Integration
Definition for Function Modeling), Petri Nets, simulation, techniques based on
knowledge (artificial intelligence) and Role Activity Diagrams [13].

At present, and according to the state of the business process modeling industry
[19], it is possible to identify the Unified Modeling Language (UML) [21] and the
Business Process Modeling Notation (BPMN) [7], among the main standards, thus,
we will focus our analysis on both of them.

The use of UML is very spread in relation to business process modeling(8, 16-18,
27], since it is a consolidated language, easy to leam and it allows a fluent
communication between the different actors about the model. However, UML has
three problems that can undermine the business process modeling [12]; since (i) as
UML has not been designed to model business processes, it may occur that some
modeling aspects are not appropriately dealt with or are studied with a different
orientation from the one needed by an expert in the business domain. On the other
hand, (ii) UML takes it for granted an approach oriented to objects in the business
process conception in which business objects should have been defined earlier, thus
limiting the view of the process oriented to the business in which first of all, control
and message flows are identified and then business modeling objects are implicitly
defined. Finally, (iii) UML is usually more oriented to system architects and software
designers due to the fact that it has been developed to facilitate the creation of
softiware thinking of a mainly technigue audience.

Regarding BPMN, it is a new proposal whose notation considers a unique diagram
for the representation of processes, Business Process Diagram (BPD). This diagram
was designed to facilitate its use and understanding and to offer an expressive force
that allows us to model complex businesses by assigning them in a natural way to
execution languages such as BPEL4WS (Business Process Execution Language For
Web Services). To do so, the notation is supported by a modeling language, Business
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Process Modeling Language (BPML) and a query language, Business Process Query
Lanlgwtlﬁfe (B: ?:IL )»5221\.&11 use BPMN because we consider '.hat,_ allhough ;fhere are
seve:al rlesasl:)x?s t:) use this notation [22], the most important cmef lfh thzgulsti::eszrsfl:s ;
i hnique that is quickly understood by all users of the ,
moqellng tml tg that make drafis of the processes to technical developers that are
o l;i‘mfyi the technological implementation of those processes a_nd finally
responsm . (ie that will manage and control those processes. Mqreover, it creates a
b;l;:g::;g:ﬁgn that connects design with implementation of business processes [7,
S

31].

2.2 Security requirements in the business process modeling

i i ithi iness processes, we have to pay attention to
s ;C:?;:’:t‘))/vge‘(}lﬁlﬁ r:;nzrtu:r‘:litr}rln;no?i‘;:: eFirEt of all, we do not have to f:orlget that
X: i?(xl)ii(;dual who models the process is an expert in th; bu;;ge:i eior:el?sl;r; :ﬁg
therefore, he/she has an ideadof secl:lrit){ wntt;lionli(ti zgy :(I:nd ﬂ:)e t<ie‘cn plfmentiion n and
i that somebody who 1s
ii:rthl:lxr(:)l?)t;i)é: solutions will have. Secondly, and for the samle].reta‘slzz;s\:;dh::’/ﬁo;oe
consider the part of security that is mlost atgrgggr (l])y non specialis
i ion i e or less sta . ) .
me?;ggwazg(:e:%?tzgt?:(;zézglt;rspeciﬁcations developefi by experts in t?e b\f;lsriezi
dominion are; (i) scarce [3, 14, 18],‘(ii) oriented. to securlityzxéx] tl'}eh;rrz::rtl‘zz:: 1;):]1(1 —
G e e e e have a sons eatonsip with worlo
> . . o
6, g?ﬁ:ﬁ:ﬁ? :thl :;:::?:issat[t’ention to security and workflow works, [2, 6] :m(}
Egg;kﬂo:;v management Systems works (WfMS) [15]4. We_ havc? reahztt;d tﬁz‘; trir:)(:]s a::d
ks emphasize access control, defining it as 1'dent1ﬁcatlon, aul enf tion and
oty according to the conditions specified in the taxonomy of fac o;;sC b
:Lllt)};':;iilzlfl' security quality [11] through the use of access based on roles, RBAC [4,
6, 9éifl]s.equently, and taking into account the fact that security requ;:::ex?lt:a?il:gt E;
to assimilate by business analysts and have, at the san'.le Elme, a e
oo xperts, we have considered the following ones: .(l) access coptro N <
::l‘;‘sltnlt)}; zol;:idéred as the degree to which the system lm'.}ll]i ?cctzﬁss dt: 1':6 rtzscivu}rliCh
only to its authorized externals’, (ii) security au.dmng, wl;hw‘ t;\se ) ; by frll'd o
the security personnel will collect, ana]y?e a'nd inform al ;)uWhiCh oo pars
security mechanisms and (ii) privacy which is thze degliele 0
are avoided from obtaining sensitive information? [10, 11].

i S
! For example; human users, programs, processes, devices or other system
’ i .
2 For example; identity of users, data or private communicatlons

~ 3 BPMN Extension for security modeling

To capture security requirements within the business

have a notation that must be supported by a set of graphical concepts that allows us to
represent the security semantics [14],

As we have previously indicated, BPMN offers
us an orientation to the business analyst domain since it represents an opportunity to
capture security requirements at a level of abstraction that, in our opinion has not been

considered enough. BPMN does not explicitly consider mechanisms to represent these
requirements. However, among the set of symbols used for the construction of the
BPD (7], Artifacts can be used 1o express such requirements. Artifacts were designed
to extend the modeling basic notation by adding them the possibility of representing
specific situations [31]. They are composed of Data Objects that allow us to show the
data required or produced by the activities, Groups that allow us to put together
several activities in order to make analysis easier or improve documentation and Texs
Annotations that allow us to provide additional information for BPD reading. In spite
of the fact that artifacts can be used to express security requirements, we consider that
an explicit identification of them will facilitate modeling and will help us to obtain a
better interpretation by security specialists.
The mechanism of extension stated by BPMN lets us add marks or indications to the
already defined graphical elements [7]. In our proposal (see Figure 1), we have
associated a symbol to represent each security requirement in a relatively standard
way.
The representation of these security requirements within a business process performed
by business experts will be understood as the need to incorporate (through the systems
development process) the mechanisms and the technology that allow us to satisfy the
intention of access control, security audit and privacy that has been specified.

=)= -

Fig. 1: Notation associated with security requirements
The BPD elements about which we propose to consider
representation are shown in Table 1. The highlighted

incorporated into the BPD notation indicates the place
requirement must be specified.

process modeling, it is useful to

Security
Auditing

the security requirements
rectangle that we have
in which the security
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complemented with Text Annotation to indicate the required security degree
(high, medium, low)3.

Security Auditing: It indicates that all events related to Pool or Lane will be
registered for a further analysis in relation to security auditing, If Text
Annotation is used, the security auditing will be limited only to the events
there indicated.

Privacy: This security requirement indicates the need to avoid that
unauthorized parts obtain sensitive information (for example the identity of
Pool or Lane). It is necessary to add information through the Text Annotation
in which the desired degree of protection of privacy will be specified (high,
medium, low).

- Activity: When any security requirement is specified for this BPD element, we
have to pay attention to the secutity specifications of the elements that contain this
Activity. (Pools, Lanes, Groups or other Activities). At the same time, we have to
pay special attention to the specifications existing between the elements that an

; ic tetm used to identify the work Activity contains (other Activities or Data Objects). Our purpose here is to

Activity: IL ; L:;,:e::yn C'I':is category includes processcs, maintain coherence within the security requirements specifications.

53@2:::%3 a?ld taslr:s. ' P — Access Control: 1t indicates that access to the execution of the activity must be

limited. This security requirement is valid only if the Pool or the Lane that

contain the Activity have not access control specification. The access control
specification must be complemented with Text Annotations in which the
required security level is specified (high, medium, low).

Table 1. BPD clements incorporating security requirements.

Notation

Element

Pool: It represents an actor or 2 role within a business p{oczscsh
Grap.hically, it is an interval containing other BPD clements st

as an Activity

Lane: It cotresponds to subdivisiens of a Pool .lhTt are
exten;icd throughout this Pool in a h_onmnl_alAqr vertical way.
Lane is used to organize and categorize Activities.

Message Flow: It corresponds to the infonmtil?n nans(‘;elrreti
i i tween two Pools that are able
during a business process be ble to

i A Message Flow ca
nd or receive mMessages.
::prcsented between two activities as feng as they are located

e alidd

in two different Participants.

Data Object: It provides information
about what the process performs. Data
objects can  be represeqtcd as
documents, data and other objects that
are used and updated by the process.
Generally, they are shown associated to
Activities or Sequence Flows.

Artifact: It is used
to provide additional
information about 2
business process and
it has not influence

Security Auditing: 1t indicates that it is requited to register the events taking
place in the Activity. If Text Annotation artifact is used to indicate the events
about which the security auditing will be performed, we will understand that
the security auditing is limited only to those events that have been indicated
Privacy: This security requirement will not be represented in an Activity since
we do not think it is very concrete in relation to the abstraction level in which
these specifications are being carried out.

= Message Flow: The security requirements that are specified for this element are
o b related to the content, origin, and destination of the Message Flow,

Group: It is a visual mechamism et — Access Control: The indication of this security requirement must be interpreted
joins elements of a business process. Its ) 9 N P

in the sequence or
flow of this business

prosess main purpose is to highlight certain

sections of the diagram with. the aim of
documentation and/or analysis.

as the need to protect the Message Flow. This implies that Pools must be
validated when the message flow is sent and received. It must be

complemented with Text Annotation to indicate the required security degree
(high, medium, low).

Security Auditing: The indication of this security requirement implies that we
are aimed at registering all events related to Message Flow sending and
Teception.

Privacy: Tt establishes the need to protect the identity of participants and the
confidentiality of the Message Flow content. It must be complemented with

Text Annotation to specify the required degree of protection (high, medium
Jow)

ionshi clements
Now, we are going to describe the relationship between ea‘_:h oni1 .of th; Ei]i’\gcy
(s:e :[able 1) and the requirements of access control, secunt}{ audit a;l1 ﬁ-them s iy
Pool/ Lane: These elements will be described together since b(? [§} e
B les. As 'Pool and Lane include other BPD elements in whi S
:2 isi.rements can be also indicated, it is necessary to verify thde f]?he:;:,:ms o
be(:ween the specifications performed in Pool or Lane and the
contain . . .
Access Control: It indicates that, for this paruc_li‘lar l;\{l:rxlr:: o sy
i i more sensitive. A
ivities associated to Pool or Lanc are _ ‘ s
?c‘;m;mensify access control mechanisms. Such specification mu

ess process, the

Required security abstract levels that tepresent the higher or lower criticality noticed by the
business analyst regarding access control or privacy depending on each particular case.




Data Object: The security requirements for this element are related to the content

of the Data Object.

—  Access Control: This security requirement is not directly specified on Data
Object. Access Control can be extended from the specification performed in
the Pool or Lane containing it through the activities that send or receive it.
Security Auditing: The indication of this security requirement implies that all
events related to the sending or reception of the Data Object must be
registered.

Privacy: 1t establishes the need to maintain the confidentiality of the Message
Flow content. It must be complemented with Text Annotation to specify the
required degree of protection (high, medium, low).
Group: According to its definition, a Group can include any of the BPD elements
described in Table 1. For this reason, the indication of security requirements
performed on Group will spread to all elements involved by it. In such a case, we
must consider the particular specifications of each element that it groups in order
not to produce either inconsistencies or contradictions.

4 Case study using the proposal of extended BPMN

In Figure 2, it is shown an example of a BPD that has been specified using BEMN.
This example describes a process of acceptance, review and preparation for the

publication of papers prepared by the students of the Audit and Computer Science
Department, of the Faculty of Business Science at the Bio Bio University. With these

papets, every year it is odited a journal containing the best papers that have been
prepared in that year. In this business process, it is described the way to carry out the
process in an electronic way incorporating the security requirements into it by using
the proposed extension.

The business analyst describes a process that is basically camied out by three
Pools: The first one is Studert, who prepares papers t0 be sent to the journal and
eventually corrects the papers if it has been accepted. The second one is Editor who
prepares the papers that will be sent to be reviewed, removes authors’ information and
add a guide line for evaluation, orders papers according to the obtained qualification,
eventually sends papers that have been accepted to be corrected and prepares a draft
with the papers that will be published. The last one is Reviewer who, in seven days
time, will have to review the papers to complete an evaluation guide line and send
them back to Editor together with the completed evaluation guide line.

The business analyst has considered it appropriate to include aspects related to
security into the business process modeling. To do so, he/she uses the proposed
extension, incorporating access control security requirements into the message flow
generated between Student/Editor and Editor/Reviewer. This means that Pools must
be validated for message flow to be sent and received. Furthermore, access control

has been specified on the Activity “Review of corrections” performed by the Student.
thus limiting the execution of this activity only to Student Pool. It has been specified
security auditing on Editor Pool, thus indicating that we want 10 emphasize the

sending/reception of message flow, the activity that this Pool has and the execution of

processes “to prepare papers for review”. At last, privacy has been specified on
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Reviewer Pool, indicatin
. ool, g that the degree of protecti i i
that his/her identity must be protected.g protection must be high, which means
In spit 1 i
e busi[:; ezsofrt:e fac‘t that security requirernents must have a concrete expression in
the business [g tl::_ess:1 lfr?glfmentauon, we think that this is a first stage that should be
. is definition, it will be possible to establi
. . . ’ a i
specification and implementation at this level. blish the correlation becween

To prepare
publishng

Pager lor ccrrection
Reviswad paper and

Order the papers

H_»HTQF degree of poleston

-0

review

Papers tor

Review and evakation
¢l paper

To Prepare
To prepare fiapers

+ Process excouton grepere pagers

« Sendngireception oimessage flow
+ Pogl actily

_forrevizwr
®7 days

cm—rou e

— R - [SYPPR e

i

2. 2 Business Process fi e
. () P (+)
Fi P € r the electronic preparation f journal of the Audit and Computel

5 Conclusions

S
process m g & ing um; ortance due to the
P
BuSll)eS odeling is gain lmpaCt it can have on
COInpames COIDPCUUVCHCSS. Our work considers that we should pay more attention to
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the business requirements specification at the high levels ofdalgitlrjtci::gnb:::;ugs \;',re
think that the problem must not be only focu§ed on :; goot e monation o‘f
Security is one of the aspects that has been cons.ldered closer to PR
the business itself. We believe that the business process per ormansed coud X Ne
improved if security requir_emenls m:t e::;li)[;hc:r;l)t:;ggi.e;)\t/i :}:\;:c;::)ogzpress ot
31 ides business experts :
i:;ilil:;l:e;l:: F;'\?t‘:llli work should deeply study aspects related to use another

notations (e.g. UML 2.0}, and to the interpretation and implementation of security

requirements by experts.
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