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prrrro—

Message from the Organizing Committee

The idea for this conference came from ths.{:olleagues of the various ARES 2006 committees; our goal being to
build a bridge amongst the various aspects of system dependability as an integrated concept.

The idea to launch the conference in Austria in the first half of the year 2006 has also to do with Austria’s
Presidency of the European Union from January to June 2006,

The European Union and the Austrian Governmental Bodies are very keen to bridge the gap between the
scientific work and applications in this area — especially in the areas of e-Government.

We are very pleased therefore to have this conference organised in cooperation with ENISA (The European
Network and Information Security Agency). ENISA supports the idea of this conference due to the urgent need of
research and dissemination of new techniques in this key area.

We hope that the conference will have a real benefit for innovative applications which have to consider the
various dependability issues, and furthermore will build a platform for in-depth discussions between researchers in
the different areas of Dependability such as Availability, Reliability, and Security.

We received 159 papers from 35 countries for ARES and the Program Commiitee eventually sclected 58 papers,
making an.acceptance rate of 36.47 percent of submitted papers.

Eight workshops are organised on special topics of ARES, i.e.:

Workshop on Dependable and Sustainable Peer-to-Peer Systems (DAS-P2P 2006)

Workshop on Bayesian Networks in Dependability (BND2006)

Workshop on Dependability in Large-scale Service-oriented Systems (DILSOS)

Workshop: Security in E-Learning (SEL)

Workshop “Dependability Aspects on Data WArehousing and Mining Applications” (DAWAM 2006)
Workshop on Bioinformatics and Security (BIOS 06)

Workshop: Information Security Risk Management (ISRM)

Workshop “Dependability and Security in e-Government” (DeSeGov 2006)

As an additional feature of ARES we have invited distinguished scientists for the International Symposium on
Frontiers in Availability, Reliability and Security (FARES) to present and discuss special aspects relevant for future
applications and research. ‘

We would like to express our gratitude to all program committee members, workshop organisers and committee
members and all the external referees who reviewed the papers very thoroughly and in a timely manner.

Due to the high number of submissions and the quality of the submitted papers, the reviewing, and discussion
process was-an extraordinarily challenging task. In total they have dealt with 232 papers.

Special thanks must be.given to Mr. Tho Manh Nguyen for all his support in the organization of the PC-tasks of
ARES 2006 and workshop coordination. We would also like to thank all the authors who submitted their papers to
ARES 2006, :

Finally many thanks to Ms. Christine Tronigger for providing a great deal of support in administering the
registrations. :

Prof. Norman Revell, Prof. Roland Wagner (Honorary Co-chairs)

Prof. Giinther Pernul, Prof. Makoto Takizawa (General Co-chairs)
Prof. Gerald Quirchmayr, Prof. A Min Tjoa (Program Co.-chairs)
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Abstract

Daia warehouses (DWs) contained high sensitive data, and
therefore, it is essential to specify securify measures
from the early stages of the DW design and enforce
them. Access control models for transactional
{relational) databases, based on tables, columns and
rows, are not appropriate for DWs. Instead, security
and audit rules defined for DWs must be specified
based on the multidimensional (MD) modeling used to
design data warehouses. So far, very few approaches
represent security measures in the conceptual
modeling of data warehouses form the early stages of
a DW project. Moreover, these security measures
cannot be directly represented in the relational model
Jor data warehouses, thereby having a semantic gap
between the conceptual and logical schemas. In this
paper, we present an extension of the relational mode!
fo consider security and audit measures represented in
the conceptual modeling. To accomplish this, we based
on the Relational Package of the Common Warehouse
Metamodel (CWM) and extend it fo properly represent
all security and audit rules defined in the conceptual
modelling of data warehouses. Finally, 1o show the
benefit of our approach, we apply our proposal to a
health care case study.

1. Introduction

Data Warehouses (DW), Multidimensional (MD)
Databases, and On-Line Analytical Processing (OLAP)
applications are used in conjunction to form a highly
powerful mechanism for discovering crucial business
information in strategic decision-making processes.

MD modeling is the foundation of DWs, MD
databases and OLAP applications. Sometimes MD
models also store information regarding private or
personal aspects of individuals, such as identification
data, medical data or even religious beliefs or
ideologies. In the past few years, various approaches
have been proposed for representing the main
multidimensional (MD) properties at the conceptual
level [3, 4, 7, 8, 17, 18]. Nevertheless, these models do
not consider the design of secure MD models for DW.
Actually, the Unified Modeling Language (UML) [5]
has been widely accepted as the standard object-
oriented (OO) modeling language for modeling various
aspects of software systems. In [6] the authors
presented an approach, based on the UML, to represent
ma’ig&access control and audit rules in the conceptual
mod&ing of data warehouses from the very early
stages of a data warehouse project and enforce them in
the further design steps.

The standard OMG (Object Management Group)
[15] promotes the theory and practice of object-
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oriented technology in software development, based on
the four-layer metamodel architecture. A model at one
layer is used to specify models in the layer above. The
four layers are MO (instances), M1 (system modeling),
M2 (metamodeling) and M3 (meta-metamodeling).
The metamode] of the UML [5] belongs to M2 layer,
from this layer, we can build UML models in the M1
layer, and lately, the UML model instances (i.e.
objects) belong to MO layer. The four-layer
architecture is shown in figure 1.

Meta-level | MOF Terms Examples
M3 meta- The MOF mode!
metamodel
M2 Metamodel, UML metamodel,
metametadata CWM metamodel
M1 Model, UML models, CWM
metadata metadata
MO object, data Modeled systems,
{ warehouse data.

Figure I~ 4‘he four-layer architecture of OMG

An extension of UML 2.0/OCL profile is presented
in [19], which corresponds with a metamodel that
allows us to represent the main security and audit
measures in the conceptual modeling of data
warehouses. According to the four-layer architecture
of the OMG, this extended metamodel belongs to the
M2 layer and their instances, i.e. secure DW
conceptual model belongs to the M1 layer.

There are some proposals to extend security aspects
in databases. In [1], authors, inspired by the privacy
tenet of the Hippocratic Oath, proposed that the
databases that include privacy as a central concern be
called Hippocratic databases. Based on this idea, an
auditing framework offering efficient methods for
managing, auditing, and transmitting electronic health
data in a manner that preserves the privacy of
individual patients is proposed in [2]. This technology
Operates as a middleware layer between the database
and enterprise applications, although it does not
provide a metamodel nor represents secure properties
modelled at the conceptual level. Databases in general
is out of our goal as we based our proposal in Data
Warehouses in order to represent all required security
and audit rules in the conceptual modeling of DWs,

The previous work presented in [12] introduced a
Model ~ Driven Architecture (MDA} oriented
framework for the DW development, choosing the
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ROLAP (Relational OnLine Analitical Processing) like
DBMS and the Platform Specific Model (PSM) is
modeled by using the relational metamodel from the
CWM [16]. However, none security and audit
measures can be modeled in this metamodel, and for
that reason, we focus this paper on an extension of the
relational model of CWM to consider security and
audit rules represented in the conceptual modeling
phase. We state that is out of the scope of this paper
establish the framework MDA [14] for defining
transformations between the considered metamodels.

The rest of this paper is structured as follows.
Section 2 presents the main aspects related to secure
multidimensional modeling. An extension of the
relational metamodel of CWM is presented in section
3. Section 4 presents a health case study and applies
our extension for represent at logical level, all security
and audit rules defined in the conceptual modeling.
Finally, section 5 presents the main conclusions and
sketches the immediate future work.

2. Secure Multidimensional Modeling

The main properties of the multidimensional
modeling are represented by a UML profile [11],
which is based on OO conceptual modeling approach
proposed in [17]. The metamode! presented in [11] has
been employed in [12] to align the whole DW
development process to MDA. This profile does not
permit us to represent the secure aspects of the
multidimensional modeling for Data Warehouses.

In [19], this previous profile is reused in order to be
able to design an MD conceptual model classifying
both information and users in order to represent the
main security aspects in the conceptual modeling of
DWs. Therefore, the profile allows us to classify the
security information that will be used in our conceptual
modeling of data warehouses. For each element of the
model (fact class, dimension class, fact attribute, etc.),
is defined its security information, specifying a
sequence of security levels, a set of user compartments
and a set of user roles. Security constraint is
considered to specify security in attributes. The
security information and these constraints indicate the
security properties that users have to be able to access
information. The profile is called Secure Data
Warehouses (SECDW), it description is represented as
a UUML package.
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Figure 2. Values associated to new data types

In figure 2, we can observe the new data types
incorporated and the values associated to each one of
the necessary types. Security levels, roles and
organizational compartments can be defined according
to the needs of the organization. However, we have
considered within the “Level” data type, the typical
values associated to security levels.

The SECDW profile incorporates four types of
stereotypes. We can see in figure 3 that: Secure class,
secure data warehouses stereotypes and attribute

Figure 3. New stereotypes

stereotypes. For representing security constraint, there
are authorization rules and audit rules and finally, user
profile stereotype. We need to take into consideration
that the tagged values are associated to each one of the
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stereotypes. For example, ‘SecureDW’ stereotype hgg
the following values associated: Classes, Security
Levels, SecurityRoles and SecurityCompartments.

The defined tagged values are applied to certajy
components that are especially particular to Mp
modeling, allowing us to represent them in the same
model and in the same diagrams that describe the regt
of the system. The tagged values will represent the
sensitivity information of the different elements of the
MD modeling (fact ctass, dimension class, base class
attributes, etc.), and they will allow us to Specif;r
security constraints depending on this security
information and on the value of attributes of the mode].

In order to define well-formedness rules a set of an
inherent constraint are specified. The rules are grouped
as follows: correct value of tagged values, security
information of instances, relationship between security
information of classes and their attributes,
categorization  of  dimensions,  classification
hierarchies, derived atiribute and combination of
dimensions.

The main feature of the considered SMD modeling
(Secure Multidimensional Modeling) are the many-to-
many relationship relationships between facts and one
specific dimension, degenerated dimensions, multiple
classification and alternative path hierarchies, and the
non strict and complete hierarchies. In this approach,
the structural propertiess of MD modeling are
represented by means of a UML class diagram in
which the information is clearly organized into facts
and dimensions. These facts jand dimensions are
represented by secureFact and secureDimension
classes respectively.

SecureFact classes are defined as composite classes
in shared aggregation relationships of n
secureDimension classes. The minimum cardinality in
the role of the secureDimension classes is 1 to indicate
that every fact must always be related to all the
dimensions. The many-to-many relationships between
a secureFact and a specific secureDimension are
specified by means of the cardinality 1...n in the role of
the corresponding dimension class.

A secureFact is composed of measures of
SecureFactAttributes. By default, all measures in the
secureFact class are considered to be additive. For
non-additive measures, additive rules are defined as
constraints and are included in the secureFact class.
Furthermore, derived measures can also be explicitly
repgesented (indicated by /) and their derivation rules
are placed between braces near the fact class. Ow
approach also allows the definition of identifying
attributes in the secureFact class (stereotype SOID).

With respect to secureDimensions, each level of 2
classification hierarchy is specified by a secureBase
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¢lass. An association of secureBase classes specifies
the relationship between two levels of a classification
hierarchy. The only prerequisite is that these classes
must define a Directed Acyclic Graph {DAG) rooged in
the secureDimension class {DAG restriction is deMned
in the stereotype secureDimension). The DAG
structure can represent both multiple and alternative
path hierarchies. Every secureBase class must also
contain an identifying secureAttribute OID (SOID) and

modeled using UML notes, The class called
UserProfile will contain information of all users
entitled to access to the multidimensional model.

The metamodel associated with the SECDW profile
allows representing security aspect for
multidimensional modeling, which belong to M2 layer
in the mentioned four-layer architecture. According to
{19], the security aspects secureFact, secureDimension,
secureBase are represented with the same icons from

a secureDescriptor attribute (SD). All constraints classes stereotypes inherited from the
(AuditRule, AuthorizationRule and SecurityRule) are
Ilanagement Warehouse Process Warehouse Operation
Aralysis | Transformation OL&P Data Mining Information Visualization Business
Nomenclature
Resource Ohject Relational Record Moultidimensional XML
Foundation Business Information Data Types | Expressions Keys and Software | Type Mapping
Indexes Deployment
Chject Ilodel Core Behervioral Relationships Instarce

Figure 4. CWM metamodel layering and its packages

proposal stated in [13], but adding to them z letter
“$”, indicating that it is a secure class. All constraints
(AuditRule, AuthorizationRule and SecurityRule) are
modeled using UML notes. An instance of the
SECDW metamodel is shown in section 4.

3. Secure Relational Modeling of Data
Warchouses

In this section we outline the relational metamodel
of Common Warehouse Metamodel (CWM) [16]. For
representing MD models at logical level there are some
proposals, depending of congﬁrete kind of a specific
DBMS (ROLAP, MOLAP orHOLAP). But, according
to Kimball [9] the most common representation for
MD models is on relational platforms, i.e. ROLAP
systems. In the literature, we can find several proposals
of relational metamodels, however, we based our
approach in CWM [16], which is being accepted more
and more as the standard metamodel. The main
purpose of the CWM is to enable easy interchange of
warehouse and business intelligence metadata between
warehouse tools, warechouse platforms and warehouse
metadata repositories in  distributed heterogeneous
environments. CWM is based on three key industry
standards:

* UML - Unified Modeling Language, an OMG
modeling standard.

+ MOF - Meta Object Facility, an OMG
metamodeling and metadata repository standard.

+ XMI - XML Metadata Interchange, an OMG
metadata interchange standard.

The UML standard defines a rich, object oriented
modeling language that is supported by a range of
graphical design tools. The MOF standard defines an
extensible framework for defining models for
metadata, and providing tools with programmatic
interfaces to store and access metadata in a repository.
The XMI standard allows metadata to be interchanged
as streams or files with a standard format based on
XML. CWM has been designed to conform to the
“MOF model”, it belong to the M2 layer metamodel,
we refer the reader to figure 1 for further details on the
different metamodel layers of the CWM.

In [13] the authors showed in details the
organization of CWM. CWM is organized in 21
separate packages which they were grouped into five
stackable layers by means of similar roles. See figure
4.

From the organization represented in figure 4, we
will mainly focus our work on the Resource layer and,
more precisely, on the Relational package as a
relational metamodel to describe that represent
metadata of relational data resources. The resource
fayer describes the structure of data resources that act
as either sources or targets of a CWM-mediated
interchange. The Relational package describes data
accessible through a relational interface such as a
native RDBMS, ODBC, or JDBC. The Relational
package is based on the [SQL] standard section
concerning RDBMS catalogs. The container Catalog,
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is intended to cover all the tables a user can use in a
single statement. A catalog contains schemas which
themselves contain tables. Tables are made of columns
which have an associated data type [16].

The Relational package defines a container Schema,
which is a collection of tables. A ColumnSet represents

Soiwann

any form of relational data. A Table is a catalogeq
version of a ColumnSet, which contains Columns. 4
ForeignKey associates columns from one table wig,
columns of another table. PrimaryKey clag
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Figure 5. Secure Relational Modeling for Data Warehouse /

inherits from the UniqueConstraint. PrimaryKey and
ForeingKey metaclasses are owner by Table metaclass.

Is clear that every main relational property can be
represented in the relational metamodel of CWM, but;
nevertheless, to the best of our knowledge never this
package has been employed to represent at logical
level all security and audit rules defined in the
conceptual modeling of data warehouse.

We only use part of the relational CWM metamodel
for our purposes; which allow us to represent fables,
columns, primary keys and foreign keys. However, for
representing security and audit measures in the
metamodel, we need to add some metaclasses. We
based our extensions in assurance security at the
model, table, attribute and users levels. The Schema
metaclass aim the security at the model level.
SecurityProperty metaclass inherit from the Constraint

(from Core) metaclass and specializes as
SecurityLevels, SecurityCompartments and
SecurityRoles  metaclasses. ~ Furthermore,  for

representing security constraints, authorization rules

and audit rules in the metamodel we add
AUDconstraint class, ARconstraint class and
AURconstraint  class, which  inherit from

SecurityConstraint. For specify constraints depending
on particular information of a user or a group of users,
we introduce the userProfile metaclass. Finally, we
need add associations of Table and Column
metaclasses with the metaclasses introduced in order to
establish security in attributes and tables. For express
the constraints (AuditRule, AuthorizationRule and
SecurityRule) modeled in SECDW metamode] using
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notes, we need to add a new attribute OCLConstraint
in the SecurityConstraint metaclass.

in figure 5 we show part of the relational CWM
metamodel extended. We can observe the relationships
between classes. We have omitted the attributes in
classes and the cardinality of the typical operations
from UML to do better understood the figure. We
clarify that before specifying the model, we have data
and rules which come from the conceptual level. The
application of the modeling technique over the
dynamicity of rules and mostly at runtime is out of the
scope of this paper.

The extension considered of part of the CWM
relational metamodel allows us representing security
and audit measures at logical level, which has been
represented in the conceptual modeling of data
warchouse, i.e. in SECDW metamodel. Our new
metamodel will be called Secure Relational Data
Warehouse (SECRDW). The container Schema is 2
collection of ColumnSet and SecurityProperties. A
ColumnSet represents any form of relational data. A
Table is a cataloged version of a ColumnSet, which
contains Columns. A ForeignKey associates columns
from one table with columns of another table.
Primarykey class inherited from the UniqueConstraint.
PrimaryKey and ForeingKey is owner by Table
metaclass. The metamodel not only inherit all
propgerties from Relational package, it also incorporaie
the duta types showed in figure 2, from section 2. We
do not consider all details in the metamodel in order to
clarify it. The SECRDW metamodel beleng to the M2-
layer of OMG (see fig.1). An instance of the
SECRDW metamodel being a part of the CWM




|
|
|

metadata, 1.e. contains tables with columns, which may
have primary and foreign key. An object table may
contain some
SecurityProperty(Security Levels,SecurityCompartment
s or SecurityRoles), which will be represented¥p the
heading of the Table class. The same is valid for
columns, but in this case, SecurityProperty (ie.,
SecuritylLevels, Security  Compartments or
SecurityRoles) are modeled join with the own column.
Instances of SecurityContraints metaclass are modeled
using notes, which may be associated with Table and
Column.

When we built a model instance of the SECRDW
metamodel we obtain the logical design phase. In order
to convert the data gathered during the logical design
phase we need a physical design process. We can
choice, for example, the DBMS Oracle 9i and we will
be able to obtain SQL code in an easy and
straightforward way from SECRDW  models.
According to MDA framework [19], we can consider
transformations between SECDW and SECRDW
metamodels in order to establish a solution for the
semantic gap between conceptual and logical schemas
in the multidimensional modeling of data warehouses,
but this consideration are out of the scope of this

paper.

4. A case study applying the SECRDW
metamodel

In this section, we apply our extension of relational
metamodel of CWM in the context of a typical health-
care system. We have considered a reduced example in
order to focus our attention in the security and audit
measures. The example is a reduced version from [19],
which represents an instance of the SECMW
metamodel.

Figure 6 shows us the secure multidimensional
mode] Hospital whose patient admission is composed
of a fact class named Admission, dimension classes
called Diagnosis, Patient and Time, and base classes
named Diagnosis group of Patient Dimension.
Additionally, in this modeling, an additional class
called UserProfile is considered, that will contain
information of all users entitled to access to this
multidimensional model.

We have used the following security levels:
Confidential, Secret and topSecret. User roles Health
(including Doctor and Nurse subroles) and NonHealth
(including Maintenance and Administrative subroles)
have been defined. The root of this hierarchical roles
tree is HospitalEmployee. In this example, we have not
considered organizational compartments.
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1. The security level of each instance of Admission
is defined by a security constraint specified in the
model. If the value of the description attribute of
the Diagnosis_group to which diagnosis belongs is
cancer or AIDS, the security level —tagged value
SL- of this admission will be top secret, otherwise
secret. This constraint is only applied if the user
makes a query whose information comes from
Diagnosis dimension or Diagnosis_group base
classes, together with Patient dimension —tagged
value involvedClasses-. Therefore, a user who has
secret security level could obtain the number of
patients with cancer for each city, but never if
information of Patient dimension appears in the
query.

2. For confidentiality reasons, we could deny access
to admission information to users whose working
area is different than the area of a particular
admission instance. This is specified by another
exception in Admission fact class, considering a
condition and the tagged values involvedClasses,
exceptSign.

3. The tagged value logType has been defined for
Admission  class, specifying the value
frustrated Attempts. This stereotype specifies that
the system has to record, for future audit, the
situation in which a user tries to access
information whose type is ‘primary diagnosis’ of
this fact class, and so where the system denies it
because of lack of permission. _

4. The security level —tagged value SL- of each
instance of Admission can also depend on the
value of cost attribute, which indicates the price of
the admission service. In this case, the constraint
is only applicable to queries that contain
information of the Patient dimension —tagged
value involvedClasses-.

5. User can be denied access to data of patients who
have been treated before the date of initial contract
of the staff in the health area. This stereotype is
specified with an exception in the Admission
class, considering a condition and InvolvedClasses
and ExceptSign tagged values.

6. Patients could be special users of the system. In
this case, it could be possible that patients access
their own information as patients (for instance, for
querying their personal data). This constraint is
specified by using the exceptSign tagged value in
the Patient class.

In order to represent at logical leve! the model
represented in figure 6, we present the logical schema
for representing security and audit measures from the
transformation process from a secure multidimensional
model to the relational model, by using the star schema




[9]. In figure 7 we show the Data Warehouse logical
schema, which represents the logical model of the DW.
In order to avoid a cluttered diagram, we only display

by means of the note from UML we represent an
ARConstraint, which correspond with label number 4
in figure 6.

four tables, only the attributes of admission table and

wEecurity Rpies
1

Ien TG ema S

O = (Cmgroen, Ciag rones_{ ou, Pt}
2.3 = (B 3 Dimgrasie Orapnosm g DU, Sewc rpton =
SCArCar o S Cmgrosie Dagnos s il (s rEEooe "AIDS"

aAwhorizatienRubrs ER= e
Y H M
e & oy b ToaType = Fusymmiinampra)
Crmarcsis_groun & 3 i (R0 MEw = prraar y_thagrermid |
et St - -) i 4
|nardl. ﬂ:&r:'l rpparAran < H
= Auth orteatie b b,
.. L 3 H
.| admisaion jsL—a_Tn: [ ; .
WEeomriry Raban oy = e Admbn} = tirvsbeedCiesan = (Cmgrerse.
. t A tyou s T = +~-re ki
v cheiICamvRe = { Pt o |5 EPA cont R = Admint
et e swscmitna
wiss 5) ] 0..”
1 1
Dingrosm {EL=a; BR=Hawth] - & PRUSE {BL=; P Health, -5 Tirm (i wl; BR-Hemh, 5
A (] :
7 ondei)
: = oyripnieitan SO xan % SOID, BE dat
3 B0 nearhiacen 2 8D nama i SDA Day_ol_yesr
BOA vall dEram DA a mh § HOA vacakon
1 BDA it To BDA sdcress (SR = Admin} SOA tig_wvent
I |
| h! -
{ [ asrProte o L 1.7 T M-rn‘.d.nnugn .,
I A 1 1 - i
! ~as | (oxcuptSIQN = +] :
i Diagnon s_group (8L City (L= {sallnmme = !
T 1 - = E i E userPions nene] E

53 B4 oescriovon

Figure 6. Example of secure multidimensional modeling

We note in figure 7 that Admission table appears
with the icon of the stereotype inside the typical
representation of a class in UML, whereas three tables
are adomed with the stereotype <<Table>>. Admission
table contain SecuritvLevels and SecurityRoles object
in its heading class. Additionally note in the SFAcost
column the SecurityRole object join with it A associate
note with Admission table represent an ARCenstraint,
note the information of OCLConstraint and
involvedClass attributes.

multilevel databases and has a component named
Oracle9i Label Security (OLS) [10]. OSL allows us to
specify labeling functions and predicates that are
triggered when an operation is executed, and which
define the value of security labels according to a
condition. We omit the creation of tables and only
display on security aspect. Table 1 (1) shows an
example by which we implement the security
constraint labeled with label number 4 in figure 6. If
the value of Cost column is greater than 10000 then the
security label will be composed of TopSecret security

ﬁ T level and Health and Admin user roles, else the
i i e ey . . .
Time {81=5; SR= [OCLCoRshan= frsfeost security label will be composed of Secret security level

Health, Adein] 1007 than sekSL= TS else

and the same user roles. Table 1 (2) shows how to link

: i %selfﬁl;i‘] '
i o this labeling function with Admission table.
: ign -
<«Table>>

S RN Table 1. Example for implement security aspect in

,9F At e: varcha 8 3 OSL.

ReBFALDS! :Numerc {SF = &dmin) ' .

i
: i PESN (1) CREATE FUNCTION Which_Cost (Cost: Integer)
i @/1 ) ﬁ Return LBACSYS.LABC_LABEL

: As MyLabel varchar2(80)
e i Begin

Figure 7. Star schema representing a instance of
SECRDW metamaodel at logical level

In order to obtain code for specific platform we
choose Oracle 91 DBMS which allows us to implement
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If Cost > 10000 then MyLabel:= * TS::Health, Admin’;
Ise MyLabel=* S::Health, Admin’; end ifi
eturn TO_LBAC_DATA_LABEL(*MyPolicy’.
MyLabel);
End;
(2) APPLY _TABLE POLICY (‘MyPolicy’,
*Admission’, ‘Scheme’, , ‘Which_Cost’)




5. Conclusion and Future Work

In this paper, we have presented an extensh: of the
relational metamodel of the Common Warehouse
Metamodel in order to represent security and audit
measures in the logical modeling of data warehouses.
This approach complements our previous works in
which we used an Access Control and Audit model
and a UML profile for the conceptual modeling of
secure data warehouses. In this way, in the approach
presented in this paper we can represent all security
measures considered at the conceptual level in the
further logical modeling of data warehouses, thereby
avoiding the semantic gap in the specification of
secure measures at the conceptual and logical level.

We plan to include the dynamicity of rules and
mostly at runtime in our modeling approach in the
future. Our immediate future work consists. on the
formal specification of all the required transformations
between the conceptual and the logical models by
using the Query-View-Transformation (QVT), thereby
alipning our approach with the Model Driven
Architecture. In this way, we will be able to specify all
transformations in a formal language, thereby aveiding
an arbitrary definition of these rules,
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