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Abstract. Nowadays, security solutions are focused mainly on providing secu-
rity defences, instead of solving one of the main reasons for security problems 
that refers to an appropriate Information Systems (IS) design. In this paper a 
comparative analysis of eight different relevant technical proposals, which 
place great importance on the establishing of security requirements in the de-
velopment of IS, is carried out. And they provide some significant contributions 
in aspects related to security. These can serve as a basis for new methodologies 
or as extensions to existing ones. Nevertheless, they only satisfy partly the nec-
essary criteria for the establishment of security requirements, with guarantees 
and integration in the development of IS. Thus we conclude that they are not 
specific enough for dealing with security requirements in the first stages of soft-
ware development in a systematic and intuitive way, though parts of the pro-
posals, if taken as complementary measures, can be used in that manner. 

1   Introduction 

Present-day information systems are vulnerable to a host of threats. What is more, 
with increasing complexity of applications and services, there is a correspondingly 
greater chance of suffering from breaches in security [25]. In our contemporary In-
formation Society, depending as it does on a huge number of software systems which 
have a critical role, it is absolutely vital that IS are  ensured as being safe right from 
the very beginning [2, 18]. That is so, is obvious from the potential losses faced by 
organizations that put their trust in all these IS. 

As we know, the principle which establishes that the building of security into the 
early stages of the development process is cost-effective and also brings about more 
robust designs is widely-accepted [15]. The biggest problem, however, is that in the 
majority of software projects security is dealt with when the system has already been 
designed and put into operation. On many occasions, this is thanks to an inappropriate 
management of the specification of the security requirements of the new system, since 
the stage known as the requirement specification phase is often carried out with the 
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aid of just a few descriptions, or the specification of objectives that are put down on a 
few sheets of paper. Added to this, the actual security requirements themselves are 
often not well understood. This being so, even when there is an attempt to define 
security requirements, many developers tend to describe design solutions in terms of 
protection mechanisms, instead of making declarative propositions regarding the level 
of protection required [8].  

A very important part of the achieving of secure software systems in the software 
development process is that known as Security Requirements Engineering .This pro-
vides techniques, methods and norms for tackling this task in the IS development 
cycle. It should involve the use of repeatable and systematic procedures in an effort to 
ensure that the set of requirements obtained is complete, consistent and easy to under-
stand and analyzable by the different actors involved in the development of the sys-
tem  [16]. A good  requirement specification document should include both functional 
requirements (related to the services which the software or system should provide), 
and non-functional (related to what are known as features of quality, performance, 
portability, security, etc). As far as security is concerned, it should be a consideration 
throughout the whole development process, and it ought to be defined in conjunction 
with the requirements specification [19]. 

In this paper eight relevant technical proposals are studied. They are ones which 
place importance on eliciting security requirements in the development of IS. These 
proposals will be presented briefly and then compared in this paper. This should serve 
as an introduction to the current state of the art of security requirements in the devel-
opment of IS. The remainder of the paper is set out as follows: in section 2, we will 
describe each one of the technical proposals. We will present the comparative study 
performed on these proposals in section 3. Lastly, our conclusions are set out in  
section 4. 

2   Technical Proposals Which Support Security Requirements 

The proposals which will be analyzed in this comparative study are as follows:  

• Breu, et al. 2004 & Breu & Innerhofer–Oberperfler, 2005: “Towards a systematic 
development of secure systems” [5] and “Model based business driven IT security 
analysis” [6]. 

• Firesmith, 2003 & 2004: “Security Use Cases” [9] and “Security Requirements in 
Open Process Framework” [10]. 

• Jennex 2005: “Modeling security requirements for information system develop-
ment” [13]. 

• Myagmar, Lee, & Yurcik, 2005: “Threat modeling as a basis for security require-
ments” [20]. 

• Toval et al. 2001: “Security requirements in SIREN” [24] and Gutiérrez, et al. 
2005: “Security Requirements for Web Services based on SIREN” [11]. 

• Peeters 2005: “Agile security requirements engineering” [21]. 
• Popp et al. 2003: “Security-Critical system development with extended use cases” [22]. 
• Yu 1997: “Security requirements based on the i* framework” [26]. 

We have chosen these proposals because the majority of them try to solve the  
problem of security in the different phases of IS development. They also place an 
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emphasis on security requirements in the development of secure Information Systems. 
We give a brief outline of each of these approaches below. 

2.1  Towards a Systematic Development of Secure Systems, and Model Based 
Business Driven IT Security Analysis (Proposed by Breu et al. 2004 [5] and 
Breu & Innerhofer–Oberperfler, 2005 [6]) 

The authors propose a new process model for security engineering, which extends 
object oriented, use case driven software development by the systematic treatment of 
security related issues. They also introduce the notion of security aspects, describing 
the most relevant security requirements and the countermeasures at a certain level of 
abstraction. Starting from the concept of iterative software construction, they present 
a micro-process for the security analysis, made up of five steps, which are performed 
repeatedly at each level of abstraction throughout the incremental development: elici-
tation of security requirements, threats and risks analysis, taking measures and the 
correctness check relating measures and requirements. Finally, the authors conclude 
that security of information is a business issue, and for this reason its management 
should be business driven.  

2.2   Security Use Cases, and Security Requirements in Open Process Frame-
work (Proposed by Firesmith, 2003 [9] & 2004 [10]) 

Firesmith in [10] offers some steps which allow security requirements to be defined  
from reusable templates. His analysis of security requirements is founded on two 
basic principles obtained from OCTAVE (Operationally Critical Threat, Asset, and 
Vulnerability Evaluation) [1] based on resources and risk-driven. The steps in his 
process for the identification and analysis of security requirements are: identification 
of assets; identifying the most likely attackers types; identification of the possible 
threats to these assets; determining the negative impacts for each vulnerable resource; 
estimating and prioritizing security risks with respect to vulnerable resources and 
according to the most relevant threats and their potentially negative impact; choosing 
security subfactors, to limit the risk to an acceptable level; choosing the relevant tem-
plates for each subfactor and security risk; identify the relevant functional require-
ments; determine the security criteria; define the security metric, along with the 
minimum  level that is acceptable; specify the requirement.  

Moreover, the author proposes security use cases as a technique that should be us-
ed to specify the security requirements that the application shall successfully protect 
itself from its relevant security threats [9].  

The final suggestions from this author are that, given that systems usually have 
similar security requirements, templates should be employed to specify the security 
requirements in such a way that they can easily be re-used from one system to another. 

2.3   Modeling Security Requirements for Information System Development 
(Proposed by Jennex, 2005) [13] 

Jennex puts forward the idea of using barrier analysis and the concept of defence in-
depth to modify Siponen and Baskervilles’s integrated design paradigm [23] into a 
more graphical and easier to understand and use methodology.  
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The methodology suggested by the author, then, proposes using barrier analysis 
diagrams as a graphical method of identifying and documenting security require-
ments. Furthermore, this approach used meta-notation to add security details to exist-
ing system development diagrams. The process follows the approach of integrating 
security design into the software development life-cycle. The objective of using bar-
rier diagrams in the requirement phase, therefore, is that the security   requirements 
should be appropriately identified. 

2.4   Threat Modeling as a Basis for Security Requirements (Proposed by  
Myagmar, Lee, & Yurcik, 2005) [20] 

The authors take as starting point for their proposal the following question, one that is 
important to ask in every IS- “Are the system’s security features really necessary, and 
do they really meet the system’s security needs? 

The writers offer a viewpoint on the process of requirement engineering in which, 
with an appropriate identification of threats and a proper choice of countermeasures, 
the ability of attackers to misuse or abuse the system is lessened.   

The threat-modelling process set out by these authors is made up of three high-
level steps: Characterizing the system; Identifying assets and access points; Identify-
ing threats.  

As far as the specification of security requirements is concerned, the greater part of 
the information needed for the elicitation of requirements and for composing an initial 
set of security requirements is provided by means of threat modelling. This is done by 
changing a declaration of threat into a requirement by including “must not” in the 
declaration.  

Lastly, with the final goal being to achieve 100% risk acceptance, the risk man-
agement the writers propose consists of: risk assessment (to do this risks should be 
prioritized according to the damage they might cause and to the likelihood of their 
occurring), risk reduction, and risk acceptance.  

2.5   Security Requirements in SIREN and Security Requirements for Web 
Services Based on SIREN (Proposed by Toval,  et al. 2001 [24] and 
Gutierrez,  et al. 2005 [11]) 

In [24] Toval et al. define a Requirement Engineering process, based  on the re-use of 
security requirements, which is also compatible with  MAGERIT (the Spanish public 
administration risk analysis and management method), which conforms to CCF 
(Common Criteria Framework) defined by the ISO 15408 (ISO/IEC, 1999). The  
re-use of security requirements is carried out at different specification level: at a docu-
mentation level through the defining of a hierarchical structure of security require-
ment specifications, and at the level of security requirement by means of its being 
stored in the repository of re-usable requirements. SIREN (SImple REuse of software 
requiremeNts) describes a process model, some basic guidelines, techniques and 
tools. The guidelines consist of a hierarchy of requirement specification documents, 
together with the template for each document. It is a spiral model process, and in-
cludes the phases of requirements elicitation, requirements analysis and negotiation, 
requirements specification and validation. A repository of requirements classified by 
domains and profiles is also defined. 
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Moreover, in [11] Gutiérrez et al. present a catalogue of security requirement 
templates for Web Services (WS) based on the SIREN method of requirement engi-
neering. They focus their efforts on the security requirement templates for the fol-
lowing subfactors: authentification, authorization, confidentiality, integrity and 
privacy.  

2.6   Agile Security Requirements Engineering (Proposed by Peeters, 2005) [21] 

Peeters proposes to extend agile practices to deal with security in an informal, com-
municative and assurance-driven spirit. To increase the agility of requirement engi-
neering, Peeters puts forward the idea of using “abuser stories”. These identify how 
the attackers may abuse the system and jeopardize stakeholders’ assets. Thus, 
throughout the abuser stories, the establishing of security requirements is made easier.  
As with “user stories”, “abuser stories” are short and informal and they are scored and 
ranked according to the perceived threat they pose to customers’ assets. Correct plan-
ning will consequently mean considering the “user stories” and the “abuser stories” 
together. This will ensure an explicit, rational trade-off between functionality and 
security.  

2.7   Security-Critical System Development with Extended Use Cases (Proposed 
by Popp, et al. 2003) [22] 

What these authors provide is an extension to the conventional process of developing 
use-case-oriented processes [7, 12]. This process normally consists of three activities 
as far as requirement engineering is concerned.  

1. They deal with the static concepts of the domain of an application in a class model 
known as Application Core. In this point they extend the domain by modelling ac-
cess policies and security properties based on UMLSec [14]. 

2. Identification of the use cases and their manifestation in a Use Case Model. These 
are completed by the textual description coming from characteristics which meas-
ure the threats and vulnerability of input and output. They also outline the security 
policies which are a response to previous threats. The outcome is a model known 
as Model of Security Use Cases. 

3. Integration of the previous two viewpoints in a single oriented object model, 
mainly through the description of use cases in terms of message flows between 
objects. The extension consists of the integration of the Security Use Case Model, 
and the Application Core refines the security policy in terms of the message flows 
between objects. 

2.8   Security Requirements Based on the i* Framework (Proposed by Yu, 1997) 
[26] 

The i* framework provides a framework which allows the easy integration of differ-
ent techniques and concepts for dealing with Systems Security. The structural repre-
sentation defined in i* shows the dependence relationships between the actors, and is 
what makes security aspects appear. 
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In (Fig. 1. Requirement elicitation process with i*) we see the process of functional 
requirements elicitation and analysis defined by i*, and how it is integrated into the 
process of elicitation and analysis of security requirements [17].  

 

Fig. 1. Requirement elicitation process with i* 

3   Comparison 

To get a general overview of the different proposals which we have discussed above, 
a comparative study of these will be carried out in this section. To this end, we pro-
pose an analytical framework based on the following criteria: 

 Degree of Agility. This refers to the degree of agility of the methodology of de-
velopment, as compared with traditional, planned methodologies. To see this we 
will take as our basis the observations carried out Boehm and Turner  [3, 4]. 
These authors propose a method based on risks, by means of which they try to 
keep both kinds of methodologies (those which are agile and those driven by 
planning- traditional ones) in balance, taking advantage of the positive points of 
the two types and taking steps to make up for their disadvantages. Each proposal 
will be given a rating using the following scale: high, medium-high, medium, 
medium-low, low. 

 Support. This refers to aspects such as tools, procedures, guides, standards and 
study cases which help make the proposal easier to use. Each proposal will be 
given a rating using the following scale: high, medium-high, medium, medium-
low, low. 

 Degree of integration with other software requirements. This is all about how the 
establishing of security requirements fits in with the establishing of other soft-
ware requirements (with the other non-functional requirements, as well as with 
the functional ones) in the development of an IS. To do this it will take into ac-
count aspects such as the use of similar and already-existing techniques for the 
determining of other requirements, such as, for instance, UML diagrams. It also 
bears in mind the degree of parallelization and co-ordination with the elicitation 
of other requirements, etc. Each proposal will be given a rating using the follow-
ing scale: high, medium-high, medium, medium-low, low. 
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 User friendliness. Here the reference is to the ease with which the technique 
could be used without any previous knowledge or special training. In this case 
characteristics such as the help support and the use of techniques which already 
exist for other requirements will be taken into account, as well as widely-used 
standards, etc. Each proposal will be given a rating using the following scale: 
high, medium-high, medium, medium-low, low. 

 Contributions of the proposal as regards security.  New perspectives which the 
proposal brings to the improvement of the establishing of security requirements. 

In the following table (Table 1. Comparison of proposals) the comparison between the 
proposals from different authors, within the analysis framework we propose, is set out. 

Table 1. Comparison of proposals 

          Criteria 
 
Proposals 

Degree of 
Agility 

Help 
Support 

Degree of 
integration 
with other 
software 

requirements 

User 
friendli-

ness 

Contributions of 
the proposal as 
regards security 

Breu, et al. 2004 
[5]  and Breu & 

Innerhofer–
Oberperfler, 

2005 [6] 

Low Medium Medium 
Medium-

High 

 A micro-process 
for the security 
analysis 

Firesmith, 2003 
and 2004 [9, 10] Medium 

Medium-
High Medium 

Medium-
High 

 Security use 
cases.                       
 Re-usable tem-

plates 
Jennex, 

2005[13] High Medium-
Low 

Medium-
High High  Diagrams of 

barriers 

Myagmar, Lee, 
& Yurcik 2005 

[20] 

Medium-
Low Medium Medium 

Medium-
High 

 Threat modeling 
as a basis for 
security require-
ments 

Peeters, 
2005[21] High Medium-

Low High Medium-
High  Abuser stories 

Popp, et al. 2003 
[22] 

Medium-
Low 

High Medium-
High 

Medium-
High 

 UMLSec 

Toval,, et al. 
2001 [24] & 
Gutierrez, et 
al.2005 [11] 

Low Medium-
High 

Medium Medium-
High 

 Re-use of secu-
rity requirements 
compatible with 
MAGERIT        
A catalogue of 

security require-
ments templates 
for WS 

Yu, 1997 [26] Low 
Medium-

Low 
Medium-

High 
Medium-

High 

 Integration of 
functional and 
security require-
ments                       
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As can be seen in the table, after our analysis we reach the conclusion that the pro-
posals discussed above present some weaknesses. These include the difficulty of inte-
grating them into the software development; the lack of an overall/complete support of 
security modelling at an organizational, conceptual and technical level. There is also an 
increasing distance between the development of the IS and the implementation of the 
necessary security. Moreover, these proposals are not specific enough for a systematic 
and intuitive treatment of IS security requirements in the first stages of software devel-
opment. In short, the proposals we have analyzed partially satisfy the criteria that are 
necessary for the establishing of security requirements with some degree of guarantee. 
They do not reach the desired level of integration in the development of IS. At the 
same time, having said all that, each one of these methodologies contributes highly 
important aspects to do with security. These are features that can be used as the basis 
for new methodologies, or as extensions of those that already exist. 

4   Conclusions 

In our present so-called Information Society the increasingly crucial nature of IS with 
corresponding levels of new legal and governmental requirements is obvious. So the 
development of more and more sophisticated approaches to ensuring the security of 
information is becoming a necessity. Information Security is usually only tackled 
from a technical viewpoint at the implementation stage, even though it is an important 
aspect. We believe it is fundamental to deal with security at all stages of IS develop-
ment, especially in the establishing of security requirements, since these form the 
basis for the achieving of a robust IS. Various interesting methodological proposals 
which have to do with this issue exist some of them have been described and com-
pared in this paper, although they all present some weak points, as we have said 
above. In a similar vein, it must be said that these approaches are not specific enough 
for a treatment of IS security requirements in the first stages of the IS development 
process.  

Consequently, we consider that it would be interesting to obtain some systematic 
and intuitive way of eliciting and defining security requirements with some guarantee. 
Such a technique should allow integration of security requirements into the IS devel-
opment as far and as much as is possible. It will also permit the re-use of requirements 
from some projects to others. Added to these considerations is the fact that it will 
have to be valid for the new Internet-based IS and especially for those based on SOA 
architecture, supported by the technology of Web Services. To this end it would be 
good if it provided support tools. Positive it would also be if it were based on stan-
dards of normalization for the definition of requirements. Some examples of this 
might be XML or the use of templates; modeling standards like UML can be used to 
similar advantage. It would also be desirable for it to conform to security management 
standards such as ISO/IEC 17799 or COBIT.  
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