SECRYPT 2006

Proceedings of the International Conference on
Security and Cryptography

Setubal, Portugal

August 7 — 10, 2006

Organized by
INSTICC - Institute for Systems and Technologies of Information,
Control and Communication

Sponsored by
Polytechnic Institute of Setubal

Technically Co-Sponsored by
IEEE Systems, Man and Cybernetics (SMC) Society

In Cooperation with
International Association for Cryptologic Research

Hosted by
Setubal College of Business Administration



Copyright © INSTICC — Institute for Systems and Technologies of
Information, Control and Communication
All rights reserved

Edited by Manu Malek, Eduardo Fernandez-Medina and Javier Hernando

Printed in Portugal
ISBN: 972-8865-63-5
ISBN (13 digits): 978-972-8865-63-4
Deposito Legal: 245453/06

http://www.secrypt.org

secretariat@secrypt.org

SECRYPT is part of ICETE - The International Joint Conference on

e-Business and Telecommunications

II



BRIEF CONTENTS

BRIEF CONTENTS ...ttt ettt ettt ettt et e sttt et e sat e e bt e sat e e bt e e st e e bt e sabeesbeeeabeenbbeeabeesabeenbeesaeeensees III
KEYNOTE LECTURES ......uutiiiiitteeeeeeeciiitteeeeeeeeseeesteeeeeseessasnsseeaaeesssassanssssaeaeessesssssnsssneaeesssenssnnnssees v
TUTORIAL ...ttt ettt ettt e s bt e sttt e s abe e e sttt e sabeeeeabeeeeaneeeaneesbneeeas v
ORGANIZING AND STEERING COMMITTEES .......ttitteritiiieentteateenitesiteenieesiteesseesiseenbeessseenseesaneenneenns A"
PROGRAM COMMITTEE ....uutttiiiiiieiiieeeiiteeeitee et te et e ettt e sttt e stteesbteesbteesabeeesabeeesabeessabeesnabeesnnseeeas IX
AUXILIARY REVIEWERS .....tiiiiiiitiiiteniieenite st ettt et ste ettt sse e st e sie e esbeesbeesabeesanessneenaeesaneens VIII
SELECTED PAPERS BOOK .....coiuiiiiiiiiiiiiieeteete ettt ettt ettt ettt e IX
FOREWORD......cuiitiiiiie ittt ettt e e e e ettt e e e e e e s e nes et eaeeeeseasnssssaeaeeeseaesannssnneaeeeesensnnnnsnnes XI
CONTENTS ..ttt ettt ettt et e e bttt e bt et e s bt e e at e bt e et e e bt e e st e e bt e et e e sbe e e bt esbeesabeenateenneeane XIII

I



KEYNOTE LECTURES

David Marca
University of Phoenix

US.A.

Manu Malek
Stevens Institute of Technology

US.A.

Les Barclay
Barclay Associates Ltd
UK.

Fernando Pereira
Instituto Superior Técnico — Instituto de Telecomunicagdes

Portugal

Jan Jiirjens
Technische Universitdt Miinchen

Germany

Anisse Taleb
Ericsson AB

Sweden

Tom Greene
M.IT.
U.S.A.

TUTORIAL

David Marca
University of Phoenix

US.A.

v



ORGANIZING AND STEERING COMMITTEES

Conference Chair

Joaquim Filipe, INSTICC / Polytechnic Institute of Setubal, Portugal

Honorary Chair

Mohammad S. Obaidat, Monmouth University, U.S.A.

Program co-Chairs
Manu Malek, Stevens Institute of Technology, U.S.A.
Eduardo Fernandez-Medina, UCLM, Spain

Javier Hernando, Polytechnic University of Catalonia, Spain

Proceedings Production
Paulo Brito, INSTICC, Portugal
Helder Cide, INSTICC, Portugal
Bruno Encarnacdo, INSTICC, Portugal
Vitor Pedrosa, INSTICC, Portugal

Graphics Production

Marina Carvalho, INSTICC, Portugal

Secretariat and Webdesigner

Mobnica Saramago, INSTICC, Portugal




PROGRAM COMMITTEE

Kamel Adi, University of Quebec in Outaouais (UQO),
Canada

Gail-Joon Ahn, University of North Carolina at Charlotte,
US.A

Ali Akhavi, LIAFA - CNRS, France

Jorn Altmann, School of Information Technology, Germany
Farooq Anjum, Telcordia Technologies, U.S.A.

Giuseppe Ateniese, The Johns Hopkins University, U.S.A.
Dan Bailey, RSA Laboratories, U.S.A.

Anthony Bedford, RMIT University, Australia

John Black, University of Colorado at Boulder, U.S.A.
Carlo Blundo, Universita di Salerno, Italy

Xavier Boyen, Voltage Inc., U.S.A

Emmanuel Bresson, CELAR, France

Rahmat Budiarto, National Advanced I[Pv6 (NAv6) Center,
Malaysia

Roy Campbell, University of Illinois, U.S.A

Rui Costa Cardoso, University of Beira Interior, Portugal
Eurico Carrapatoso, FEUP/INESC Porto, Portugal
Pascale Charpin, INRIA - Rocquencourt, France
Mathieu Ciet, Gemplus, France

Miguel Correia, LASIGE, Faculdade de Ciencias da
Universidade de Lisboa, Portugal

Véronique Cortier, Loria, CNRS, France
Paolo D'Arco, D.I.A - University of Salerno, Italy

Sabrina De Capitani di Vimercati, DTI, Universita' degli
Studi di Milano, Italy

Falko Dressler, University of Erlangen, Germany

Robert Erbacher, Utah State University, U.S.A.

Serge Fehr, CWI Amsterdam, The Netherlands

Eduardo B. Fernandez, Florida Atlantic University, U.S.A.

Marec Fischlin, Darmstadt University of Technology,
Germany

Mirio Freire, University of Beira Interior, Portugal

Mariagrazia Fugini, Politecnico di Milano, Italy

Steven Furnell, University of Plymouth, U.K.

Luciano Gaspary, Universidade Federal do Rio Grande do
Sul, Brazil

Paolo Giorgini, University of Trento, Italy
Dieter Gollmann, TU Hamburg-Harburg, Germany
Carlos Goulart, Federal University of Vicosa, Brazil

Lisandro Granville, Federal University of Rio Grande do
Sul, Brazil

Stefanos Gritzalis, University of the Aegean, Greece
Vie Grout, University of Wales, U.K.

Cynthia Irvine, Naval Postgraduate School, U.S.A.
Hamid Jahankhani, University Of East London, U.K.
Nigel Jefferies, Vodafone Group R&D, U.K.

Willem Jonker, Philips Research / Twente University,
The Netherlands

Elias P. Duarte Jr., Federal University of Parana, Brazil
Agggelos Kiayias, University of Connecticut, U.S.A

Seungjoo Kim, Sungkyunkwan Universit and Twente
University, Korea

Paris Kitsos, Hellenic Open University (HOU), Greece
Lars Knudsen, Technical University of Denmark, Denmark
Cetin Koc, Istanbul Commerce University, Turkey
Christopher Kruegel, Technical University Vienna, Austria
Kaoru Kurosawa, Ibaraki University, Japan

Tanja Lange, Technical University of Denmark, Denmark
Victor Peral Lecha, France Telecom R&D, U K.

Albert Levi, Sabanci University, Turkey

Chae Hoon Lim, Sejong University, Korea

Javier Lopez, University of Malaga, Spain

Olivier Markowitch, Université Libre de Bruxelles, Belgium
Alexander May, TU Darmstadt, Germany

Madjid Merabti, Liverpool John Moores University, U.K.

Ali Miri, University of Ottawa, Canada

Vil



PROGRAM COMMITTEE (CONT.)

Atsuko Miyaji, Japan Advaned Institute of Science and
Technology, Japan

Edmundo Monteiro, University of Coimbra, Portugal
Haralambos Mouratidis, University of East London, U.K.
Yi Mu, University of Wollongong, Australia

Volker Miiller, University of Luxembourg, Luxembourg

Juan Gonzalez Nieto, Queensland University of
Technology, Australia

Kaisa Nyberg, Helsinki University of Technology and
Nokia, Finland

Tatsuaki Okamoto, NTT, Japan

José Luis Oliveira, University of Aveiro, Portugal
Martin Olivier, University of Pretoria, South Africa
Rolf Oppliger, eSECURITY Technologies, Switzerland
Elisabeth Oswald, Graz University of Technology, Austria
Guenther Pernul, University of Regensburg, Germany
George Polyzos, AUEB, Greece

Atul Prakash, University of Michigan, Greece
Jean-Jacques Quisquater, UCL, Louvain, Belgium
Indrakshi Ray, Colorado State University, U.S.A
Indrajit Ray, Colorado State University, U.S.A

David Samyde, FemtoNano, France

Susana Sargento, Instituto de Telecomunicagdes -
Universidade de Aveiro, Portugal

Damien Sauveron, University of Limoges, France
Erkay Savas, Sabanci University, Turkey

Berry Schoenmakers, Technical University of Eindhoven,
The Netherlands

Bruno Schulze, LNCC, Brazil

Alice Silverberg, University of California, Irvine, U.S.A.
Nicolas Sklavos, University of Patras, Greece

Jose Neuman de Souza, Federal University of Ceara, Brazil

Mark Stamp, San Jose State University, U.S.A.

Lily Sun, The University of Reading, U.K.

Berk Sunar, Worcester Polytechnic Institute, U.S.A.
Willy Susilo, University of Wollongong, Australia
Tsuyoshi Takagi, Future University-Hakodate, Japan
Robert Tolksdorf, Freie Universitét Berlin, Germany
Ambrosio Toval, University of Murcia, Spain

Wade Trappe, WINLAB, Rutgers University, U.S.A.
Wen-Guey Tzeng, National Chiao Tung University, Taiwan
Ulrich Ultes-Nitsche, University of Fribourg, Switzerland
Guillaume Urvoy-Keller, Institut Eurecom, France
Huaxiong Wang, Macquarie University, Australia
Yongge Wang, University of North Carolina, U.S.A.
Susanne Wetzel, Stevens Institute of Technology, U.S.A.
Duminda Wijesekera, George Mason University, U.S.A.
Chaoping Xing, National University of Singapore, Singapore
Shouhuai Xu, University of Texas at San Antonio, U.S.A.
Mariemma Yagiie, University of Malaga, Spain

Jeff Yan, University of Newcastle, U.K.

Alec Yasinsac, SAIT Laboratory, FSU, U.S.A.
Sung-Ming Yen, National Central University, Taiwan
Meng Yu, Monmouth University, U.S.A.

Moti Yung, RSA Labs and Columbia University, U.S.A.
Yuliang Zheng, UNC Charlotte, U.S.A.

André Ziaquete, University of Aveiro, Portugal

VIII



AUXILIARY REVIEWERS

Jun Furukawa, NEC Corporation, Japan

Goichiro Hanaoka, Resecarch Center for Information
Security, AIST, Japan

Chien-Ning Chen, National Central University, Taiwan
Kuo-Zhe Chiou, National Central University, Taiwan
Chao-Chih Hsu, National Central University, Taiwan
Fu-Hau Hsu, National Central University, Taiwan
Hsi-Chung Lin, National Central University, Taiwan

Rachel Akimana, Universite Libre de Bruxelles, Belgium

Daniel J. Bernstein, University of Illinois at Chicago, U.S.A.

Marc Joye, Gemplus, Card Security Group, France

Claude Barral, Gemalto, France

Christophe Clavier, Gemalto, France

Damien Giry, UCL CryptoGroup, Belgium

Guerric Meurice de Dormale, UCL CryptoGroup, Belgium
Steve Kremer, LSV ENS Cachan, France

Ozgur Gurleyen, Vodafone, UK

Wolfgang Dobmeier, University of Regensburg, Germany

Rolf Schillinger, University of Regensburg, Germany

Christian Schléiger, University of Regensburg, Germany

Francisco Javier Lucas Martinez, Universidad de Murcia,
Spain

Fernando Molina Molina, Universidad de Murcia, Spain

Miguel Angel Martinez Aguilar, Universidad de Murcia,
Spain

Celalettin Emre Sayin, Sabanci University, Turkey
Abdulhakim Unlu, Sabanci University, Turkey

Fabien Laguillaumie, INRIA Futurs, France

Didier Alquie, CELAR, France

Johann Barbier, CELAR, France

Lutz Suhrbier, FU Berlin, Germany

Franck Landelle, CELAR, France

Xiaofeng Gong, University of Newcastle upon Tyne, U.K.
Toshihiro Tabata, Okayama University, Japan
Masakazu Soshi, JAIST, Japan

Takeshi Okamoto, Tsukuba University, Japan

Sotiris Ioannidis, Stevens Institute of Technology, U.S.A.

C. Lambrinoudakis, University of the Aegean, Greece

SELECTED PAPERS BOOK

A number of selected papers presented at SECRYPT 2006 will be published by Springer, in a book entitled e-

Business and Telecommunication Networks. This selection will be done by the conference and program co-chairs,

among the papers actually presented at the conference, based on a rigorous review by the SECRYPT 2006 program

committee members.

IX



FOREWORD

We warmly welcome you to SECRYPT 20006 - the International Conference on Security and Cryptography,
which is held, this year, in Portugal. This conference reflects a continuing effort to increase the
dissemination of recent research among professionals who work on the fields of security and
cryptography, especially for telecommunications. SECRYPT is integrated as one of the modules of
the ICETE joint conference.

The major goal of ICETE is to bring together researchers, engineers and practitioners interested in
information and communication technologies, including e-business, wireless networks and
information systems, security and cryptography, signal processing and multimedia applications.
These are the main knowledge areas that define the four component conferences, namely: ICE-B,
WINSYS, SECRYPT and SIGMAP, which together form the ICETE joint conference.

In the program for this joint conference, we have included keynote lectures, tutorials, papers, and
posters to present the widest possible view on these technical areas. With these tracks, we expect to
appeal to a global audience of engineers, scientists, business practitioners and policy experts,
interested in the research topics of ICETE. All tracks focus on real world applications and rely on
contributions from the industry, with different solutions for end-user applications and enabling
technologies, in a diversity of communication environments. The proceedings demonstrate a
number of new and innovative solutions for e-business and telecommunication, and demonstrate

the vitality of these research areas.

We have received 326 papers in total, with contributions from 53 different countries, from all
continents, which really shows the success and global dimension of ICETE 2006. To evaluate each
submission, a double blind paper evaluation method was used: each paper was reviewed by at least
two internationally known experts from our Program Committee, and more than 95% of the
papers had 3 reviews or more. In the end, 98 papers were selected to be published and presented as
full papers, 30" oral presentations, corresponding to a 30% full paper acceptance ratio; 105
additional papers were published and presented, including short papers and posters, corresponding
to a 62% total acceptance ratio. Furthermore, a short list of about thirty top-quality papers will be
selected to appear in a book that will be published by Springer.

We would like to emphasize the fact that ICETE 2006 includes one tutorial and seven outstanding
keynote lectures in areas which are very relevant, nowadays. These talks are presented by
distinguished researchers who are internationally recognized experts in all ICETE areas, and

contribute to heighten the overall interest of the Conference.

ICETE 2006 is a joint conference that has achieved a high quality level, which we hope and strive
not only to maintain but even increase in next year’s conference, ICETE 2007, which is already

planned to be held in Barcelona/Spain.

But life is more than technology, so a Conference Banquet was planned for the evening of August
9 (Wednesday) in order to facilitate social networking. We hope that you enjoy this exciting

conference and we wish you an unforgettable stay in the beautiful city of Setabal.
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SECURITY RISK ANALYSIS IN WEB SERVICES SYSTEMS

Carlos Gutiérrez, Eduardo Fernandez-Medina, Mario Piattini
ALARCOS Research Group. Information Systems and Technologies Department UCLM-Soluziona Research and
Development Institute. University of Castilla-La Mancha Paseo de la Universidad, 4 — 13071 Ciudad Real, Spain
{Carlos.Gutierrez, Eduardo.Fdez-Medina, Mario.Piattini}@ucim.es

Keywords:
Web Services Security.

Abstract:

Security Risk Analysis and Management, Security Engineering, Software Security Development Process,

Nowadays, best practices dictate that security requirements of distributed software-intensive systems should

be based on security risk assessments. Web services-based systems supporting network alliances among
organizations through Internet are such type of systems. In this article we present how we’ve adopted the
risk analysis and management methodology of the Spanish Public Administration, which conforms to ISO
15408 Common Criteria Framework (CCF), to the Process for Web Services Security (PWSSec) developed
by the authors. In addition, a real case study where this adaptation was applied is shown.

1 INTRODUCTION

Nowadays, best practices dictate that security
requirements of software-intensive systems should
be based on risk assessments (Butler and Fischbeck
2005). Software systems based on Web services
(WS) technologies have achieved a great popularity
recently in both industry and academic world. Web
services are a natural consequence of the evolution
of the Web and distributed systems. Since its
beginnings as a way to share and distribute
information on a global scale, effectively becoming
a giant distributed content library, the Web has been
progressively widening its reach to enable more
sophisticated forms of interaction between browser
clients and servers: single form-based interactions,
retail ecommerce applications, and more complex
business-to-business interactions. IDC estimates that
$2.3 billion was spent worldwide on total WS
software in 2004, more than double the amount from
the previous year. IDC expects spending to continue
to increase dramatically over the next 5 years,
reaching approximately $14.9 billion by 2009. In
consequence, security in WS development processes
should include a risk analysis so that security
requirements can be elicited and prioritized. In this
paper, we present a risk analysis process on a WS-
based system that is part of the tasks to be developed

during the WSSecReq (Web Services Security
Requirements) subprocess of the PWSSec (Process
for Web Services Security) process created by the
authors (Gutiérrez, Fernandez-Medina et al. 2005).
Although WSSecReq subprocess does not demand a
specific risk analysis method we show how the risk
analysis and management method of the Spanish
Public Administration, Magerit2 (Crespo, Gomez et
al. 2005), is applied to a real case study. MAGERIT
2 is the Spanish Public Administration's adaptation
of ISO 15408, Common Criteria Framework.

The rest of the article is organized as follows: i) in
section 2, a little background on those terms the rest
of the article is based on is presented. That is, a brief
explanation about the PWSSec process, a short
introduction on its WSSecReq subprocess, and,
finally, a short presentation of the case study that
section 3 is based on (see (Gutiérrez, Fernandez-
Medina et al. 2005)) for more details on the case
study’s context); ii) in section 3, we will explain
how we have adopted Magerit2 methodology when
performing the tasks related to risk analysis defined
by the WSSecReq subprocess; iii) in section 4, final
conclusions are stated.
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PWSSec Process
Sub-process P1 — WSSecReq
Activity Al.1: Elicitation

Task T1.1.1: Decide granularity level and identify the fragment of functional software whose security will be

analyzed

Task T1.1.2: Identify the IBM WS-based business pattern.

Task T1.1.3: Identify the IBM WS-based application pattern.

Task T1.1.4: Identify possible business threats.

Task T1.1.5: Identify possible application threats.
Task T1.1.6: Relate business and application threats.

Task T1.1.7: Identify and assess threats.

Task T1.1.8: Identify type of attackers and their possible types of attack.

Task T1.1.9: Assess impact of attacks.

Task T1.1.10: Estimate and prioritize security risks.

Task T1.1.11: Determine the behaviour the system should have for each attack.

Task T1.1.12: Identify security sub-factors.
Task T1.1.13: Specify security requirements.
Activity A1.2: Analysis
Activity A1.3: Specification

Activity Al1.4: Verification and Validation

Figure 1: Activities and taks of the WSSecReq subprocess.

2 BACKGROUND
2.1 PWSSec Overview

The PWSSec process specifies how to define
security requirements for WS-based systems,
describes a security services-based reference
security architecture and explains how to instantiate
it to obtain concrete security architecture based on
the current WS security standards (Gutiérrez,
Ferndndez-Medina et al. 2005).  PWSSec process
is structured in three sub-processes which describe
their inputs, outputs, activities, actors and
sometimes, guides, best practices, tools and
techniques that complement, improve and facilitate
the set of activities and tasks developed within these
stages. WSSecReq sub-process’s main purpose is to
produce, by means of a systematic approach, a
specification (or a part of it) of the security
requirements of the WS-based system. WSSecArch
sub-process is aimed at allocating the security
requirements specified in the previous section to a
WS-based security architecture. This security
architecture will be equipped with the necessary
security policies and architectural mechanisms to
achieve the considered security requirements.
WSSecTech subprocess’s main objective is to
identify the set of WS-based security standards that
will  implement the architectural security
mechanisms identified in the previous stage.

426

2.2 WSSecReq Overview

The main purpose of this subprocess is to produce a
specification (or a part of it) of the security
requirements of the target WS-based system. Its
input is composed by a specification of the scope
that we want to comprise during the current
iteration, the business and security goals defined for
the system as well as the part of the organizational
security policy that we estimate that may impact on
the system design. The output is basically formed
by: i) A threat attack tree (Schneier 1999) associated
with the WS business and application pattern
(Endrei, Ang et al. 2004) identified within the
analyzed functionality; ii) Every built attack tree’s
leaf will show a threat (WS-I 2005) that can refined
by a set of attack scenarios, defined as misuse cases
according to (Alexander 2003; Sindre and Opdahl
2005), organized into attack profiles (Moore, Ellison
et al. 2001), and represented according to the
Quality of Service UML profile (OMG 2004); ii)
every misuse case must have related a set of security
use cases, according to Donald G. Firesmith
(Firesmith 2003), that state how the system should
respond to the associated misuse case; iii) A formal
specification of the security requirements for the
scope of the system based on SIREN (Toval, Nicolas
et al. 2001) (Gutiérrez, Fernandez-Medina et al.
2005). These requirements will have been derived
after instantiating the WS security requirements
templates associated with every security use case.
This subprocess defines 4 main activities:
Elicitiation, Analysis, Specification and
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Threat Tree derived of the IBM WS Application Pattern Exposed Direct Connection

ID: A3Ap-CED-1

Goal: 1. Cause damage on the elements defined in the IBM WS Application Pattern named Exposed Direct
Connection when applied to the WS-BTS system.

1.1.1 Threat WS-BTSConsumer/WS-BTSProvider
1.1.1.1 Intentional Threats
1.1.1.1.1 Principal Spoofing of WS-BTSConsumer/WS-BTSProvider
1.1.1.1.1.1 Integrity
1.1.1.1.1.2 Confidentiality
1.1.1.1.1.3 Service’s User Authentication
1.1.1.1.1.4 Message Origin Authentication
1.1.1.1.2 Manipulation of Configuration of WS-BTSConsumer/WS-BTSProvider
1.1.1.1.2.1 Integrity
.1.1.1.2.2 Confidentiality
.1.1.1.2.3 Service’s User Authentication
1.1.1.1.2.4 Message Origin Authentication
1.1.1.1.2.5 Service Traceability
1.1.1.1.2.6 Message Traceability
1.1.1.1.3 Denial-of-Service to WS-BTSConsumer/WS-BTSProvider
1.1.1.1.3.1 Availability
1.1.1.1.4 Privilege Abuse by WS-BTSConsumer/WS-BTSProvider
1.1.1.1.4.1 Integrity
1.1.1.1.4.2 Confidentiality
1.1.1.1.5 Unforeseen use of WS-BTSConsumer/WS-BTSProvider
1.1.1.1.5.1 Availability
1.1.1.1.6 Re-routing of messages to WS-BTSConsumer/WS-BTSProvider
1.1.1.1.6.1 Integrity
1.1.1.1.6.2 Confidentiality
1.1.1.1.6.3 Service’s User Authentication
1.1.1.1.6.4 Message Origin Authentication
1.1.1.1.7 Non-authorized Access
1.1.1.1.7.1 Integrity
1.1.1.1.7.2 Confidentiality
1.1.1.1.7.3 Message Origin Authentication

NN

1.2. Threat Network Zone
1.3. Threat Connection Rules

Figure 2: Threat Tree derived from the IBM WS Application Pattern Exposed Direct Connection— View of threats on the

existing run-time software systems.

Validation and Verification. Here, we will focus
on the Elicitation activity (see (Gutiérrez,
Fernandez-Medina et al. 2005) for more details on
the others). The Elicitation activity will be
supported by a detailed study of security for each
WS business service identified and considered in the
current iteration. This activity is inspired in the risk
analysis and management process known as
Operationally ~ Critical  Attack, Asset, and
Vulnerability Evaluation ™ (OCTAVE) (Firesmith
2003). This activity defines a set of tasks that
support security risk analysis during elicitation of
security requirements. In this article we will show
how we have adopted Magerit2, a Common Criteria
Framework-compliant security risk analysis and
management methodology, developed by the
Spanish Public Administration.

2.3 Case Study

In this article we present an actual case study that
was applied to a web services-based system known
as WS-BTS (Web Services-based Bank Transfer
System). This system’s objective was the sale of
certain products chosen by purchasers through a
Web application. Payments are made from
purchaser’s bank account which is associated with
the bank account of the sales organization (hereafter
SalesOrg). This use case was developed as a WS-

based system and consists of two types of WS-based
agents: (1) a WS consumer agent, belonging to
SalesOrg, who will be referred to as WS-
BTSConsumer (Web services-based Bank Transfer
System Consumer) and (2) the WS provider agent of
the bank service (hereafter BankOrg) that will be
referred to as WS-BTSProvider (Web services-based
Bank Transfer System Provider). These agents
interact in order to fulfil a business workflow called
BTS (Bank Transfer System), whose objective is to
assist the final customer during its payment so
purchase is facilitated. This use case is achieved by a
three-step protocol carried out by the WS-
BTSConsumer and WS-BTSProvider web services
agents as described in (Gutiérrez, Ferndndez-Medina
et al. 2005). In this article we illustrate how risk
analysis was made as part of applying the
WSSecReq subprocess on this case study.

3 RISK ANALYSIS IN WS-BASED
SYSTEMS

In this section, we’ll show how WSSecReq’s tasks
were carried out during the aforementioned case
study. Concretely, we’ll focus on risk analysis-
related tasks. That is, tasks from T1.1.4 to T1.1.10
(see high-lighted tasks in Figure 1). In tasks T1.1.1-
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T1.1.3, business and application IBM WS-based
architectural patterns were identified (Endrei, Ang et
al. 2004). The novelty of our approach resides in
showing how a risk analysis method conformed to
the Common Criteria Framework was integrated into
PWSSec in such a way that security requirements
and security engineering disciplines for Web
services-based system were successfully aligned,
integrated and developed. Few previous approaches
have been proposed on the subject of applying
security risk analysis in WS-based development
processes up until now. The problem with them is
that they explain how this subject from a very
abstract level of detail (Christopher Steel 2005). In
this paper, we provide a reusable, real and practical
solution on this area showing how we adjusted
Magerit2 to security analysis-related tasks of
PWSSec.

3.1 Al.l. Elicitation - T1.1.4:
Identify Possible Business
Threats

Rigorous risk analysis relies on an understanding of
business impacts, which requires an understanding
of laws and regulations as well as the business
model supported by the software (Verdon and
McGraw 2004). The main purpose of this task is,
from the business-level description elaborated
during task T1.1.2, to define the set of potential
business-level threats that applies to the system
under development. We’ve associated an abstract
business threat tree to every IBM WS business
(Endrei, Ang et al. 2004; Gutiérrez, Fernandez-
Medina et al. 2005). This way, once the WS
business pattern has been identified its potential
threats are systematically discovered. These threats
are organized in a tree-like form (Moore, Ellison et
al. 2001). This task’s output is a Business Threat
Model containing the description of the identified
threats organized in the business threat tree. The
chosen notational language representation is based
on the Quality-of-Service UML Profile (OMG
2004).

3.2 Al.l. Elicitation - T1.1.5:
Identify Possible Application
Threats

Risk analysis on modern distributed paradigms such
as WS, requires a functional decomposition of the
application into major components, processes, data
stores, and data communication flows, mapped
against the environment across which the software
will be deployed (Verdon and McGraw 2004). In
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this task, the application-level threat tree, which
provides such a functional decomposition, will be
created based on the IBM WS-based application
pattern identified during task T1.1.3 (see Figure 2).
The set of IBM WS application patterns and their
associated abstract threat trees are part of the WS
Security E&A (Elicitation and Analysis) Resources
Repository of WSSecReq subprocess (Gutiérrez,
Fernandez-Medina et al. 2005). In Figure 2, the
fragment of the application threat tree that unfolds
branch 1.1 is presented. Under this branch, the set of
threats to be considered on WS agents that
participate in the WS-BTS system: Agent WS-
BTSConsumer (WS-BTSC) and agent WS-
BTSProvider (WS-BTSP) are organized according
to their types. The set of threats on the network
organized under branch 1.2 and 1.3 are omitted due
to space-limits. These threats have been extracted
from the catalogue of threats defined in Magerit2.
Under branch 1.4 the set of threats to be considered
on the WS-based interactions is presented. Here, the
division proposed by the abstract threat tree is based
on the set of threats on the messages of each one of
the interactions that support the functionality whose
security is under analysis (threats have been
extracted from (WS-I 2005) and (Crespo, Gomez et
al. 2005)). This task’s output is an Application
Threat Model. The description of these threats will
give place to a threat model at the application level
that will mainly contain: i) An application threat tree
specific for the system under analysis; ii)) UML QoS
model of threats and assets (OMG 2004).

3.3 Al.l. Elicitation - T1.1.7: Threat
Assessment

Task T1.1.7 of WSSecReq is completed by applying
the following Magerit2’s steps: i) Identification of
Assets: According to the application threat tree, and
just focusing on threats on the interactions, the
lowest level assets (those whose risk depends on
higher-level assets) are TNT message (for the
developed branch), TTR Message, TTR Response
Message, RNP Message and RNP Response
Message as well as WS-BTSP and WS-BTSC
agents; ii) Definition of the Dependency Matrix of
Assets: Every (business/application) abstract threat
tree has predefined its own template for its
corresponding asset dependency matrix within the
WS  Security E&A  Resources ~WSSecReq’s
repository. The asset dependency matrix allows the
establishment of dependencies between branches
representing assets of the threat tree. The types of
assets considered in a WS context are: a) Web
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Table 1: View of the Risk Map showing degradation ratio, accumulated impact and risk of the WS-BTSC asset. Column F
represents Frequency of the threat.

Security Dimensions
(I=Integrity, C=Confidentiality, A=Availability, S_A=Service’s User Authentication,
M_A=Message Origin Authentication, S_T=Service Traceability, M_T=Message Traceability)
Asset Threat F I C D A S A M TS T D

WS- L1L1LLI 5 | 50%[3] {3} 50% [4] {4} 100%[4] {4} 100% [6] {6}
BTSC 1.1.1.1.1.2 5 | 60%[4] {4} 5% [0] {0} 10% [0] {0} 10% [0] {0} 0% [0] {0} 0% [0] {0}

1.1.1.1.1.3 5 10%[0] {0}

1.1.1.1.1.4 5 | o107 {0} 0% [0] {0}

1.1.1.1.1.5 5 0%[0] {0}

111116 | 5 | 10%70] {0} 5% [0] {0} 5% [0] {0} 5% [0] {0}

1.1.1.1.1.7 5 0

111118 5 | 100%[7] {7} 10% [0] {0} 60% [3] {3}

Services: The purpose of the WS-BTS system is to
offer a service; b) WS agent: From

Magerit2’s viewpoint, we consider it as software
applications; c) Messages: access to data (messages)
is made through WS agents; d) Volatile/Persistent
Structured Storage Services (Databases, directory
services, etc.): It is the base from which certain
messages are created (outgoing messages) and
where the results of processing other messages are
stored  (incoming  messages); i) Threat
Characterization: Threat characterization consists
of determining the likelier threats for each one of the
assets and represents them in a System’s Risk Map.
In our case, this step was straightforward since we
just needed to add two new metrics to the
application threat tree: Frequency of Threat
Occurrence and Asset Degradation Ratio. The
Frequency of Occurrence Threat’s value will be
valued during task T1.1.8, when all types of attacks
for each threat are identified and when the highest
frequency of occurrence due to those attacks is
obtained. The asset degradation’s value will be
determined during task T1.1.9 as part of the
calculation of the threat impact. In Table 1, the final
Risk Map (resulting of task T1.1.10) which includes
the set of identified assets is presented. As output
product of this task the Threat Assessment, an
Assessed Global Threat Model consisting of the
aggregation of the security analysis made to the
Global Threat Model is obtained.

3.4 Al.l. Elicitation - T1.1.8:
Identify the Type of Attackers
and their Possible Types of
Attacks

The next step will consist of refining the leaf-nodes
of the threat tree, i.e. further specification of the

threats by means of concrete attacks. Towards this
ends, use will be made of the concept of attack
profile described in (Moore, Ellison et al. 2001). We
use misuse cases in (Sindre and Opdahl 2005) to
defining the sequences of steps which state the
achievement of successful attacks on the system. An
attack profile contains a set of abstract misuse cases
that apply to a reference model defined within the
profile (in our case the IBM WS-based Application
Pattern). Therefore, interactions in every WS-based
application pattern have one attack profile related.
Every WS-based application pattern has one or more
attack profiles related to it which state the potential
attacks that could be targeted at them.

We complete the Assessed Global Model of
Threats with the characterization and frequency of
the attacks that materialize every threat thereby
obtaining the Global Model of Threats and Attacks.

3.5 Al.l. Elicitation - T1.1.9: Assess
Impact of Attacks

In Magerit2 terms, this task will consist of
completing the Risk Map by assigning the value of
degradation on assets as a consequence of threats’
materialization. In addition, the Risk Map is
completed by incorporating an additional value that
represents the accumulated impact on every high-
level asset (WS-BTSProvider/WS-BTSConsumer)
and the repercussed impact on every low-level asset
(WS messages). As output of this task we obtain the
Assessed Global Model of Threats and Attacks
completed with the Risk Map.
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3.6 Al.l. Elicitation - T1.1.10:
Assess and Prioritize Security
Risks

Finally, we estimate and prioritize the risk
completing the Assessed Global Model of Threats
and Attacks. In the case of Magerit2, risk is
computed as a function of the impact and frequency
of the threats. Table 1 shows the computed risks for
every threat and asset and its security dimension.
These risks will guide and provide a basis for the
development of the following tasks defined within
the WSSecReq sub-process. These tasks basically
consist of identifying the expected behaviour of the
system for every attack (task T1.1.11) and eliciting
the security requirement (task T1.1.12). Risks on
every asset will guide what and how resources
should be planned during security architecture
development (in WSSecArch sub-process).

4 CONCLUSIONS

In this paper, we have presented how Magerit2 can
be adapted in the context of the PWSSec process
during elicitation of security requirements within
WS-based systems. This presentation has been
complemented with a demonstration of the
application of the WSSecReq subprocess, one of the
sub-processess defined by the PWSSec process to a
real case study.
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