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Message from the Organizing Committee

Smw.mammmﬂnmmm have for over two decades been

core research aneas i the field of IT Secwity. Recent stralegic research focl, especially in the
Europaan Union, have renewed the interest in the area and are setting the stage for very interesting and
challenging developmants, in areas ranging from the use of IT for increasing security in general, 1o the
security of critical IT infrasiructures and legal, economic and social issues, That is why ARES 2007, Bka
ARES 2008 belore, is again designed to serve a8 a bridge and discussion forum for researchers and
practitioners,

We are therelone very pleased to have this conference for a second time organised in cooperation with
ENISA (The Europsan Network and Information Security Agency). ENISA supponis the idea of this
conference due to the urgent need of scientific research and the dissemination of new lechniques in
these areas.

We hope that this years ARES conference will again have a significant benefit for innovative applications
which have o consider the various dependability issues and furtharmone will build a platform for in-depth
discussions between resesrchers in the different areas of Depandabllity, such as Availability, Rekabisty,
and Security.

We have received 212 competed, on time submitted papers amongst over 250 abstract submissions from
43 countries for ARES 2007 and the Program Committes eventually salected 59 papers, making an
acceptance rate of 27 83 % of submitted papers.

Seven workshops are organised on special topics of ARES, i.e.-
Workshop “Dependability Aspects on Data Warshousing and Mining applications” (DAWAM 2007)
- Workshop “Dependabdlity and Security in e-Government” (DeSeGov 2007)
- Workshop “Foundations of Fault-tolerant Distributed Computing” (FOFDC 2007)
- Workshop "Secure Software Engineening” (SecSE 2007)

- Workshop “Modeling, Designing, and Testing Comect, Secure, and Dependable Event-Based
System” (EBITS 2007).

- Workshop “Advances in Informalion Secarity”™ (WALS 2007)
Yorkshop: Securty in E-Leaming (SEL 2007)



s an addiional featiare of ARES we have invited distinguished scientists for the International Symposium
on Frontiers in Avaiability, Refiability and Security (FARES) lo present and discuss apecial aspects
rolevant for fulure applications and ressarch. We would like 10 express our gratibude 1o all program
mm.mmmmmmmmmmmumm
mmmmmmh-mm.Mmmmmmmmsm
the high quakty of the submitted papers, tho reviewing, and (SCUssion Process Wwas an gxtraordinarily

chalianging task.

mmuwummmngmﬂwummmmmwﬂ
L _?ﬂ-m.“MMMMMﬂWHMﬂMM papers 1o
iheir contributions buslt the basis of this yesr's sxcellent lechnical program. Many thanks
90 10 Ms. Gabriela Wagner for her invaluable support with administrative issues.

Morman Revell, Middieses Unhrsity, United Kingoorm
Roland Wagner, Uiniversity of Ling, Austris

Honorary Co-Chairs

Ganther Pernul, Unfversily of Regensburg, Germany

Makoto Takizawa, Tokyo Denki Lindversity, Japan

Ganeral Co-Chairs

Gerald Quirchmayr, Lintversity of Southern Australa, Austria

AMin Tioa, Vienna Linfversity of Technology, Austria
Program Co-Chairs
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Abstract

Secwrtly represents o crucial aspect in the developmend
of Doty Warchouses (W5, zince they comiain
confidential dara. It becomes Dherefore necessary o
specify security ond awdi! reguirements for the
mudlticlimensional modelling. that cammol be direcily
transferred fo the relavioral model of the DW. The
stamdard framework for soffeare development Model
Driven Architeciure (MDA} allows ur fo define
iransiormaiiony  hetween  models by proparing
Ouery/View Transformations  (QVT). This proposal
allows the defimition of formal elegam  and
umequivocal  nmyfoemarions  berween Platform
Indeperndent Model (PIM) arnd Platform Specific Mode!
{PSAD. This paper employs (VT fo essablish a sef of
relatioons thoet  allows wx o ren securify
itfovmation embedded in the DW's mudtichmerrional
concepiial moded To a relational logioal scheme,

1. Introduction

Organizations began to adopt mofe and me
computerized information systems, which rely wpon
datshases and data warchouses (DWs) thal require
increasingly more quality and sccurity. DWs frequently
store historical and aggregated information, extracted
from multiple heterogeneons, ssionomous  and
distributed information sources; therefore, the very
survival of the organization depends on the appropriate

0-THGS5-2TT5-207 523,00 L2007 1IEEE

manipulation, secunty and
im formation [ 1]

Relevam literature on this subject oo
initiatives to inclide secusity in the DW
many of them being lml::dm:pﬂﬁ
o access control, multilevel seduity
datshases applications, conmencial 1o
etc. These proposals neither luh-'::
stages of the development 'E‘J'I:tt..ﬂ'
in multdimensional conceptaal 4

within DW projects. the secunify &
implemented in final phases nf&.p
information Socurily is & Serpous noges
must be carefully considered, net '_
aspect, but as an clement which e
m all stages of the development B
requirement  analysis 1o Empleme
maintenanee [7]. !

The new standard that luﬂ':n:l j
lifecyele of developing applications b
in software development ix ansisg: M
Architecture (MDA) [f]. MDA ':
presert standard for softwane develog
guided all the process by meas
transformations. Several proposals sppess
vears 1o cstablish MDA & il LRI |
consequence, 1n April 2002 the Object
Group (OMG) comsortium
Cuery/Views Transformatsons H.n:p:l.
{QVT RFP), an abempl to mhhﬁi
defines the way o cumy oul tranciorN



e have boen defined using Mels

panls thai irv to integrate
[10-13], bat all of
: l]i'mﬂ peceEs controd,
e distributed applscations,
DWs In [14]
_j‘_'t DA afienled framewark for
BWs, but they do not conisider
= In [15-17] the aathors
Fedilreencsls & the process of
deling, but still the transformation
ped mtd the development of the

ges & set of OVT ransformations
ure DWs and it can be scen as
erk described 1 [15-17). Owur
gh 2 secunty dala transformastson
'j il and logical levels of DW
"'1 y i§ cemtered only on PIM -
he mnplementation of the rubes
remains outside the scope

article & structared s follows,
" n spects related 1o the MDA
i tramshemations. A securc
"T MDA  (Secumre
DA} i mtrodacsd i section 3,
fecure Multidimensional Platform
CSMD  PIM), &
o Specific Model (SMD
T transformations among them.
" means of an example the
pelations, Finally, section 5 draws
w and outlines immediate future

Secure

ansformations QVT

e muan characteristics of
“rmsformations. For moee details,
-‘:i. 18],
- (MDA} 5 & new
e development that considers
ifasct MDA rehes on the
;' e (o scparale the
wtemn's eperations froem the details
I this way, MDA promotes the
Matform Independent Model (FIM)
& Hrmhm specific to the
gy msed 10 develop i, This
ped inio one or several Matform
Khls) by incloding platform and
dogy specific information. Lader,

each PSM is implemented mio code to be executed on
a platforny in order to obtain the fmal software product.
Is ordes to make the transformations from PIM to
PSM. we conssdered the QVT declarative [18]. OVT
offers two types of notathons (graphical and wextual) for
defining  transformations, A tansformation i
characterized by the following elements:

« Two or more domains: Each domam sdentifies a
candidate model (Le. the metamodels PIM or PSM),
and a corresponding =2l of clements defined by means
of patterns. A domain pattem can be considered a
ohject templaic. Their and associnfions mist
be located, modified, or created in a candadate model in
oeder 1o satisfy the relation,

= A relstion domaim: It specifies the type of relaion
between domams, and it can be marked bke checkomly
ilabeled with C) or like enforced (Iabeled with E). A
checkonly domam i verified 1o see if the model
contams a vahd ce that ssisfics the
relation. Meanwhile, i the cxse of an enforced
domain, when the domain pattern does not correspond,
the elements of ihe destmation model can be created,
dedeted or modified to satisfy the relation. In addition,
for each domain the name of the underlying metamoded
1% specified

« The when clause; specifics the condrrons that maist
be satisfied to execwte the transformabion (Le pre-
comditions).

« The where clause: specifics the conditsons that must
be satisfied by all model clements involved in the
relation (1., post-conditions)

« A transformation contaims two types of relations: top.
level amd mpon-top-level. The execution of a
transformation requires the fulfillment of all top-level
refations, whereas the non-iop-leve] relations  anc
required to be fulfilled only when they are very directly
or transitively invoked from the where clamse of
amother relation,

1. Secure Multidimensional MDA: SMD
MDA

The security and aodit rules specified at
conceptual  level in  the process of DW
multidimensional modeling cannot be  dwectly
represented in the relatioan] model [19], bur the
metamodel need 10 be previously adapled with
gecunty aspects; therefore we are confronted with a
semantic gap between the conceplual and logical
schemes [6] In this section we employ an MDA
approach to cover this semantic gap by means of
OVT tansformations. The subsections 3.1 and 3.2
introduce the terms Secure Mulidimensional PIM



(SMD PIM) and Secure Multidfimensional PSM
(SMID PSM) respectively,

The diagram present in Figure | illustrates a
reduced approximation of the Secuse Multidimenasonal
MDA architecture. On the left hand side the Secure
Multidimensional conceptual scheme, Le., SMD PIM,
= presented. By means of the ransformation T, we
obtain the relational logical scheme, fe.. SMD PEM,
represenied m the centre of Figure 1. I we choose a
SGBDY that tmplements security aspects, then SMD
PSM is transformed according to T- into code for the
target platform. This code 5 called ihe Secyre
Multidimensional Code (SMD Code). The Figure
illastrates how the security constraing defined by means
of Obypect  Constrams Language (OCL) [15]
(represenied as an UML note) is transformed from the
canceptual level to the bogical level by cmploying T,
and later tansformed im0 code with the T,
transfornialion,
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Figure 1. General transformation scheme

3.1. Definktion of the SMD PIM

The Unified Modeling Language (UML) profile
presented in [17] and called Secure Dats Warchouse
(SECDW), allows us o represent the main Seciarity
requirements for the conceptual modeling of DWs.
Figure 2 represents the SECDW metamodel, althoujh
#ome attfibutes were omined to make the metamodel
mare compechensible,

As sccurity roquirements are modeled in this PIM, it
i therefore demcminated as SMD PIM {Secure
Multsdmmensional PIM). The main charscienistics of
this metamode]l are  the many-to-many rclations
between facts and specific dimensions, degenerated
dimensions, the multiple classifications and the
alternative path of hierarchy, as well 53 non-sirict and
complete  hierarchics. The UserProfile metaclass
cofflains miormation on cach user's right of access 1o
the multidimensional moded,

Thie metamadid alse allows
Mam secufity aspects for th
modeling, For each clement o

act, sl
SDegenerateDimmsion, SFac
S50ID  and SDimcasionAt
miormation is defined by m
security  levels  (Securityles
calcgories {SecuringCompartm
roles (SecurityRoles), Additio
security  constraints  (SComse
security level and the rights
accede to certam  mforman
authcrizaton rule { Autharizatic
merdiction to specific use
mformation. The access type ¢
of cortzin attributes contained
fact can be captured m the
security rule | SccurityRule). If
information for which his ace
fact can be modeled with an
These restrictions are defined u
[20] and represented at model §

assocuated 1o the comesponding
More details on this profile ¢

Figure 2. SECOW Metamod:

3.2, Definition of the SMD P

A platform specific model (P
from the perspective of the platf
datahases and data  warchous
modehng provides the PIM, and
the PSM. In multidimensional
level is designed according 1o the
the SGBD (Relstional Online A
ROLAP,  Multidimensional
Processang, MOLAP or Hybric



HOLAR. Suill, Kimball [21] assues that
gmowe representation is oo relstional
u!-ﬂuhm

presents the SECRDYY metamods! that
T i:ﬁclullurﬁrihgu?‘f-h‘!.lnurddm
he security aspects 1 comprizes, it will be
' Hulid:m:rui-:-rulﬂvll’suu F5M)
ndel we can represend  Tables,

imary and foreign keys, ctc, The Schema

ey the secumity at el Bewel, The
poerty and  SecurityConstraint metaclasses
gd with the Table and Columa metaclasses
¥, aad they establish security for afiribules
I sddition SecurivConstramt allows us 1o
he constrinis | AudiBule, Authorization R ule
invRule) modeled through the UML notes in
W (SECDW) metamaodel, e, m PIM.
metaclasy specifies restnchions on
on cormespondang B0 B ST OF USCr

oL § lammrugany

e pp

"- i . -.h il v ::;:_
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1. SECDW Meatamodel for the SMDO PSM

VT transformations of the SMD PIM to

by presenting the main transformations to
some¢  top-level Type rolations.  The
33,1, 3.3.2 and 3.3.3 desnbe in detail
s are  defined  to  esiablish the
between SMD PIM and SMD PSM.
h:illnluutd by employing the graphical and
nwj-u_l by QVT. The attention will
m :-mm:jr and audil requimements in order o
'_ s ansformation more comprehensable.

64T

f earaiorrnalian ST To SRPL)SAE SECIW |

on relaton EhbeeSDE TF 2T REp}]

Figure 4. Textual notation for the SMDFIM to
SMDPSM transformation

Figure 4 employs the textual notation to cstablish
the main trunsformations, 1.e, the SMD PIM to SMD
PSM transformation. The keyword top preceding the
relations specifies that those relations will never be
mvoked by other relations  throughout  the
transformation. Each one of these relations has s own
when and where clauses comesponding pre and poss-
canditions to be atched.

1.%,1 The SFact to Table trapsformuation

Figare 5 illustrates the SFactTable relation in s
graphical notation. There is a wble corresponding 1o
SFact and having the same pame. This table has a
colzmn with a mame (gpecified in the where clause],
which ts also the primary key of the table. The secunty
dilammaiiar aproemte! sk gew! aabes ie the
SFact 1% wansformed intp objects associated 1o the
table. This security information is modeled ot logscal
level in the heading of the S5Fact table. The
SFAct2Table relation is sstisfied only when the
SocureDW2Schema  pre-condition s satisfied,
therefore ensuring that the table wall be contained m
Schema
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Figure 5. Transforming SFact into Table

The SFsct atirbutes together wath thewr secunty
information and constrains afe Hansfosmed according
o the SFactAtmbutedColumn (see Figure 6) or
SDegenerateDimensimnColumn relations, as if is the
cxse. [t should be nobed ihat the last relatson 1 never
invoked because the scheme stars are only consaderad
al lepical level [21). SFact contaims tagged values that
inherit secunty restrictions from SecureClass. These
sccurity  restictions  are transformed by
SFactConstrunt2SecurifyConstrami iy secunty
construmnds of the entire table (see Figure T), These
restiictions arc modeled using UML notes. In the
following subsections, the SFactAttribute2 Column and

SFactConstram25ccurityConstraint transformations
are described m detal,
332 The  SFaciAtiribute to0  Column

transformation

Figure & shows the graphical notaton for the
SFactAtmbute}Column relation. Each SFactAttribuate
inherits enformation and secunty restrictsons from the
SecureProperty class, as this contams the SConstraint
class. For ths reason  SFectArnbutelColumn
tramsforms nol only adtrebisles mto columns, bwig allso all
the associatod security information that SFAGAtribate
contains @ conceptual level. This mformation 15
modeled &t logical level next 1o cach column of the
tablc that repeesents the 5Fact, The relation that
appears as  post-condibon transforms  the  security
restrictions of cach SFoactAttribuie into sn obpect
associated 1o the comespondng column. This ohpect 15
modeled hke an UML note associated to ithe collumn. 1t
should be motod that the Function
SMDType2SRELTvpe{) cooverts a dats type of the

iniial metamodel (Le.
SECRDW).
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Figure 6. Transforming
Column

133, The SFactConstrainl 1o Se¢
tramsfsrmation

Let's assume that in m
SFactArtribute2 Cobumn r-:lmm.:llh :
where clause have been defined. Retan
content of the posi-comditions (hat &
SFactltable refation, we should now &
SConstraim2SecurinpConstraint s
T contains the graphical notation provids
somme  alttibales were omitied D @
comprehendssble.

SFace_praine

Figure 7. Graphical nolation 'j'
SFactConstraint into SecurityConsl
transformation



g Be SFaciConstraini2SecurttyConstraint
mgﬁdmhrwndﬂmﬂﬂﬁ:_.
e, AuthorizationRule or SecurityRule} a
poding  SecurityConstraimt  (that 1 1o =y
Senstruint. ARCemstraint o AURConstraint) of
repecsents the SFact bogical level,

[ SMD PSM w MSD  Code
ation

eode {5 obtained using Oracle %i like SGHD,

the design of secure databases and thesr
gniation  wath the component Omcle Label
fy (OLS) [22]. This compomen allows the
n of security in databases by n'ﬂu.:i

ey are called when an
y the secunity value of the label is defined
fing to the fulfiliment of certain conditun. SMD
hnm:un-ihundtnll'lnnd:gm:duhh
1-. o, bhecaise this code  implements
_rquil-:l.

pplving QOVT transformations — an

-

s section explains how the defined relations
Sied Considering for example that a hospitl
e 10 automate the process of patienl admission,
npe of information involved  rogquares

T LT

(et anbiyT Haler]

Phapl 5L = H el prag» W)
Thar T (D 5}

R
Adrminyion {840 5. TS; SR=
_ Fmaith, hadein)
EFA typr
ME A comt (B M)

Fiynﬁﬂwnmumnl:h:ﬁﬁﬂﬂw
metamodel, e, SMD FIM, 1o illustrate 3 part of the
data warchouse that is requited to answer the previous
problem. The following levels of secunty  are
emploved: o . decret, . The user
rales can be Health {including Doctor and Nurse) and
poHealth (mcluding the roles Adminmstrative and
Maintenance), The root of this hiearchy
Hmpiuﬂm;ﬂn}ﬁ.lnlhhwlhcmumegu-ﬁu
were not considered, The SFact Admission contains all
the individual patient admissions, and can be acceded
by users who have securify fevels secref of rapSecred
mdﬂarmhdrhimﬁwul-hhhrﬂt.m
SENmension Patient contains information regarding the
hmpihipnlmmdmhcmdﬂdhyiﬂm:um
whio possess the secnef security level and play Secunty
coles. The SBase City contains information about
cites, and i1 allows us to form groups of patsents by
cities,

In esch Admission instance the securty level -
labeled as SL. — can depend on the amribute cosr that
indicates the price of the admission service. Thid
restriction is specified by means of a SecurifyRule. The
application of the main transformatios (sce Figurs 4} m
the case of this example begins with the application of
the SecureDW2Schema relation that transforms the
package Hospital into schema Admission, 31 the same
time defining the gged  values The
UserProfile2R UserProfile  relation  guaramiecs that
Schema contains a table whose columns correspond to
the attributes of the UscrProfile class. Figure 9
illusrates the resull of applying the SFactITable
relation. The SFact Admission is transformed mto the
& Admission table, which contains 4s primary key the

salare . 1) ol pune Mumber and the SLand SR objects

ﬂmspmifjihtmmuilhm:mlulhlsw
of information,

The SFactAtribute2Column relatvon appears in the
where clause of the SFoct2Schema relatson. Thi
relation  transforms  the  attributes of the SFact
Admission into columas of the Admission table; a5 you
can soc in Figure 9.
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Figure 5. Transforming SFact into Table

If we continue with the relations that Appesr in
the where clanse of the SFact2Table, we should now
apply  the SFactConstraint2 SecurityConsiramt
relation. Figure 10 presenis a securityRule being
wransformed into an ARConstraint associated with
the Admistion tmble. I s w be noted the
representation of the access levels previously
transformed by means of SFact2Table in the tablc
heading. Stwrting from Figare 10, it is now easy to
obitain code for a secure platform like OLS [22].
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Figure 10. SFaciConstraint2SecurityConstraint
Transformation

3. Conclusions and Future Work

This article has presented & st of MDA
transformations  emploving  standard OVT 1o
transform a multidimensional conceptual model into
8 secure  relationsl  logical scheme.  These
transformations, together with the definitions of o
PIM and of a Secure Multidimensional PSM (SMD
PIM, SMD PSM) allow us 1o define a Secure
Multidimensional MDA architecture. The greatest
contribution of this work is thai all the security and
sudit requirements are modeled at concepiual level
from early development stnges and through the

transformiations they get nearer o the 4
therefore the time and effort imvesied
development of DWs are shoriened,
rules are closer to the end user and llir
obtain therr comresponding code for 8 I
platform. Our immediste future
#udying the possibility 1o represent by mess
cases the security requirements of a DW, i)
a secure Computation Independent Model (0
to  establish  secure CIM - e
transformations. Our long term imtentioes
stody the possibility of implemesting
incleding the SMD PIM, the SMD PSM, 4
transformations and the code peneration proes
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