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410 A. Rodriguez, E. Ferndndez-Medina, and M. Piattini

Hodel Driven Arc e it P !
tr Propesa

Fig. 1. An overview of our proposal

rn@wz _MMM_HMM Eo_.ﬁwm we found that use cases (or misuse cases) [1, 5, 10, 16, 20], have
capture security requirements. However, unlike ir proposal, the

. : . s our
not _Q:QQG derived from BPMN-BPD security specifications. proposal, (hey are
. h%n-ﬂﬂ. sﬂ:@ to the m:&ﬁ:.ﬂi of use cases from BP specifications, we have
disco ,“nﬂ d wﬁ in :.E. the possibility of obtaining use cases from a BP mvmnmmom:c:
e _m ! m.vmz 1s mxmm%aa. and in [11], the automatic attainment of UML
arifac Eoom.ww\_ 7% Hawmm__,mm.cw: that was made using BPMN is proposed. The authors

0 add information about the sequence and the in !
€ : put and output
M%%Mw ,__“”wm mm_wém them to apply rules from which use cases, state diagrams, mnazoﬁwwo
ind <ol ?MMMMM,“ are .NMNE,H.@M. In [21], a transformation which was made from a
scribed with UML 2.0 Activity Diagrams t i
el o Al e w. grams to use cases is stated and
\ ) ned from business process model
represented by activity diagrams. Our i e works i that: ()
: . proposal differs to the abo i (i
the business process specification i i i we have nsed
includes security requirements, (ii
the QVT for the specification of th i | e bave e ihe
. . e transformations, and (i

resulting artifacts to a software development process, () e have relaed the

3 Security in Business Process

MMUM MMMMMM ms._w_om mmm_nm,ﬁﬁa. S.M#n specification of security requirements in business
. .7, 8, coincide in the idea that it is nece i
of view of the business ex i e e
liew . pert with regard to securit i
specifications within the software development process fite and (o include fhese
0 >~.W=E.omo=r security Eaz:oaoa.m are easy for business analysts to identify because:
O siness process representatien has improved in BPMN, (ii) the security
mnm“maﬁﬂmmzh MM:MM Wo rmdwm. ﬁ_ww mEMn basic kinds of valuable and potentially vulnerable
3 . empirical studies show that it is common at the busi
iness process
_QM_ for customers and end users to be able to express their security needs {1 B@ ’
- Mﬂmn:%:%, we have mﬁn.ao.moroa the problem of including security requirements
i pus ss processes by @xam:&:.m the BPMN-BPD. The proposed extension, which
e ave om:_on_ w.m.m.nn. .nozmaonm the graphical representation of mmn_iﬁ
LH rements; a non-limited list, taken from the taxonomy proposed in [6]
. MM our m:.ovomm_ we ._.Ee.m used a padlock (see Figure 2a), standard de facto, to
Sw: %QM,. omnnnm.:@ _.om”w_.mam:a. The same symbol, the padlock, but with a :&mﬁm
igure is used to represent a Security Re i i i
: . . uirement t
Register, The set of security requirements are shown in EM:R % e it Aud

Towards CIM to PIM Transformation 411

a B 28 8 B &5 5

Security Audit ACCess Attack Harm . Hon .
Integnity Repudiation Privacy

Requirement {(a) Register (1) Control Detection

Fig. 2. cons to represent security requirements in BPSec

4 Rules and Checklists to Obtain Use Cases from an SBP Model

ocess, built by a business analyst, is also very useful in a software
ss since it can be used to obtain numerous kinds of system
s and security use cases are derived from the SBP specification
ing a set of QVT rules, checklists and refinement rules,
The QVT rules are orientated towards identifying actors and related use cases
from Pools, Lanes, Groups, Activities, and security requirement specifications. In

Table 1, rules expressed in textual QVT are described.

A business pr
construction proce:
requirements. Use case
using BPMN-BPD by apply

Table 1. Mapping between BPMN-BPD and Use Case elements

on wﬁwwﬂonlMHOno-uannﬂnluauonnnOUwuhHll

transformati
// Erom Fool to Actor

top relation Rl

{
checkonly domain glm:mwdmmmﬁnonmmmum&nng p:Pocl (name=n}

enforce domain uml_DseCaseDiagran a:Actor (name=n}
whera [ ap.containediode 2> mo-...u.ﬁ.ﬁnﬂ;nnu.iwniwﬁn:v". }

]
top relation R2 /f from Lane to Ac¢tor

{ - .
checkonly domsin Uﬂsnlwﬁmwﬂmmmmuﬂonmmmm.vw@ﬂ.w!‘“_."r.mnm {name=n}
enforce domain E_pwlcmmowmmu.vwaﬂw;.m..v.o.nn_n.;wsmnbv T

- where { mu.noﬂnnwummzn&m. - monwwwﬁnunwonﬁwwnw._mban":_ ]

}
rop relation R3 // from Group to Actor

{
checkonly demain cvqﬁlm:m.vnmmmm.nonmmmbw.w@nwa g :Group (name=n}
enforce domain uml_[iseCaseDiagram a:Actor [name=n}
where { mu.nosﬂmwﬁm%o&m e d nOHE.HHnn"bnnwﬁwnimp_nav }

1
relation R4 // from AC

{

tivities to UzeCase

=n, inPartition=ap]

omain vvﬁﬂlwﬁwnmmmwﬂonmm.muwwmﬂwa ac:Activity (name:
ACTORS: Set({Actor)};

eCaseDiagram uc:UseCase {name=a, subject=
namé=ap.name}) 1-

checkonly d
enforce domain uml Us
where [ ACTORS*including- {ashctor{

1 . .
transformation BPSec2UseCasaDiagran
top velation RS // from Security Requirement to subjeckt

i
rityRequirement { requirementtype=n}

chackonly domain bpsec_BPSec sr:Secu
clasifier [name=n]}

enforce domain uml_UseCageDiagram c:

1
top relation R6

{.
checkenly demain bpsec_BPSec sr:SecuricyRequirement -
{name="“Security Staff"}

enforce domain uml_UseCasebiagram a:Actor

/7 from Security Requirement to subject

A set of checklists has been created through which to obtain the secority related
use cases. Each checklist contains a set of generic tasks that must be applied to a
specific SBP specification. A selection of these checklists is shown in Table 2.
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Patient Admission Privacy (ancnymity) in Patient
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Fig. 4. Patient Admission, Privacy, and Non Repudiation use cases specification

6 Conclusion

One means by which to confront the problem of security consists of i incorporating it
into the business process specifications at an carly stage. At this level, it is possible to
capture security requirements which take the business analysts’ viewpoint into
account. In previous works, we have proposed a BPSec extension through which it is
possible to specify security requirements at a high level of abstraction. Nevertheless,
it is necessary to enable these specifications to form part of more concrete solutions.
With this purpose in mind, we have vsed the MDA focus and QVT rules to specify
the rules which allow us to pass from CIM to PIM. The result has been a set of UML
Use Cases which have been obtained from the SBP specification described with
BPMN-BPD.

Ongoing work is orientated towards enriching transformations in order to make it
possible to obtain more complete models of use cases. Furthermore, in our future
work we intend to optimize the prototype that we have created to carry out the
transformations.
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