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Abstract

The Internet has established itself as an environment for data administration, exchange and publication. A
great variety of Web applications have appeared to support this phenomenon. Amongst these applications,
Web portals are becoming an important means by which to access data. Many people need to use these
applications to obtain data for different purposes: to do their work, to make decisions, for their business, for
entertainment, etc. So, they need to assess the quality of data to ensure that what they have obtained is
suitable for their needs.

In recent years, several research projects have been conducted on the topic of Web Data Quality. There is,
however, still a lack of specific proposals for data quality in Web portals which take the data consumer’s
point of view into account. In this paper, we will introduce a data quality model for Web portals (PDQM).
This model focuses on the point of view of data consumers and uses a probabilistic approach (based on
Bayesian networks) for data quality evaluation.

Keywords: Data model, Data quality, Bayesian networks, Data quality assessment, Web portals.

Resumen

Hoy en dia, se considera que Internet es un ambiente para la administracion, intercambio y publicacion de
datos y para soportar este fenomeno ha surgido una gran variedad de aplicaciones Web. Entre ellas, los
portales Web se han posicionado como un importante medio para el acceso a datos. Diariamente, muchas
personas hacen uso de portales para obtener datos con distintos propositos: desarrollar su trabajo, tomar
decisiones, hacer negocios, por entretencion, etc. Por lo que, ellos necesitarian poder evaluar si esos datos
apropiados para el uso que desean darle. Es decir, necesitarian evaluar la calidad de los datos obtenidos.

En los ultimos afios, se han desarrollado diversos proyectos de investigacion en el area de calidad de datos
Web. Sin embargo, aun existe la necesidad de propuestas de modelos de calidad de datos especificas para
portales Web, y que, ademas, consideren el punto de vista de los consumidores de datos en la evaluacion de
la calidad de los datos. En este articulo, presentamos un modelo de evaluacion de la calidad de datos para
portales Web (PDQM), que se centra en el punto de vista de los consumidores de datos y que emplea un
enfoque probabilistico (basado de redes Bayesianas) para la evaluacion.

Palabras clave: Modelo de datos, Calidad de datos, Redes Bayesianas, Evaluacion de Calidad de datos,
Portales Web.



1 Introduction

Web portal is a site that aggregates information from multiple sources on the World Wide Web and
organizes this material in an easy user-friendly manner [33]. Over the past decade, the number of
organizations which own Web portals has grown dramatically. They have established portals to
complement, substitute or widen existing services to their clients [34]. Many people use data obtained from
Web portals to carry out their work, as well as to make decisions. Users or data consumers of Web portals
thus need to ensure that the data obtained from the portal are appropriate for the use they need.

In the relevant literature, the concept of Data Quality is often defined as “fitness for use”, i.e., the

ability of a data collection to meet users’ requirements [6, 30]. Another point to remember is that the terms
“data” and “information” are often used as synonyms [31] (as will be done in this work).
Research on DQ began in the context of information systems [18, 30] and has been extended to contexts
such as cooperative systems, data warehouses or e-commerce [1, 4, 15, 21, 36], amongst others. Due to the
particular characteristics of Web applications, the research community has begun to deal with the subject of
DQ on the Web [12].

It is the case though, that there are no works on DQ that address the particular context of Web
portals, in spite of the fact that some works do indeed highlight DQ as a relevant factor concerning the
quality of a portal [23, 34]. On the other hand, a few works in the DQ area, like [5, 6, 11, 14, 32], have
looked the DQ from the data consumers’ perspective. This perspective differs from the data producers’ and
data custodians’ perspectives in two important aspects [5]: (1) data consumers have no control over the
quality of available data and (2) the aim of consumers is to find data that match their personal needs, rather
than provide data that meet the needs of others.

Considering this shortcoming in the areas of DQ and Web portals, the aim of our research is to
achieve the development of a Data Quality Model for Web portals that focuses on the data consumer’s
perspective. In the first part of our work, a theoretical model, named PDQM(t), was defined [7]. This model
is composed of 33 DQ attributes that can be used to assess DQ in Web portals. In the second part, now in
progress, our aim is to convert this theoretical model into an operative one. In simple terms, this conversion
consists of the definition of a structure for organizing DQ attributes, along with the association of measures
and criteria for these. Taking into account the intrinsic subjectivity of the data consumer’s perspective and
the uncertainty inherent to quality perception [9], we have decided to use a probabilistic approach (based on
Bayesian networks and fuzzy logic), proposed in [20], to convert PDQM(t) into an operational model.

In this paper we will show the process developed for obtaining PDQM. The rest of the paper is
organized as follows. Section 2 gives a brief discussion of DQ in the Web context. In Section 3 we describe
the PDQM development process. The first part of this process and its results are summarized in Section 4.
The approach used, the phases composing the second part of this process and their results are described in
Section 5. Finally, Section 6 shows our conclusions.

2 Data Quality on the Web

Research on DQ began in the context of information systems [18, 30] and it has been extended to contexts
such as cooperative systems, data warehouses or e-commerce, amongst others. Due to the particular
characteristics of Web applications and their differences from traditional information systems, the research
community started to deal with the subject of DQ on the Web [12]. In fact, the nature of the Web has forced
us to pay attention to a series of typical issues of this context that can affect or influence DQ. The
identification of these issues and others justifies the creating of specific proposals to deal with DQ on the
Web.

Consequently, in the last few years frameworks and models to deal with DQ in different domains
in the Web context have been proposed (among them [1, 10, 13, 15, 16, 22, 24, 25]). We can make two
important observations concerning these works. Firstly, the frameworks proposed tackle different domains
on the Web. This reasserts the idea that DQ needs to be assessed within the context of data generation [17].
Secondly, for Web portals we have not found specific DQ frameworks/ models.

During the past decade, an increasing number of organizations have established Web portals to
complement, substitute or widen existing services to their clients. In general, portals provide users with
access to different data sources (providers) [19], as well as to on-line information and information-related
services [34].

In the same way, the amount of people that access these applications grows every day. They use
these applications for different purposes, from business to education or entertainment. In each case, people
need to perform operations related to data and they need data that are well-fitted to the use they wish to put



them to. For example, if the purpose is to obtain the cinema billboard to find out the schedule of the
movies, users will hope to receive the data that is suitable for programming what movie to watch and at
what time, according to their plans. So they need data to be valid, correct, believable, accessible, etc; that
is, they need data with quality.

DQ is a critical factor for the success of Web applications [28] nowadays. Web portals owners
must know the DQ needs of data consumers if they are to ensure their loyalty. These consumers need to be
assured that the data offered by a portal are appropriate for a given requirement. The challenge of our
research, then, is to develop a DQ model for Web portals that will meet these needs.

3 A Portal Data Quality Model (PDQM)

The development of PDQM was organized into two parts, as shown in Figure 1. The first part corresponds
to the theoretical definition of PDQM and meets the key aspects that represent the data consumer’s
perspective and the main characteristics of Web portals. It is composed of four phases. During the first
phase, we have recompiled the Web DQ attributes from the literature which we believe should be
applicable to Web portals. In the second phase we have built a matrix for the classification of the DQ
attributes obtained in the previous phase. In the third phase we have used the matrix obtained to analyse the
applicability of each Web DQ attribute to a Web portal. Finally, the fourth phase consisted in the validation
of the preliminary model. The result of this part was used as an input to the second one.

The second part consists of the transformation of the PDQM(t) into an operational model. To do
this, we have decided to use a probabilistic approach (discussed in section V). This second part is made up
of four phases. During the first phase, we defined the criterion for organizing the DQ attributes of PDQM.
In the second phase, we generated the graphical structure of PDQM (corresponding to the approach used).
In the third phase, we prepared our model for its subsequent use in an evaluation process. Finally, the
fourth phase corresponds to the validation of the model.

[ 1.- Identification of J [ 2.- Definition of a J

Web DQ attributes Classification Matrix

Wang & Strong
.- DQ Categories

1.- Definition of a criteria to }4—‘

organize the PDQM'’s attributes - - ----- DQ attributes
. Classified

3.- Classification of DQ
atributtes into the Matrix
4.- Validation

______ Graph of the
structure }‘ Bayesian Network|

3.- Preparatlon of PDQM to - -
DQassessment [T T"""~ Bayesian
l . Network

[ 2.- Definition of the PDQM’s

4.- Validation J‘/
@ Second part:
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Figure 1. The development process of PDQM.

4 The theoretical definition of PDQM

PDQM is a data quality model for Web portals which focuses on the data consumer’s perspective. For the

theoretical definition we have considered three key aspects:

e Data consumer’s perspective. This is represented in our model by the DQ expectations of the data
consumer on the Internet, proposed in [27]. These expectations are organized into six categories:
Privacy, Content, Quality of values, Presentation, Improvement, and Commitment.

o Web data quality attributes. Obtained from DQ frameworks proposed in the literature for different
domains in the Web context.

o Web portal functionalities. In our model, we used the functionalities that Collins proposes in [8] .
These functions are as follows: Data Points and Integration, Taxonomy, Search Capabilities, Help
Features, Content Management, Process and Action, Collaboration and Communication,
Personalization, Presentation, Administration, and Security.



Based on these aspects, we have developed the model following the four-phase process shown in Figure 1.
The theoretical model PDQM(t), made up of a set of 33 DQ attributes; see Table 1, was the end result of
this procedure. A more detailed description of the generation of PDQM(t) can be found in [7].

Attractiveness Documentation Customer Support
Accessibility Duplicates Reliability
Accuracy Ease of Operation Reputation
Amount of Data Expiration Response Time
Applicability Flexibility Security
Availability Interactivity Specialization
Believability Interpretability Timeliness
Completeness Novelty Traceability
Concise Representation Objectivity Understandability
Consistent Representation Organization Validity

Currency Relevancy Value added

Table 1. Data Quality Attributes into PDQM(t).

5 The operationalization of PDQM

If we aim to use PDQM in DQ evaluation processes, we need to convert the theoretical model into an
operational model. To do this, we have decided to use a probabilistic approach such as that proposed in
[20]. This approach involves Bayesian networks and Fuzzy logic. Bayesian networks (BN) model the
problems that involve uncertainty, and combine the advantages of an intuitive visual representation with a
sound mathematical basis on Bayesian probability [26]. Fuzzy logic provides an effective conceptual
framework for dealing with the problem of knowledge representation in an environment of uncertainty and
imprecision [35].

A BN is a directed acyclic graph, whose nodes are the uncertain variables and whose edges are the
causal or influential links between variables. A conditional probability function models the uncertain
relationship between each node and its parents [26]. In our context, BNs offer an interesting framework
with which it is possible to:

e Represent the interrelations among DQ attributes in an intuitive and explicit way by connecting
influencing factors to influenced ones.

e  Getround the problems of the uncertainty that comes from subjectivity.
e  Actually use the network obtained to predict/estimate the DQ of a portal.
e Isolate factors that are responsible for low DQ when that occurs.

Another interesting property of the Bayesian approach is the fact that it considers probability as a dynamic
entity that can be updated as more data arrive (self learning mechanism). New data may naturally improve
the degree of belief in certain propositions [2]. Consequently, a BN model is particularly adapted to the
changing domain of portals.

To convert PDQM into an operational model, we have developed the second part of the process,
shown in Figure 1.

5.1 Definition of a criterion to organize PDQM’s attributes

As explained in [26], a BN can be built starting from semantically meaningful units called network
fragments. A fragment is a set of related random variables that could be constructed and reasoned about
separately from other fragments. Thus, a first phase to build a BN for PDQM was to define a criterion that
allows us to organize the DQ attributes into a hierarchical structure, with the possibility of creating network
fragments.

We have used the conceptual DQ framework developed in [30] as a criterion for organizing the
DQ attributes of PDQM In our work, though, we have renamed and redefined the Accessibility category ,
calling it Operational category. The idea was to emphasize the importance of the role of systems, not only
with respect to accessibility and security, but also to aspects such as personalization, collaboration, etc.
Having done all this, and taking the definition of each DQ category into account, we have classified all DQ
attributes of PDQM into the categories seen below in Table 2. As a result of this, we have defined four
network fragments for PDQM, one per category.



DQ Category DQ Attributes

Intrinsic: It denotes that data have quality in their own right. Accuracy, Objectivity, Believability, Reputation,
Currency, Duplicates, Expiration, Traceability

Operational: It emphasizes the importance of the role of sys-
tems; that is, the system must be accessible but secure to allow
the personalization and collaboration among other aspects.

Accessibility, Security, Interactivity, Availability,
Customer support, Ease of operation, Response time

Contextual: It highlights the requirement which states that DQ | Applicability, Completeness, Flexibility, Novelty,
must be considered in the context of the task in hand. Reliability, Relevancy, Specialization, Timeliness,
Validity, Value-Added

Representational: It denotes that the system must present data| Interpretability, Understandability, Concise
in such a way as to be interpretable and easy to understand, as | Representation, Consistent Representation, Amount
well as concisely and consistently represented. of Data, Attractiveness, Documentation, Organization

Table 2. Organization of DQ Attributes of PDQM into four DQ Categories.

5.2 Definition of a structure for PDQM

To generate new levels in the BN, we have established relationships of direct influences between the
attributes in each category. Our aim was to determine which DQ attribute in a category has direct influence
on other attribute(s) in the same category, and eventually on attributes in other category. Each relationship
is supported by a premise that represents the direct influence between an attribute and its parent attribute.
As an example of how this works, Table 3 shows the relationships established in the DQ Representational.

Relation of Direct Influence . . . . .
Premise that supports the direct influence relationships

Level 2 Level 3
Concise } If data are compactly represented without superfluous elements
Representation then they will be better represented.
Consistent . If data are always presented in the same format, are compatible
Representation with previous data and consistent with other sources, then they will
P be better represented.
Interpretability If data are appropriately presented in language and units for users

capability then they will be understood better.

If the quantity or volume of data delivered by the portal is
appropriate then they will be understood better.

If data have useful documents with meta information then they will
be understood better.

Amount of data

Understandability
Documentation

If data are organized with a consistent combination of visual
settings then they will be understood better.

If data are organized with a consistent combination of visual
settings then they will be more attractive to data consumers.

Table 3. Relationships in the Representational DQ Category.

Organization

DQ Representational (Level 1)

Attractiveness Organization

Taking these relationships (in the four categories) as our basis, we have built the graph of the BN which
represents PDQM, see Figure 2.

Ease of

Operation

=

Traceability Support ¥ 2
@ Responss

Time 7

i Consist
2 Awailabil Consistent .
@ @ @ @ @ Availability @ Walue Added Regpresentation Undersian
Congise dabiity
Representation
@ DQ_Operational DQ_Contextual DQ_Representaticnal

Figure 2. Graph of the BN that represents the PDQM.




5.3 Preparation of DQ_Representational fragment for DQ assessment

Although our final objective is to create a comprehensive BN model for PDQM, taking advantage of the
possibility of working separately with each fragment in the BN, we have decided to start working with the
DQ_Representational fragment. Thus, in the remainder of this paper we will tackle only the definition of
the DQ_Representational fragment. However the activities developed to prepare this fragment will be the
same as those that will be used to prepare the rest of the fragment in the PDQM. To prepare the sub-
network for assessing the DQ, the following sub-phases were developed:

1) The creation of synthetic nodes to simplify the fragment if necessary, i.c., to reduce the number of
parents for each node.

2) The definition of quantifiable variables for the entry nodes (input nodes) in the fragment.

3) The definition of the Node Probability Table (NPT) for each node in the fragment.

Another consideration when developing this phase, applicable to sub-phase 3, was that the BN had to be
prepared to evaluate Web portals in specific domains, because data consumers can have different demands
and needs, depending on the particular portal domain [29]. In this case, we have selected the domain of
university Web portals.

5.8.1. Creation of synthetic nodes.

The original fragment had two nodes with four parents (Understandability and DQ_Representational) and
two synthetic nodes (Representation and Volume of Data) had to be created in order to reduce the
combinatory explosion in subsequent steps in the preparation of the NPTs. See in Figure 3 the graphs 1
and 2.
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Figure 3. Sub-network DQ_Representational.




582 Definition of quantifiable variables.

In this sub-phase measures for the quantifiable variables (input nodes) in the sub-network were defined. To
define and describe the measures in a more formal way, we have used the SMO (Software Measurement
Ontology) proposed in [3]. This ontology provides a set of common measurement concepts, among them
being: measure, scale, type of scale, unit of measurement, base measure, derived measure and indicator.

Thus we have defined an indicator for each input node in the fragment (see Figure 3, leaf nodes of
the graph 3). To calculate each indicator, we have defined several measures that will be automated and
calculated for a given portal. The indicators defined will take a numerical value from between 0 to 1. As the
number of possible values for each input node can be infinite, we have transformed them into discrete
variables. This is done to ease the definition of probabilities. According to [20], this transformation can be
achieved using fuzzy logic. Hence, we have defined for each indicator a membership function that
transforms the value of the indicator into a set of probabilities, each of them corresponding to a label/class.

To show how this process works, we next explain the definition of the LCsR (Level of Consistent
Representation) indicator, which generates a measure for the input node Concise Representation. The
measures selected for this attribute take as their focal point the consistency of the format and the
compatibility between the pages in the portal. This is not only because these aspects are more obvious for
data consumers when this attribute is evaluated, but also because they can be measured in an objective way.
We have defined measures based on the use of Style on the pages of the Web portal for this indicator, as
well as on the correspondence between a source page and the destination pages.

One type of correspondence measured, for instance, was if the text associated with a link was
repeated on a destination page. We have defined a set of base and derived measures to carry out that task.
Taking these measures as a starting point, we gone on to define their Analysis Model [3], which includes a
Formula that gives us a numerical value and a Decision Criteria in the form of a membership function; see
Table 4.

LCsR (Level of Consistent Representation)

Formula Decision Criteria
LCsR = PSSD*0.5 + SDCD*0.5
Derived Measures Low LT High

L E— ;
PSSD: Pages with the same Style \/ §
SDCD: Source and Destination . VAVAN

i
Correspondence 04 055 07

Table 4. Analysis model for LCsR indicator.

5.8.8. Definition of node probability tables

For each node in the BN, its probability distribution was defined. The node probability table for the input
nodes is derived directly from the value taken by the corresponding indicator. The intermediate nodes are
ones which are defined by their parents and they are not directly measurable. The definition of node
probability tables in our work was given on the basis of judgment afforded by experts, taking into account
the Web portal domain selected (University portals) as well. Following on with our example, in Table 5 we
can see the NPT for the Consistent Representation of the node.

LCsR Low Medium High
Bad 0.9 0.05 0.01
Medium 0.09 0.9 0.09
Good 0.01 0.05 0.9

Table 5. Node probability table for Consistent Representation

The process, then, is as follows. For a given University Web portal we calculate the PSSD and SDCD
measures associated with the indicator LCsR. When we apply the formula defined, we will obtain a value
between 0 and 1. Using the Decision Criteria, we will transform this value into a set of probabilities for the
labels “Low”, “Medium” and “High”. With this value, and using the probability table shown in Table 5, we
can derive the value of the Consistent Representation- for example, the probability of having a consistent



representation “Bad” when LCsR takes a “Low” value is the 0,9). So this is when we will have “evidence”
that will be propagated, via a causal link, to the child nodes of Consistent Representation- in this case the
node Representation (see Figure 3 graph 3).

This process is similar for the rest of the input nodes in the sub-network. In general, the idea is that
values for input nodes for a given Web portal are measured directly. These values are transformed into a set
of probabilities, each corresponding to a label/class. These probability values which are calculated for each
input node are known as “evidence”. This evidence propagates through the BN via causal links until the
level of representational DQ in the Web portal is obtained.

5.84. Validation of PDOM

Based on the measures defined for the fragment DQ Representational, we have development of a tool with
which to calculate this. The tool asks for the URL of a portal, downloads it and applies the defined
measures. The results are transformed and entered in the input nodes; after this, the BN generates the DQ
evaluation.

To validate PDQM, we conducted an experiment with which to obtain the judgments of a group of
data consumers about the DQ in a university Web portal. The idea was to compare their valuations with the
assessment made with PDQM for the same portal. As a result we have obtained the subject and PDQM
scores shown in Table 6.

Low Medium High
Subjects 0.17 0.68 0.16
PDQM Tool 0.18 0.58 0.24

Table 6. Results obtained in the Validation phase

As a conclusion of this validation, we can say, in general, that the results of PDQM are close to the
subject’s valuations. This is because with both evaluation methods we have obtained a Medium level for
the DQ Representational.

However, we can observe a significant difference between the scores for the medium and high
categories. We believe that the main reason for this is the extreme values obtained for some indicators and
thus, we must review their definitions and the form by which they are calculated. But this is not the only
reason. Together with the former problem, we believe that the design of the Web portal evaluated may also
influence this result. For example, in order to be able to calculate the Level of Amount of Data (LAD
indicator LAD in figure 3, graph 3), it is necessary to know the distribution of words per page. The
measured portal presents values for this measure which can be considered as outliers (they take extreme
values that do not follow a uniform distribution). Obviously, these values need to be removed from the
calculation of the measure. Because of this we are now refining the calculations made by the tool by
detecting and eliminating the outliers in our measures.

Of course we also need to repeat the validation process by including a great number of Web
portals, in order to be sure that the BN accurately estimates the Representational DQ of any portal.

6 Conclusions

In this paper we have presented the work we have done on the development of a DQ model for Web
portals. In our previous work we had defined a theoretical model. This is formed from a set of 33 DQ
attributes that can be used for DQ evaluation in Web portals. The selection of these attributes was guided
by the data consumer’s perspective. In the second part, we have begun the transformation of the theoretical
model into an operational one, using a probabilistic approach.

The choice of a probabilistic approach to generate the framework is motivated by the fact that by
using it we get around many problematic issues in quality assessment: threshold value definition, measure
combination and uncertainty.

This paper has described the process of preparation of a fragment of PDQM for its assessment in a
specific domain of a Web portal. Measures and distribution of probabilities have been defined.

The most important contribution of this work is the organization of the PDQM attributes into a BN
that represents a generic structure which can be adapted to both the goal and the context of evaluation.



Starting from the perspective of the goal, users can choose the fragment or sub-network that evaluates the
characteristics they are interested in. From the point of view of the context, the parameters (probabilities)
can be changed, in such a way as to consider the specific context of the evaluated portal.

As future work, we first plan to repeat the validation process in order to be sure that the BN
accurately estimates the Representational DQ of any portal. After this we will work to complete the
operationalization of the other fragments of PDQM.
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