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Preface

The 26th International Conference on Conceptual Modeling in Auckiand, New
Zealand, hosted six workshops which allowed participants to focus their pre-
sentations and discussions on advanced topics that cannot easily fit the general
conference scope.

Thirteen good quality proposals were received and nine were selected. Due
ta the similarity of their scope, two pairs were suggested to merge, leading to
seven proposals. One workshop attracted fewer submissions than expected, so
that its selected papers were integrated into the conference. Finally, six work-
shops were kept. Interestingly, four of them (FP-UML, ONISW, QoIS, SeCoGIS)
were a sequel of workshops that were held in the last few years, while two were
new (CMLSA, RIGIM), exhibiting both the maturity and the innovation of the
workshops.

Following the call for papers, we received 114 complete submissions, from
which 40 quality papers were selected, giving an acceptance rate of 35% (a fairly
standard score for workshops).

The following six workshops were organized:

Conceptual Modelling for Life Sciences Applications (CMLSA 2007}, chaired

by Yi-Ping Phoebe Chen and Sven Hartmann. This workshop addressed the

specific challenges posed by the large data volumes, the complexity and the
data and software heterogeneity involved by life science applications.

— Foundations and Practices of UML (FP-UML 2007), chaired by Juan
Trujillo and Jeffrey Parsons. The third edition of this workshop gathered
researchers and practitioners on topics related to data warehouses, security,
model transformation, state diagrams development and model quality.

— Ontologies and Information Systems for the Semantic Web (ONISW 2007),
chaired by Mathias Brochhausen, Martin Doerr and Hyoil Han. The sec-
ond edition of this workshop focused on the potential and actual roles of
ontologies in Web information systems. In particular, the papers addressed
ontology extraction from texts, ontology interoperability, automatic seman-
tic annotation and domain modeling.

- Quality of Information Systems (QoIS 2007), chaired by Samira Si-Said
Cherfi and Geert Poels. The papers of the third edition of this workshop
dealt with quality models, model understandability and (at last!) quality
assessment of scientific conferences.

— Requirements, Intentions and Goals in Conceptual Modeling (RIGIM 2007),
chaired by Colette Rolland and Eric Yu. The workshop goal was to ex-
plore the relations between requirements engineering and conceptual model-
ing. The selected papers particularly addressed such topics as model-driven
approaches, the use of i*, refinement of goal-based methodologies, elicitation
techniques and visualization.
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Model Driven Architecture Qur Proposal

ess Model

Fig. 1. Overview of our proposal

uses QVT rules, refinement rules and checklists. If Figure 1 is observed horizontally it
will be noted that there is a correspondence between the elements presented in our
proposal and the MDA models and UP disciplines. Thus, an SBP description
corresponds with a Computation Independent Model (CIM). Said model can be used
as a complement in the “Business Modeling” discipline of the UP. The Use Cases,
which form a part of a Platform Independent Model (PIM), will complement the
“Requirement” and “Analysis & Design” disciplines.

In related work dealing with security requirement elicitation methods we found in
[6] a comparative analysis of nine elicitation methods. The author has used the
following comparison criteria: adaptability, a computer-aided software engineering
(CASE)} tool, stakeholder acceptance, easy implementation, graphical output, quick
implementation, a shallow learning curve, high maturity and scalability. In [7] the
authors analyzed seven proposals orientated towards establishing  security
requirements in the development of an information System scope. The comparative
criteria are: degree of agility, help support, degree of integration with other sofrware
requirements, user friendliness and contributions of the proposal as regards security.
And finally, a comparative evaluation of three approaches: common criteria, misuse
cases and attack trees which take into account learnability, usability, solution
inclusiveness, clarity of output and analyzability criteria is carried out by [2].

However, none of the proposals for the acquisition of security requirements which
we have reviewed consider the acquisition of these requirements by using a business
process described with UML 2.0-AD as a starting point. Our proposal considers this
situation, and also the possibility of automatically obtaining other UML artifacts
which contain security requirements and which complement the traditional stages in a
software creation process.

3 M-BPSec: A Security Requirement Elicitation Method

In this section we show our proposal. a security requirements elicitation method (see
Figure 2). In Section 3.1 we shall describe the workers who participate in M-BPSec,
the tools and models which are used and the artifacts which are generated. The
Construction, Security requirement incorporation, Refining and Transformations
stages are described in Sections 3.2, 3.3, 3.4, and 3.5 respectively. Besides having
defined each stage of the M-BPSec, we have also used an example which allows us to
relate the workers, tools, models, and artifacts which form a part of each stage.

M-BPSec: A Method for Security Requirement Elicitation 109

Artifacts

Fig, 2. M-BPSec: A method for security requirement elicitation

3.1 Workers, Tool, Models and Artifacts

Two types of workers are involved in M-BPSec: business analysts and security
experts. The business analyst is responsible for the specifications related to the
business itself as well as for incorporating (from his/her point of view) security
requirements into the specifications by considering a high level of abstraction. The
Security expert: is the person responsible for refining the security specifications
indicated by the business analyst. Such refinement considers the verification of the
validity and the completeness of the specifications.

The Tool is the BPSec-Tool, which is used to design the SBP, to automatically
transform models and to update the data contained in the secure business process
repository, The BPSec-Tool was built by using a 3-tiered architecture to separate the
presentation, application, and storage components, using MS-Visio, C#, and MS-
Access technology respectively,

The Models employed are: (i) UML 2.0-AD, used for business process
specification; (ji) BPSec-Profile used for security requirement specification; (iii) a
Class Diagram and a Use Case Diagram, which both contain the specifications which
will be aytomatically obtained from the SBP specification.

The artifacts are: (i) a Business Process Model described with UML 2.0-AD in
which the business process is modelled without security requirernents; (ii) a Business
Process Model with Security Requirement and a Secure Business Process, both of
which are described with UML 2.0-AD and BPSec-Profile. The first of these
corresponds with a preliminary specification and the second corresponds with the
final specification; (iii) Secure Business Process Repository (see Figure 3) in which
the SBP, analysis-level class and use case are stored, and (iv) Analysis-Level Class
and Use Case, both of which are automatically created and contain security
specifications.

The repository contains information about the secure business process
specification. Information concerning the activity diagram, security requirements
specification, analysis-level classes and use cases are stored here. The repository is
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Fig. 5. Analysis-Level Class from Patient Admission

Access Control and Privacy
in Admission Accounting
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Fig. 4. Admission of Patients to a Medical Institution with security requirement

Nonrepudiation, should have was assigned to Access Control, and to Privacy
(confidentiality), and could have was assigned to Integrity (high).

The execution permission was assigned to Capture Insurance Information, Check
Clinical Data, Store Data, and Create Empty Clinical Data, The CheckExecution
permission was assigned to Fill out Cost information. And the Update permission was
assigned to Accounting Data.

3.5 Transformation Stage

Finally, in the Transformation stage, the analysis-level classes and use cases are
obtained and are stored in the repository. This stage does not require workers because
the artifacts and the repository are generated automatically,

Transformations to analysis-level classes, from CIM to PIM (C2P), require a set of
rules which have been specified in QVT language and also a set of refinement rules
[13]. For transformations to use cases (C2P) it is necessary to specify a set of QVT
rules, refinement rules and a checklist [14].

The result of the application of the QVT rules and the refinement rules in relation
to the attainment of analysis-level classes can be seen in Figure 5.

The use case model derived from the business process specifications for the
admission of patients (see F igure 6 on :..m.u _nmu_._m-»& m:.a the use case model n._mD<mQ Fig. 6. Patient Admission and Access Control/Privacy use case specification
from the Access Control and Privacy specification security requirements (see Figure 6
on the righ-hand) are graphically shown.
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