n:uCZ_Aﬁ.(_mlmm DT o Ina mﬁwu.mmﬁmﬂﬁ._.mnwmﬂ . m.ﬂmﬁwﬂmﬁ—. Qomﬂmnwm Amnm.v

Ina Schieferdecker -
Stephan Goericke {eds.)

Setting Quality Standards

Since 1997 the international “Confe ..
Quality Engineering in Scftware o ;
(CONQUEST) has gathered togethe
ware and quality engineering corn
discuss aspects of software quality
share experiences in industrial 4y -
projects.

ty

g Quali
Standards

The book constitutes a selection «f -
sented speeches and lectures 11
first-hand information on the prici-
application and ongoing develo,
methods and techniques znd pios
into real-life case studies along w

quality analysis and evaluation

Setting
Quality Standards

The proceedings of the CONQUIS T
include

* Processes

» Experience Reports

* Next Generation Testbed for 4.
* Engineering

» Testing

¢ Secure Software Development

* QA for Finance IT 11th International Conference on
+ Metrics

* Quality and Safety Quality Engineering in Software Technology
CONQUEST 2008 is organized byt 0 -

< Settin

Proceedings of the CONQUEST 2008

| Potsdam 2008
in cooperation with Fraunhofer fixo -
the German Society for Informdic-
kindly supported by the Minisuy
mics of Brandenburg, the netwoi s
rity and Safety made in Betl:
(SeSamBB), and the Zukun:itsAycrt
denburg (ZAB).

_IL dpunkt.verlag

ISBN 978-3-89864-567-6




we bungaqpad- pn

@IDSI) .J0SV) ZSereapundp

IMUASY) A3jjenD) 312myos |[eUONRUIBI| ~ {DS! Ag Pasiuebio s) 33uasaju0d ayy

8007 wepsiod
ABojouyda] aiemyos ui butisswbuz Ajend R o o
UO JDUIIBJUOD) [BUOIIRUWISIU| YI | | SEm.E:o,w:a_M%

8007 1SINDNOD @Yy} jo sbuipaadold S

bnquapueig-uriiag ul apeis AJoes pue Apsndag

:pjuieses

splepues
Ayjend bunas T e e

DINGNIANVRIG
ANV

<

&

{sp3) Iu200) ueydals - 12)22pIa3IYIS eu| - 1hq pavoddns Ajpupi




i5Ql - international Software Quality Institute
Am Weichselgraben 12- 91058 Erlangen - www.isqi.org

Ina Schieferdecker
ina.schieferdecker@fokus.fraunhofer.de

Stephan Goericke
stephan.goericke@isqi.org

Editor: Vanessa Wittmer

Copy-Editor: Julia Neumann, Prince George BC, Canada
Producer: Birgit Bauerlein

Cover Design: Helmut Kraus, www.exclam.de

Printer: Koninklijjke Wohrmann 8.V, Zutphen, Netherland

Bibliografische Information Der Deutschen Bibliothek
Die Deutsche Bibliothek verzeichnet diese Publikation in der Deutschen Nationalbibliografie;
detailierte bibliografische Daten sind im Internet liber <htip://dnb.ddb.de> abrufbar.

ISBN 978-3-89864-567-6

1st Edition

Copyright © 2008 dpunkt.verlag GmbH
RingstraBe 198

69115 Heidelberg

Germany

All product names and services identified throughout this book are trademarks or registered
traclernarks of their respective companies. They are used throughout this book in editorial fashion
only and for the benefit of such companies. No such uses, or the use of any trade name, is intended
to convey endorsement or other affiliation with the hook.

Mo part of the material protected by this copyright notice may be reproduced or utilized in any
form, electronic or mechanical, including photocopying, recording, or bay any information storage
and retrieval system, without written permission from the copyright owner.

543210

Greetings

Stel Pinhasov Beck
Commercial Attaché of the Embassy of Israel and
Director of the Israel Trade Center:

Shalom,

Dear Participants,
Welcome to this year’s CONQUEST in Potsdam with its special focus on Israel.

As the Fconomic Representative of the State of Israel in Germany, I am especially
pleased that Israel has been chosen to be iSQUs official partner country at
CONQUEST 2008.

This is a great opportunity to present Israel’s outstanding technologies to the
international software development community.

At the same time, this year’s CONQUEST offers an excellent platform to fur-
ther intensify the bilateral relations in the software and security sector between
Germany and Israel.

Istael’s software and security industries’ reputation as one of the most inno-
vative in the world and the enormous amount of requests to my office from
respective companies looking for business partners in Germany already give an
idea about the strong potential of future co-operation.
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Greetings

Forum will take place for the first time in Potsdam as an independent, but affili-
ated event of CONQUEST.

A variety of international speakers and participants will give you practical
and research insights into current and topical aspects of quality engineering. This
broad perspective will be presented by attendees from all over the world includ-
ing Europe, Asia and America. Our exhibition on recent methods, services and
tools will include 15 national and international companies from the software
quality field and will give you detailed insights into their tools and services.

[ wish us all a successful and enjoyable CONQUEST 2008.

Yours truly,
Ina Schieferdecker

Greetings

Stephan Goericke,
Director iSQl:

As the Director of the International Software Quality Institute, I’'m very pleased
to present this documentation issue for the CONQUEST 2008. Meanwhile, it’s
now the 11th time that software engineers from all over the world have accepted
iSQI’s invitation to come to be informed and to exchange information on the
topic of Software Quality Improvement. This year’s new topic concerns itself
with “security and safety” — on the one hand, the area of software development
and on the other, secure and safe software-based systems.

The 11th CONQUEST offers another novelty, about which I'm particularly
pleased. This year, Israel has become the partner country of the conference, to
commemorate the occasion of the 60th anniversary of the founding of the State
of Israel and the good business relations which iSQI has made in recent years in
the high-tech Mediterranean state. Many representatives of Israeli businesses and
institutions are involved in the CONQUEST 2008. It is an honour for us to be
able to further enhance business relationships and the transfer of knowledge
between the two countries. Only then can we reach our goal to better software
quality and institute better standards worldwide.

iSQI now supplies certification in over 40 countries, standards now exist in
the areas Software Test, TTCN-3, Software Architecture, Project Management,
Innovation Management, Configuration Management, Requirernents Engineer-
ing, the SPICE-Assessors Certification following iINTACS, IT Security Manage-
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Software Product Quality:
An Open Source Automated Measurement
Environment

M. Rodriguez Monje - J. Garzds Parra

Kybele Consulting, Madrid, Spain

M, Piattini Yelthuis
Departamento de Tecnologias y Sistemas de Informacion (UCLM}, Ciudad Real, Spain

Abstract

Establishing measurement systems is a basic piece of software guality
control, ever more so, given the current trend of “outsourcing” software
development, which is frequently carried out by external teams or soft-
ware factories. It also has to be remembered, thatto be efficient, a meas-
urement system of software product quality must bave a high automation
level, which allows it to be used frequently, without consuming excessive
time. In pursuit of such goals, we have designed KEMIS, a measurement
environment for software product quality based on open source tools,
KEMIS wuses software tools, such as Maven 2 and its measurement and
reporting plug-ins, which allow the automatic calculation of metrics, the
customization of results and the definition of the periodicity of measure-
ments, The chief goal of this paper is to describe the main characteristics
of KEMIS.

1 Introduction

Nowadays, organizations are very interested in getting competitive advantages
and are therefore investing in the automation of their business processes and in
developing new services based on software technology. All this requires an
increasing confidence in software products and a consideration of the strategic
role that these have in the organizations. This has meant that an increase in the
quantity of software products has become a vital necessity, as has quality control
of these.
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12207 and 15O 90003: implementation of ISO 9001 software. In addition, the
terminology and concepts of ISO/IEC 15939 are included in ISO/IEC 15288,
ISO/IEC 9126 and ISO/AEC 14598.

The ISOAEC 15939 standard was also used for the development of the
“Measurement and Analysis (MA) Process Area of CMMI [Chr 03]. The Meas-
urement and Analysis process area summarizes the activities needed to carry out
the measurement process and provides a methodology for assessing whether the
measurement process is carried out in accordance with the standard.

KEMIiS: Kybele Environment Measurement ._:n,.::m__.o: 90403

- PSM: Practical molni!.o Measurement

ISOAEC 15839, Softwame Engineenng - Software Meesurement Frocess

<y

ISOAEC 12207 .
. 1SO 90003: 2000
CMMI Measurement and Analysis  ISOAEC 15288

S 1SOAEC 9126
.|SOAEC 14598

Fig. 1 Measurement methodologies and standards

The approach for selecting and specifying metrics proposed by PSM is based on
the direct relationship between the information needs and the measures that sup-
port the information required.

For all these reasons, Kybele Consulting has identified PSM as a referral
process for completing the definition of the KEMIS infrastructure, considering all
those categories and metrics related to software quality and extending them with
the prior knowledge and results from previous projects.

Using PSM and Maven 2 [Mas 07] measurement plug-ins, KEMIS proposes
an adaptation which relates the merrics and indicators proposed by PSM to
results obtained by the execution of plug-ins. Section 4 presents some of these
metrics and indicators of product quality obtained by KEMIS.
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2.2 Measurement Automation

To achieve the second and third goals {to measure regularly and frequently and in
an automated way), KEMIS environment is based on' Maven 22, a software tool
for managing and understanding Java projects which through its measurement
plug-ins allows us to get a set of metrics automatically. In addition, Maven 2 is
based on the continuous integration concept [Fow 99] and, by using the Contin-
uum? tool, it allows the scheduling of the measurement process.

Moreover, our experience in quality audits shows that the implementation of
Maven 2, together with its measurement plug-ins, is ideal for conducting contin-
uous improvement and periodic quality control of each project. Figure 2 shows
that, when using Maven-based environments, the first time that project quality 13
assessed involves the greatest effort (execution in batch mode}, as compared to
other interactive environments.

F )
o .
(Y] hl 7 Maven with
B plugins
@
o
m Interactive
b= environments
i)
2 3
Times to evaluate the same project
Fig. 2 Evolution of Effort in assessing the quality of the same product

However, while when using interactive environments the effort in the measure-
ments following the initial one remains the same, the effort required when using
Maven to do the same measurements is virtually zero. Results are obtained auto-
matically, in spite of changes made in the project.

23 Display of Results

Once the quality measurement process has been automated, we must consider
another threat: automation can generate so much information in a short time
that sometimes this can be worse than not having information. That brings about

2 http://maven.apache.org/
3 hrpimaven.apache.orgfeontinuum/
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'CATEGORY ~ -~ '~ ' ‘| METRIC IDENTIFICATOR

UNNECESSARY CODE EmptyFinalizer (EF)
FinalizeOnlyCallsSuperFinalize (FOCSF)
UnusedPrivateField (UPF)

EmptyliStmt (EIS)

DOCUMENTATION JavadocMethod {(JDM)
JavadocStyle (JDS)
JavadocType (JDT)

PROGRAMMING STYLE | AssignmentinOperand (AIO)
ForLoopShouldBeWhileLoop (FLSBWL )
SwitchDensity {30)
VariableNamingConventions (VNC)

MAINTAINABILITY Excessivelmports {El)
AvoidDesplyNested|fStmis (ADNS)
ExcessiveMethodLength (EML)
ExcessiveParameteriist (EPL)

POSSIBLE ERRORS FinalizeOverloaded (FOL)
AvoidCallingFinalize (ACF)
NullAssignment (NA)
EmptyCatchBlock (ECB)

PERFORMANCE FinalFieldCouldBeStatic (FFCBS)
OptimizableToArrayCall {OTAC)
AvoidConcatenatingNonLiteralsInStringBuffer (ACNLISB)
Expiicitinitialization (El)

SOFTWARE QUALITY Non Commenting Source Statements (NCSS)
METRICS Javadoc lines {JDL)

Cyclomatic Complexity Nurmber (CCN)

Total number of dupiicate blocks (NDB)

Cycles (C)

Tab. 1 Categories and metrics obtained by means of measurement plug-ins

4.2 Indicators

Due to the large amount of information generated by measurement plug-ins and
the difficulty of managing such results as regards the way they are generated,
KEMIS has proposed and provided a set of reports that cover the main quality
indicators of the software product. These indicators are classified according to
PSM into the following categories:

Components

Lines of Code

Code Defects
Cyclomatic Complexity
Duplicate Code
Software Quality

Next, to give an example of how all this works, we take a look at some of these
indicators.
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Code Defects

Indicators of this category are used to provide a global perspective on the code
quality of the project under study in terms of the number of defects {being a
defect the failure to comply with an established rule). In this category the follow-
ing reports stand out:

Total defects in project source code. This indicator studies the total defects
found in the code of a project and also shows the variation in defects that the
project has undergone throughout the various measurements performed by
the user.

Projects that are above a certain threshold of defects. This indicator studies
those projects that exceed a certain number of total defects.

Changes in the density of defects detected in the code. This indicator studies
the project density of defects, linking the total defects to the total lines of code
(NCSS). Furthermore, it shows how the density of defects varies throughout
the various measurements,

Projects whose density of defects is above or below a threshold. This indica-
tor shows those projects which either do not meet or which exceed a certain
threshold specified by the user with respect to the value of the density of
defects.

Cyclomatic Complexity

Indicators of this category are used to provide a global perspective on the code
quality of the project under study in terms of Cyclomatic Complexity. The fol-
lowing reports will be available to this category:

Changes in the project Cyclomatic Complexity. This indicator studies the
project Cyclomatic Complexity. Furthermore, it also shows the variation in
Cyclomatic Complexity that the project has undergone over the various
measures made by the user.

Projects that do not meet or exceed a threshold value of total Cyclomatic
Complexity. This indicator lets us know those projects that have a total Cyc-
lomatic Complexity higher or lower than a specified limit.

Evolution of the average Cyclomatic Complexity of the functions of a partic-
ular project. This indicator studies the Cyclomatic Complexity average of a
project function selected by the user. It also shows the evolution of this com-
plexity over the various measurements.

Projects that do not meet or exceed a threshold value of average Cyclomatic
Complexity per function. This indicator lets us know those projects which
have a Cyclomatic Complexity average higher or lower according to a limit
determined by the user.




‘synsaz pazijeuosiad syuasaid os|e pue apowt Yneq
3y JO SHNSIINIBIBYD Y3 O SWIOJUOD 11 ISNEIA( ‘UOTIEWOINE JO 33189p 189y d1y
Ay smoys 1 “(309lo1d ayp ur pasn satreIqIf 941 SUIPISU) UONEN[RAD IIPUN DIEM
-os ayl wo uapuadap 0w Jeymawos Sutdq audsap ‘SINHY JO 25D A3 U]

"IUSWAINSEIU 10] PIPIJU W Y3 pute swjqord
10q $390paI YIyM ‘uapuadap 2IemIjos $S| IABY 03 sueaw Sy (wead
-oxd 2y Jo $32IN0S Y3 YIm JIoM OS[E YOIYM 350Y) BULIIPISUOD) SIUSUIUOS
-[AU3 241303911 op s ‘indw1 s¥ 3po2 32IN0S 341 351 IPOW YDIBY Ul $[001 Y],

'sawn [{e 1€ uoistaradns Suinnbaz ‘snp qje jo s1soddo oy1 asn|
31 SIIAWUOIIATID JATIIBIIIU] “JTUSTUSINSEIUT Y3 TUD{RUT USYM UQEIIEINUL IISN
aonydun Sutproar ‘Iapayds yse1 & AQ payoune| 3q AeW £33 se ‘uoneRwomMe jO
32182p yS8iy B 2ABY POUI YJIB] U1 INO PILIIED SEM UOLINIIXI ISOYM S[00) YT

:SUDISTIIUT0D SUIMO[
-[0F 31 ureiqo sm 2dK19Y21e,, ST IH "PIEN[EAD SUIdg ST 1EY) PO Ay YIm
SI[TJ Y1 IABY 03 ST ATESSIIAU 3¢ P[NOM Y] [V "I JO SIEME I 01 p33u Ou lim
‘payen|eas 3uidq 21EMIOS Yl JO JuIpuIdIpUI A[[€10) 3 OS|E P[NOM I] TISN PUD 3Y)
Aq pamsap 1ew10) ay3 ul pajuasaid axe synsar asoym pue parewoine £p1apdwod
2q pjnosm uonesuaWIduWl ISOYsm U0 3G 03 [001 IdAIYDTR, YL TIPISUCD I

§100] JUaLrunspat Qyonb jo aspipdwo) § b1y

+ UOREN[BAa Japun alemos uo-Asuspuadag] - -

SjuBLUOIIAUT
aAfoRIa| !
>
<
[s)
3
@
=
(ap02 82un0s) 2
yoreg o
«
@
@
+
SN

JUIHUOTIAUI SIINH M E Ul 35041 pue

JUIUOIIAUS JATYRIUL Ue 3unuasaad asoyy 1suiede pUE 1940 SE “apowr yojeq ul
JUOP SI UOTINIDIXA ISOYM S[O03 31 JO 3[GE3 daneIedwWod © S1 319y ¢ 3ndL] uf

‘uondnpoid

01 08 Aoy 910J2q syuawdoaasp Jo syunowe 1e318 arenieas 03 3[qissod N Junjew

_ EEE Ajzend) 1onpold aJempjos

EETEE

‘s1aiddns ayz Aq spew samRAIRp jo Aifenb syl sjonuos ST uswdoppasp
2JEMIJOS T1Y] PIDINOSING IAEY JBYI SUCNEZIUBTIO JOJ "INIONIISEIJUI JUILLIDIN
~SEI AISE( 243 JO sueawWl %Q AHIoMm 1191 FIENBAS UED OUM anmQO—wbnwuu v—\—u %n_ p=sn
3q 01 pauFIsap S SINIY ‘UOBIPPE U *SAwouo? 19maq pue ‘Aifenb [eury 191324
‘JUaWIdO[243p JUIIDIYJI JI0W OIUT PIJRISULI) LING UI ST Y ‘saBels 1811y 9Y1 Wody
syuawdojaasp ays Jo Lufenb atp [01IU0D ) $3110138F ITEMOS SMO[[E STINAN

‘wRuainsesw A1jenb 1npord 1no £11es 03 panmbai 2IONISEIIUT 3 YPIIM UOLIBZI
-uedio ay sapracid GINAY IURWRInseaw 1onpoid a1Emyos pue ssa01d Juswdo
-[249p Jo WNSAs e juerdwr 03 pasu satuedwod ‘T 91} sjapour Aajend ur uon
-EJ1J11I20 uted 01 paau Fuisesrour ayd uaald ‘uonippe Ul Kfjeusaim padojaaap usaq
QABY JBY) 35013 JO ‘S3AI9I31 31 JEY) $10onpo1d aremajos Jo L11fenb sy 1aya a1enjeAl
01 sjueM 1EY] UOIRZIUESIO UB AQ Pasn aq UEd STIAHY ‘Sura) [erauad ur Sunyeads

suonnquo) SIWIH S

xapui Afjpnb aiomijos ¥ by

fuqeyey

Aupigesn

00'001
Allgeueiep

X3ANI ALIVND 1LINA0¥d JuvM 1408

SIOTRIIPUT STY1 INOGE UOTIBRIIONUT Im WEIFRIP JBIATY B 298 UED
am § 2an3y] uf "parpnis s3o3loxd sy yo Lupenb oy Jurumuaaiep ur yweszodin 3sow
pauIasp st Jeyl uonewrroyul oyl 1xodar aj3uts v ur Jwmoys “sioredIpur snoraard
JO $I[NSAT 3 AZIJBUIWNS O) §T UOLIDUNT 3SOYM TOIBIIPUT SAISUSY31d 0D 3Y1 ST 81y |,

doe31puj Ayjeny) aIeM}0S

SINYI3A IUIRDIA W - DD SDZIDD) - afuoyy zanBupoy W TEE _




_ 334 M. Rodriguez Monje - J. Garzds Parra - M. Piattini Velthuis

6 Conclusions and Future Work

In current software development, measurement is a core component in the check-
ing of product quality, especially if external teams do the development. Here, the
clients purchasing the software should establish their own quality control sys-
tems. It is at this point that the KEMIS project emerges as a solution for compa-
nies that want to measure the quality of their software products, especially for
those that have outsourced the development of these products and who require
an automated, regular and intuitive analysis of software product quality.

Below is a set of best practices and recommendations which we think are
important, on the basis of our experience:

The quantitative product evaluation:

¢ It is a method that is necessary not only in development, but also if there
is outsourcing, especially if we are responsible for the setting up of the
production process.

= It allows us to identify symptoms, with an aim to implement correct solu-
tions.

o It provides strong arguments for defending and raising awareness of the
need to improve the process.

Sampling frequency is dictated by the complexity of the measurement system.
The more expensive the measurement process is, the fewer the measurements
will be and the lower the quality.

Today it is easy to collect a lot of data on software product quality, but the
difficulty lies in knowing what to do with these.

You have to decide what you want to show, when and to whom. This is about
abstraction and information levels.

The process of defining metrics is incremental and has to be improved contin-
uously, according to the specific needs of the user and the product.

An activity that has been accepted very recently is the option of outsourcing
product quality evaluation.

We should never lose sight of “the ultimate goal”, which will be to align busi-
ness objectives with improvement plans, as well as to increase productivity
and develop profitability, increase software quality and user satisfaction, and
$0 on.

Currently, there is a set of tasks planned for the future of the KEMIS project,
among which we highlight the integration of new measurement and documenta-
tion plug-ins. This is an important issue to tackle, due to the increasing quantity
of these and to the frequency with which the plug-ins are being developed today.
An additional task is to store greater amounts of data from the measurement
results, allowing us to define and generate new indicators and reports.
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On the other hand, we are interested in extending the project to the Internet.
This would be a step towards the outsourcing of product quality assessment, but
the user would be able to have fully transparent access to the sratus of their
projects in real-time.

Finally, we are working to extend KEMIS so it can be used not only with java
projects, but also with other programming languages like C++, Visual Basic,
Python, C#, etc.
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