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A Trust Model to Recommend Knowledge Objects in
CoPs

Juan Pable Soto, Aurora Vizcaino, Javier Portillo-Rodriguez , Mario Piattim

University of Castilla—La Mancha
Alarcos Reseach Group — Institute of Information Technologics & Systems
Dep. of Information Technologies & Systems - Escuela Superior de Informética
Paseo de la Universidad 4, 13071
Cindad Real, Spain
Juanpablo.Soto@inf-cr.ucim.es, {Aurora.Vizcaino, Javier.Portillo, Mario, Piattini} @uclm.cs

Abstract, In this article we study the various trust and reputation models found
in literamre and we present our own frust model which is used to facilitate
knowledge exchange in organizations whose employces are organized into
communities. In order to test the architecture @ recommendation tool based on
software agents, with which to recommend documnents in Communities of
Practice, is also described.

Keywords: Trust, Communities of Practice, Recommender tool.

1 Introduction

Communities of Practice {(CoPs) have being defined as: “groups of people who share
a concetn, a sel of problems, or a passion about a topic, and whose knowledge depend
on their interacting on an ongoing basis” [1, 2]. These groups aim to develop
knowledge practices and domains with a unique perspective, in which each
community member has a distinctive identity and finds a unique place in the group
[1]. According to [3], CoPs specify a knowledge domain of interest, in which ongoing
processes of sense-making, knowledge sharing and discovery lake place among
interested and interconnected participants. Moreover, CoPs are an important centre of
knowledge exchange in which feelings such as membership or trust play a significant
role since both are the basis for a suitable sharing of knowledge. However, current
CoPs are often “virtual” as their members may be geographically distributed. This
implies a lack of face-to-face communication which affects certan aspects of
interpersonal relationships. For instance, if people mever experience face-to-face
communicalion and only use groupware tools to communicate, then trust often
decreases [4]. This lack of trust makes it more difficult for CoP members to decide
which of their fellow-members are more trustworthy. This presents a problem, as in
CoPs the main knowledge sources are the members themselves. We consider that it is
highly important to be able to discover how frustworthy 2 knowledge source (i.e.
another member) is. This knowledge will help members to decide whether or not a
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define wmuimso: as a probability measure, since the information source is assigned a
reputation value of between 0 and 1. Moreover, every time a source sends knowledge
that source should indicate the certainty factor that the source has of that _Eoé_nﬁ_mww
In our case, the focus is very different since it is the receiver who evaluates the
relevance of a knowledge object rather than the provider as in Barber and Kim’s
proposal. Some of these trust and reputation models are summarized in the appendix
of this work. Table 1 synthesizes the principal characleristics of the trust and
reputation models previously described.

Table 1. Summary of the trust and reputation models

Model

Application Cenwralized  Mertrie Features

domain

discrete, | S8imple values obtained through

¢Bay €-commerce Yes L . .
infinite | interactions
Amazon | e-commerce Yes [1.5] an_:.mmc: is assigned to books and
to reviewers
S g | e-commerce ﬂma:o.nm changes when reputation is
poras d onli very high.
Histos | " online Yes [0,3000] = .
applications Most reegnt reputation values are the
most important
Barber Reputation is a probability measure.

& Kim Social No [0.1) Try to m«.cm.a fraudulent information
networks ! from unreliable or deceptive
information sources
Based on BDI agents based on
AFRAS | e-commerce No MMN_.N Sporas model but using fuzzy logic.
Compares and combines fuzzy sets
] Four main components: interaction
FIRE generic No -1, 1] trust, role-based trust, witness-
reputation, and certified reputation

model

Abdul- . L
Rabman S::m._ . No 4 values Use ::.mc_m:n labels to represent an
& Hailes | COMmunities evaluation.
ﬁ::mm & Use Baycsian networks to present
Vassileva p2p No 0& 1 differentiated trust and combine
model different aspects of trust,
This model associates trust and
TRSIM pIp No [0.1] reputation to the specification of the
task that agents need to delegate by
contracting
Divides reputation into three
Regret e-commerce No [-1. 1] dimensions: Individual, Social and
Ontological

3 Trust model

Our aim is lo ﬁaﬁ% a trust model] based on real world social properties of trust in
CoPs. An interesting fact to bear in mind is that members of a community are

frequently more likely to use knowledge built by their community team members than
those created by members outside their group [22]. This occurs because people have a
greater amount of trust in the information offered by a member of their community
than in that supplied by a person who does not belong to that community. Of course,
the fact of belonging to the same CoP already implies that these people have similar
interests and perhaps the same level of knowledge about a topic. Consequently, the
level of trust within a community is often higher than that which exists outside the
community. As a result of this, as is claimed in [22], knowledge reuse tends to be
restricted within groups. Therefore, people, in real life in general and in companies in
particular, prefer to exchange knowledge with “trustworthy people”™ by which we
mean people they trust. The aforementioned reasons have prompted us to consider
that the implementation of a mechanism in charge of measuring and controlling the
confidence level in a community in which the members share information is of great

importance.

objefive
Jactors

subjetive
Jactors

vy

Fig. 1. Trust model factors: objective and subjective

Most previous trust models calculate trust by using the users’ previous experience
with other users but when there is no previous experience, for instance, when & new
user arrives, these models cannot calculate a reliable trust value. We propose that trust
should be calculated through the use of four factors which can be stressed according
to the circumnstances. These factors are (see Figure 1):

e Position: employees often consider information that comes from a boss as being
more reliable than that which comes from another employee in the same (or a
lower) position as him/her [23]. However, this is not a universal truth and depends
on the situation. For instance in a collaborative leaming setting collaboration is
more likely to occur between people of a similar status than between a boss and
his/her employee or between a teacher and pupils [24]. In an enterprise this
position can be established in different ways by, for instance, using an
organizational diagram or classifying the employees according to the knowledge
that a person has.

Different positions inevitably influence the way in which knowledge is
acquired, diffused and eventually transformed within the local area. Because of
this, as will later be explained, this factor will be calculated in our research by
taking into account a weight that can strengthen this factor to a greater or (o a
lesser degree.

« Expertise: This term can be briefly defined as the skill or knowledge that a person
who knows a great deal about a specific thing has. This is an important factor since
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The following sub-sections describe different situations or scenarios in order to
show ro% the agents swo% in this tool. These situations will represent some general
community rules and will show the main interactions between agents in a community.

4.1 Proposing new documents

It m.w mmmcEnQ.Emn any person is able to propose documents in those communities of
which he/she is a member.,

| Search [ Corfriltions | Profie |

i Start

Propose

Curremt Conwnunity:  Software Agents

ToRIC Methodologies

DOCLUMERT m,,.o.iw@cn:_sm:nwﬁ_(_mia INGEMIAS 1o develop MAS pef |

HNOWLEDGE SOURCE  WySetf iwl

Previous Contributions

AGENTS THAT HELP TO DETECT TRSUTWORTHY KNOWLEDGE SOURCE....
APROTOPTYFE TO RECOMMEND TRUSTWORTHY KNOWLEDGE SOURC.

Fig. 3. Interface of the recommendation tool to propose documents

To propose a document one person must use the “Contribution Menu” and will
have to configure the followings options (see Figure 3

] .?.u_u_o” In each community there may be different topics or areas and the user

will choose the one in which s/he intends to propose the document.

= Document: The proposed document.

® Knowledge Source; Where the knowledge came from. It could have come

from a partner, from the person him/herself, from a web page, etc.

Once the user has chosen the options, the User Agent (which represents a person in
the community) takes the values and sends them to the Manager Agent that is in
charge of adding the new document to the community document list and modifying
the frequency of contribution of this agent in this community. The Manager Agent is
also in charge of managing and controlling the community.

4.2 Using community documents and updating trust values

People can search for documents in every community in which they are registered.
When a person searches for a document relating to a topic histher User Agent will
contact other user agents which have documents relating to the topic, and the user
ageni will then calculate the trust value for each agent. This means that these agents
are considered to be knowledge sources and the user agent needs to calculate which
“knowledge source™ is more frustworthy, Once these values have been calculated, the
user agent only shows his/her user the documents which have come from the most
trustworthy agents. If the contributors are unknown then the information is listed, and
taking their expertise and positions are taken into account. The User Agent can thus
detect how worthy a document 1s, therefore saving employees’ time, since they do not
need to review all the documenis related to a topic but only those which are
considered to be most relevant by the members of the community or by the person
him/herself according o previous experience of the document or its authors.

“Search : Contributions | Profile !

Options

Topic: Agents Search |
RN KRR R |
Resuits
Source Titie Usars Trust « * Liger's Position
F o e <y ] -
Soto, JP. Towards a Mul... 7 75 & 5 uuuu -
Rusiz, F. Softwars Agen._.]37 % 5 ¥r nu

Fernandez J.  Agent.Oriente.., [ % & % ,unﬂ
Vizcaio, f. b muriagent.. * T 5 ¢ GCOOEL.
Ruiz, J. bz Agent-Base..;% ¥ ¥ ﬂ (14
viliar, J.C. 3 Muti-Agent .. 1% % R uu oot
H “n |
Polo, M. whum._.w:i re. b Y ﬂﬂn

Fernandez,E.  JAgent Oriette... [% & ﬂu
iy

i

Blanco, C. mbnm_a Progra.. [% % %

< |

__Moreinto |

Fig. 4. Showing and sorting results

Figure 4 shows the resulls of a search sorted by trust values, that is, the first
documents on the list come from the most trustworthy knowledge sources (in this case
the most trustworthy agents with the highest trust values). There are other
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