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Preface 

ICSEA 2008 
 
 
   The Third International Conference on Software Engineering Advances (ICSEA 2008), held between 
October 26 and October 31, 2008 in Sliema, Malta, is a multi-track event covering related topics on 
designing, implementing, and testing software.  
 
   The conference covers fundamentals on designing, implementing, testing, validating and maintaining 
various kinds of software. The tracks treat the topics from theory to practice, in terms of methodologies, 
design, implementation, testing, use cases, tools, and lessons learnt. The conference topics cover 
classical and advanced methodologies, open source, agile software, as well as software deployment and 
software economics and education. 
 
   The conference had the following tracks: 
 
• Advances in fundamentals for software development 
• Advanced mechanisms for software development 
• Advanced design tools for developing software 
• Advanced facilities for accessing software 
• Software performance 
• Software security, privacy, safeness 
• Advances in software testing 
• Specialized software advanced applications 
• Open source software 
• Agile software techniques 
• Software deployment and maintenance 
• Software economics, adoption, and education 
• Improving research productivity 
 
   ICSEA 2008 also included: 
 
• ENTISY 2008: International Workshop on Enterprise Information Systems 
 
   Similar to the previous edition, this event continued to be very competitive in its selection process and 
very well perceived by the international software engineering community. As such, it is attracting excellent 
contributions and active participation from all over the world. We were very pleased to receive a large 
amount of top quality contributions. 
 
   We take here the opportunity to warmly thank all the members of the ICSEA 2008 technical program 
committee as well as the numerous reviewers. The creation of such a broad and high quality conference 
program would not have been possible without their involvement. We also kindly thank all the authors that 
dedicated much of their time and efforts to contribute to the ICSEA 2008. We truly believe that thanks to 
all these efforts, the final conference program consists of top quality contributions. 
 
   This event could also not have been a reality without the support of many individuals, organizations and 
sponsors. We also gratefully thank the members of the ICSEA 2008 organizing committee for their help in 
handling the logistics and for their work that is making this professional meeting a success. 
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   We hope the ICSEA 2008 was a successful international forum for the exchange of ideas and results 
between academia and industry and to promote further progress in networking research. 
 
   We hope Malta provided a pleasant environment during the conference and everyone saved some time 
for exploring this historic island. 
 
 
ICSEA 2008 Chairs 
Herwig Mannaert, Universiteit Antwerp, Begium 
Tadashi Ohta, Soka University, Tokyo, Japan 
Cosmin Dini, Université de Franche-Comté, France 
Robert Pellerin, Ecole Polytechnique Montreal, Canada 
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Abstract 

The majority of the current product line practices in 
requirements engineering do not adequately address 
security requirements engineering despite the fact that 
security requirements engineering is both a central 
task and a critical success factor in product line 
development due to the complexity and extensive 
nature of product lines. Therefore, our contribution is 
to present and to demonstrate the applicability of our 
proposed security quality requirements engineering 
process (SREPPLine), which is based on a security 
requirements decision model driven by security 
standards along with a security variability model. We 
shall demonstrate our proposal by describing part of a 
real case study as a preliminary validation of these 
models. The final aim of this approach is to deal with 
security requirements variability from the early stages 
of the product line development in a systematic way, in 
order to facilitate conformance of the products with the 
most relevant security standards with regard to the 
management of security requirements, such as 
ISO/IEC 27001 and ISO/IEC 15408.  
 
1. Introduction 
 

In the search for improved software quality and high 
productivity, software product line (SPL) engineering 
has proven to be one of the most successful paradigms 
for developing a diversity of similar software 
applications and software-intensive systems at low 
costs, in a short time, and with high quality, by 
exploiting commonalities and variabilities among 

products to achieve high levels of reuse [2, 3]. 
In software intensive systems, such as SPL, security 

is a cross-cutting concern and should consequently be 
subject to careful requirements analysis and decision 
making. Moreover, in SPL engineering, security is one 
of the most important attributes with regard to quality, 
given that a weakness in security may cause problems 
in all the products in a product line. In addition, many 
requirements engineering practices must be 
appropriately tailored to the specific demands of 
product lines [1]. Hence, specifying requirements for a 
SPL is a challenging task [12] and specifying security 
quality requirements for an SPL is even more 
challenging due to the varying security properties 
required in different products.  

Therefore, the discipline known as Security 
Requirements Engineering is essential for secure SPL 
and products development, because it provides 
techniques, methods, standards and systematic and 
repeatable procedures for tackling SPL security 
requirement issues throughout the SPL development 
lifecycle both to ensure the definition of security 
quality requirements and to manage the variability of 
security properties. Nevertheless, software engineering 
methodologies and standard proposals of SPL 
engineering have traditionally ignored security 
requirements and security variability issues. Although 
some of them include a few security requirements 
activities, most of them focus only on the design of 
implementation aspects of SPL development. 
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Fig. 1 Software Product Line Security Requirements Engineering Framework

As an evolution of our previous “generic” security 
requirements engineering process (SREP) [10], in [11] 
we presented the Security quality Requirements 
Engineering Process for Software Product Lines 
(SREPPLine) in [11], in which we described the most 
important tasks of the activities its subprocesses of it 
(shown in Fig. 1), along with its workflows. In this 
paper, we shall describe part of a real case study 
focusing on security requirements artefacts variability 
for a Public Registry Online Product Line performed at 
a Spanish Public Institution IT Department as a 
preliminary validation of the application of 
SREPPLine. The aim of our approach is to deal with 
the security requirements artefacts and their variability 
from the early stages of the SPL development and its 
products in a systematic way, in order to facilitate the 
conformance of SPL products to the most relevant 
security standards with regard to the management of 
security requirements, such as ISO/IEC 27001 [7] and 
ISO/IEC 15408 (Common Criteria) [6]. To this end, 
we will propose a systematic and iterative process 
based on a security requirements decision model driven 
by security standards in order to assist in SPL products 
security certification along with a security variability 
model to manage the variability and traceability of the 
security requirements artefacts of the SPL and its 
products. 

The remainder of this paper is structured as follows. 
In Section 2, we will outline our Security quality 
Requirements Engineering Process for software 
Product Lines (SREPPLine). In Section 3, due to space 

restrictions we will only describe part of a real case 
study of SREPPLine as a preliminary validation of it. 
Finally, in Section 4, we will discuss our contributions 
and future work. 
 
2. SREPPLine: security quality 
requirements engineering process for 
software product lines 
 

A software product line is a set of software-
intensive systems sharing a common, managed set of 
features [8] which satisfy the specific needs of a 
particular market segment or mission and which are 
developed from a common set of core assets in a 
prescribed way [3]. The software product line 
engineering paradigm differentiates two processes: 
domain engineering and application engineering [13]. 

SREPPLine is an add-in of activities, which can be 
incorporated into an organization’s SPL development 
process model providing it with a security 
requirements engineering approach. 

It is a security features or security goals based 
process which is driven by risk and security standards 
(concretely ISO/IEC 27001 and Common Criteria) and 
deals with security requirements and their related 
artefacts from the early stages of SPL development in a 
systematic and intuitive way especially tailored to SPL 
based development. It is based on the use of the latest 
and widely validated security requirements techniques, 
such as security use cases [4] or misuse cases [14], 
along with the integration of the Common Criteria 
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(CC) components and ISO/IEC 27001 controls into the 
SPL lifecycle in order to facilitate SPL products 
security certification. Moreover, our proposed process 
suggests using a method to carry out the risk 
assessment which conforms to ISO/IEC 13335 [5], and 
concretely it uses Magerit [9] for both SPL risk 
assessment and SPL products risk assessment. 
Furthermore, SREPPLine has the aim of minimizing 
the necessary security standards knowledge as well as 
security expert participation during SPL products 
development. To this end, it provides a Security Core 
Assets Repository to facilitate security artefacts reuse 
and to implement the Security Variability Model and 
the Security Requirement Decision Model, which assist 
in the management of the variability and traceability of 
the security requirements related artefacts of the SPL 
and its products. These models are the basis through 
which the activities of SREPPLine capture, represent 
and share knowledge about security requirements for 
SPL and help to certify them against security 
standards. In essence, it is a knowledge repository with 
a structure to support security requirements reasoning 
in SPL.  

As is described in Fig. 1 our process, which is 
integrated into the proposed framework for SPL 
engineering of Pohl et al. in [13], is composed of two 
subprocesses (shown in Fig.1): Product Line Security 
Domain Requirements Engineering (PLSecDomReq) 
subprocess and Product Line Security Application 
Requirements Engineering (PLSecAppReq) 
subprocess.  
 
3. SRPEPPLine in practice 
 

We illustrate the SREPPLine applicability in SPL 
engineering with the Public Registry Online Product 
Line of a Spanish Public Administration. This SPL 
may have several different configurations for different 
public institutions within Spanish Public 
Administration. It has a common set of system 
functionality that forms the deliverable core and a 
variable set of configurable parameters and non 
functional requirements. Therefore, this Public 
Registry Online Product Line is an SPL whose 
members vary through system configuration and online 
business services and yet retain the same core 
functionalities. 

This example concentrates on the results from the 
PLSecAppReq (subprocess of SREPPLine) application 
to application engineering in order to develop a Public 
Registry Online in a Spanish Public Institution from 
the Public Registry Online Product Line and it is 
focused on the security features of the Public Registry 
Online platform. This example has had to be simplified 

and summed up in order to enable points of the model 
to be easily illustrated in this article. 

The Public Registry Online Product Line provides 
the variability as represented by the variability model 
in Fig. 2. It offers different variants (V) for the 
different ‘online requests’ which are the business 
services offered by the Public Registry Online Product 
Line, which could be selected by the application 
stakeholder. During PLSecAppReq activity 1 
(“Application Security Variability Management”), 
the Security Requirements Decision Model together 
with the Security Variability Model enabled the 
security requirements engineer to communicate the 
relevant security related variations points (VP), 
security related variants and their dependences 
(security artefacts, security standards and other 
functional and non-functional requirements) to 
stakeholders. Once the stakeholders informed the 
security requirements engineer of their security goals 
and of the features necessary for the application (or 
product), the result of this activity was a set of domain 
security goals and features of the SPL, which did not 
completely fulfill the stakeholders security goals for 
the application. 

 In this example, we selected the security features: 
user authenticity and secure submissions. As is shown 
in Fig. 2, for the variation point ‘user authenticity’ 
different authenticity methods are selectable from the 
Public Registry Online Product Line. It offers the 
security variants: ‘password‘ and ‘electronic 
certificate’. For the variation point ‘secure 
submissions’ three security variants are selectable: 
‘http’, ‘SSL’ and ‘https’.  

In activity 2 of PLSecAppReq (“Application 
Security Artefacts Instantiation and Sec-Deltas 
Analysis”) application security artefacts from the set of 
domain security features obtained in the previous 
activity were instantiated. Throughout the Security 
Requirements Decision Model and the Security 
Variability Model the appropriate security artefacts 
(that is, the security variants) for the specific 
application (product) which would as far as possible 
satisfy the application security goals, were selected. 
The result of this activity was a set of security 
requirements and their related artefacts, which did not 
completely fulfill the stakeholders’ application 
requirements. In this example, at the VP ‘secure 
submissions’ we selected the security variant ’https’ 
because the stakeholders selected the ‘public view’ 
variant and due to the security links (or traceability 
links) established on the Security Requirements 
Decision Model of the Public Registry Online Product 
Line. At the VP ‘user authenticity’ we selected the 
security variant ‘e-certificate’ because the stakeholders 
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selected the ‘online requests’ feature for the Public 
Registry Online of the Institution. 

In activity 3 “Application Specific Security 
Artefacts Development” the sec-deltas analysis was 
performed. The sec-deltas occur when stakeholder 
security requirements cannot be completely satisfied 
by security domain requirements artefacts. During the 
sec-deltas analysis, sec-deltas to the security domain 
variability model resulting from stakeholders’ security 
features/goals were analyzed. Due to the particular 
stakeholders needs for the Public Registry Online of 
the Institution we had to add one more variant to the 
‘online requests’ to allow online requests of ‘retirement 
pension’. This kind of request necessitated the 
attachment of documentation. Therefore we identified 
one sec-delta (depicted as a discontinued line in Fig. 2) 
because the SPL did not provide any security feature to 
ensure secure attachments; we therefore added one 
more security variation point for the ‘file 
documentation’ to the application variability model, as 
is shown in Fig. 2. This VP offers the variants: ‘signed 
file’ and ‘pdf’. Next, the impact of the security 
variability model sec-deltas on the corresponding 
security artefacts was analyzed. The results of this 
analysis were the security application variability model 
(shown in Fig. 2) along with the security requirements 
artefacts deltas (assets, threats, etc.). 

Finally, these sec-deltas were communicated to the 
security risk expert who estimated the risks of carrying 
out or not carrying out the security requirements deltas 
(activity 4 “Application Risk Assessment”) as shown 
in Table 1. For example, the estimated security risk for 
not carrying out the security variant ‘signed files’ was 
‘high’ (risk of 4 in a scale of 0 to 5). The first number 
of each cell in the table is the value of the assets; the 
second number of each cell is the degradation value of 
the assets caused by the threat expressed as a 
percentage; the third value is the accumulated impact 
to the assets; and the last value is the accumulated risk 
to the assets, according to Magerit [17] method. 

In the “Application Security Requirements 
Negotiation and Prioritization” activity (activity 5 of 
PLSecAppReq), after the application risk assessment 
of the sec-deltas was performed, it was communicated 
to the security architect and to the security 
requirements engineer who estimated the realisation 
effort based on the sec-deltas and their associated risks. 
The stakeholders used this estimation to decide 
whether or not the security requirements deltas should 

be carried out and which security standard the 
application should fulfil. In this example we performed 
a slight economical analysis by balancing the risk with 
the economical impact of implementing 
countermeasures. Thereby we reached an agreement 
with the stakeholders about taking into account those 
security requirements associated with those threats that 
imply high or very high risk (risk of 4 or 5) whatever 
the conflicts with other requirements. However, for the 
security requirements with a risk which was lower than 
high (that is, from 3 to 1, medium to low) we had to 
reach trade-offs mainly with other non-functional 
requirements mainly, especially with regard to 
performance and interface accessibility (as is shown in 
Fig. 2, the system had to fulfil the WAI, Web 
Accessibility Initiative, level ‘AA’). As a result of this 
activity, the application security requirements and the 
corresponding security requirements artefacts and 
security application variability model were defined. 

Next, in the “Application Security Requirements 
Specification” activity (activity 6 of PLSecAppReq) 
the application security artefacts, the sec-deltas and the 
traces between application security artefacts and the 
corresponding domain security artefacts were formally 
specified and documented. Moreover, the security 
application variability model and the traceability links 
of the application security artefacts to the application-
specific variability model were documented, such as 
the security requirement specification in XML shown 
in Fig. 2. The estimated risk and realisation costs were 
even related to the sec-deltas in order to ensure that 
decisions about sec-deltas were traceable. 

Finally, in activity 7 (“Application Security 
Requirements Inspection”) the security requirements 
artefacts variability consistency between the 
application and domain artefacts of the Public Registry 
Online Product Line was verified. We also verified 
whether the security requirements satisfied the 
stakeholders’ security needs and application security 
goals, and whether the security requirements 
conformed to ISO/IEC 27001 control objectives, to 
Common Criteria assurance requirements and to the 
IEEE 830-1998 standard. 
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Fig. 2 Example: Public Registry Online security variability model and security artefacts 

 
Table 1 Part of the risk assessment of the Public Registry Online 

 
4. Conclusions 
 

Security requirements issues are extremely 
important in SPL because a weakness in security can 
cause problems throughout the lifecycle of a line. 
Although there have been several attempts to fill the 
gap between requirements engineering and SPL 
requirements engineering, no systematic approach with 
which to define security quality requirements and to 
manage their variability and their related security 

artefacts to the models of an SPL is available. 
The contribution of this work is that of providing a 

systematic approach for the management of the 
security requirements and their variability from the 
early stages of product line development, in order to 
facilitate the conformance of the SPL products to the 
most relevant security standards with regard to the 
management of security requirements, such as ISO/IEC 
27001 and ISO/IEC 15408 (Common Criteria). Our 
proposal defines a systematic process based on a 
security requirements decision model driven by 
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security standards to assist in SPL security 
requirements definition and to facilitate products 
security certification. Moreover, a security variability 
model with which to manage the variability and 
traceability of the security requirements related 
artefacts of the SPL and its products is proposed and 
preliminarily validated in a case study. Consequently, 
our proposal allows us to make security variants 
selection in the requirements level instead of in the 
design level, as well as providing a cross-cutting view 
of the security variability across all security 
development artefacts and assisting in maintaining the 
different views of variable security requirements 
artefacts consistent.  

Finally, further work is also required to refine the 
prototype of our CARE (Computer Aided 
Requirements Engineering) tool which we have 
developed to support SREPPLine and the Security 
Resources Repository (which was one of the lessons 
learned in the case study performed at the Spanish 
Public Administration partially described in this 
paper), in order to assist in the complex management 
and maintainability of the variability and traceability 
relations. Furthermore, we shall carry out a refinement 
of our approach by proving it with a complete and 
exhaustive real case study of SREPPLine and its 
CARE-tool in order to validate and illustrate 
SREPPLine in far greater depth, with the aim of 
providing an holistic framework for security 
requirements engineering in SPL. 
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