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VIII  Preface

the second covering the issues of security in complex Internet-based information
systems.

Fach of these five conferences encourages researchers to treat their respective
topics within a framework that incorporates jointly (a) theory, (b) conceptual
design and development, and (c) applications, in particular case studies and
industrial solutions.

Following and expanding the model created in 2003, we again solicited and
selected quality workshop proposals to complement the more “archival” nature
of the main conferences with research results in a number of selected and more
“avant-garde® areas related to the general topic of distributed computing. For in-
stance, the so-called Semantic Web has given rise to several novel research areas
combining linguistics, information systems technology, and artificial intelligence,
such as the modeling of (legal) regulatory systems and the ubiquitous nature of
their usage. We were glad to see that in spite of OnTheMove switching sides of the
Atlantic, seven of our earlier successful workshops (notably AweSOMe, SWWS,
ORM, OnToContent, MONET, PerSys, RDDS) re-appeared in 2008 with a third
or even fourth edition, sometimes by alliance with other newly emerging work-
shops, and that no fewer than seven brand-new independent workshops could be
selected from proposals and hosted: ADL, COMBEK, DiSCo, IWSSA, QSI and
SEMELS. Workshop audiences productively mingled with each other and with
those of the main conferences, and there was considerable overlap in authors.
The OTM organizers are especially grateful for the leadership, diplomacy and
competence of Dr. Pilar Herrero in managing this complex and delicate process
for the fifth consecutive year.

Unfortunately however in 2008 the number of quality submissions for the
OnTheMove Academy (formerly called Doctoral Consortium Workshop}), our
“vision for the future” in research in the areas covered by OTM, proved too low
to justify a 2008 edition in the eyes of the organizing faculty. We must however
thank Antonia Albani, Sonja Zaplata and Johannes Maria Zaha, three young
and active researchers, for their efforts in implementing our interactive formula
to bring PhD students together: research proposals are submitted for evaluation;
selected submissions and their approaches are (eventually) to be presented by
the students in front of a wider audience at the conference, and intended to be
independently and extensively analyzed and discussed in public by a panel of
senior professors. Prof. Em. Jan Dietz, the Dean of the OnTheMove Academy,
also is stepping down this year, but OnTheMove is committed to continuing this
formula with a new Dean and peripatetic faculty.

All five main conferences and the assoclated workshops shared the distributed
aspects of modern computing systems, and the resulting application-pull created
by the Internet and the so-called Semantic Web. For DOA 2008, the primary em-
phasis stayed on the distributed object infrastructure; for ODBASE 2008, it has
become the knowledge bases and methods required for enabling the use of formal
semantics; for CooplS 2008, the focus as usual was on the interaction of such
technologies and methods with management issues, such as occur in networked
organizations, for GADA 2008, the main topic was again the scalable integration

Preface IX

of heterogeneous computing systems and data resources with the aim of provid-
ing a global computing space, and in IS 2008 the emphasis was on information
security in the networked society. These subject areas overlapped in a scientif-
ically natural fashion and many submissions in fact also treated an envisaged
mutual impact among them. As for the earlier editions, the organizers wanted
to stimulate this cross-pollination by a *shared* program of famous keynote
speakers: this year we were proud to announce Dan Atkins of the U.S. National
Science Foundation and the University of Michigan, Hector Garcia-Molina of
Stanford, Rick Hull of IBM T.J. Watson Lab, Ted Goranson of Sirius-Beta and
of Paradigm Shift, and last but not least Cristina Martinez-Gonzalez of the Eu-
ropean Commission with a special interest in more future scientific collaboration
between the EU and Latin America, as well as emphasizing the concrete outreach
potential of new Internet technologies for enterprises anywhere.

This year the registration fee structure strongly encouraged multiple event
attendance by providing *all* main conference authors with free access or dis-
counts to *all* other conferences or workshops {workshop authors paid a small
extra fee to attend the main conferences). In both cases the price for these combo
tickets was made lower than in 2007 in spite of the higher organization costs and
risks!

We received a total of 292 submissions for the five main conferences and 171
submissions in total for the 14 workshops. The numbers are about 30% lower
than for 2007, which was not unexpected because of the transatlantic move of
course, and the emergent need to establish the OnTheMaove brand in the Amer-
icas, a process that will continue as we proceed in the coming years. But, not
only may we indeed again claim success in attracting an increasingly represen-
tative volume of scientific papers, many from US, Central and South America
already, but these numbers of course allow the program committees to compose
a high-quality cross-section of current research in the areas covered by OTM. In
fact, in spite of the larger number of submissions, the Program Chairs of each
of the three main conferences decided to accept only approximately the same
number of papers for presentation and publication as in 2006 and 2007 (i.e.,
average 1 paper out of 3-4 submitted, not counting poséers). For the workshops,
the acceptance rate varies but the aim was to stay as strict as before, consistently
about 1 accepted paper for 2-3 submitted. We have separated the proceedings
into three books with their own titles, two for the main conferences and one
for the workshops, and we are grateful to Springer for their suggestions and
collaboration in producing these books and CIDXROMSs. The reviewing process
by the respective program committees was again performed very professionally,
and each paper in the main conferences was reviewed by at least three refer-
ees, with arbitrated email discussions in the case of strongly diverging evalua-
tions. It may be worthwhile emphasizing that it is an explicit OnTheMove policy
that all conference program committees and chairs make their selections com-
pletely autonomously from the OTM organization itself. The OnTheMove Fed-
erated Event organizers again made all proceedings available on a CDROM to all
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Organization Committee

OTM (On The Move) is a federated event involving a series of major international
conferences and workshops. These proceedings contain the papers presented at the
OTM 2008 Federated Conferences, consisting of five conferences, namely CooplS
(Cooperative Information Systems), DOA (Distributed Objects and
Applications), GADA {Grid computing, high-performAnce and Distributed Ap-
plications), IS (Information Security} and ODBASE {Ontologies, Databases and

Applications of Sernantics).
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2 Related Work

OLAP systems are mechanisms with which to discover business information and use
a multidimensional analysis of data to make strategic decisions. This information is
organized according to the business parameters, and users can discover vnauthorized
data by applying a set of OLAP operations to the multidimensional view. Therefore, it
is of vital importance for the organization to protect its data from unauthorized
accesses. Several works attempting to include security issues in OLAP tools by im-
plementing the previously defined security rules at a conceptual level have been pro-
posed, but these works focus solely upon Discretional Access Control {DAC) policy
and use a simplified role concept implemented as a subject. For instance, Katic et al.
[7] proposed a DWs security model based on metamodels which provides us with
views for each user group and uses DAC with classification and access rules for secu-
rity objects and subjects. However, this model does not allow us to define complex
confidentiality constraints. Kirkgoze et al. [8] defined a role-based security concept
for OLAP by using a “constraints list” for each role, and this concept is implemented
through the use of a discretional system in which roles are defined as subjects.

Priebe and Pernul later proposed a security design methodology. analyzed security
requirements, classifying them into basic and advanced, and dealt with their imple-
mentation in commercial tools. Firstly, in [9] they used ADAPTed UML to define a
DAC systern with roles defined as subjects at a conceptual level. They then went on
to implement this in SQL Server Analysis Servicies 2000 by using Multidimensional
Expressions (MDX). They created a Multidimensional Security Constraint Language
(MDSCL) based on MDX and put forward HIDE statements with which to represent
negative authorization constraints on certain multidimensional elements: cube, meas-
ure, slice and level.

Qur proposal uses an access control and audit model specifically designed for DWs
to define security constraints in early stages of the development lifecycle. By using an
MDA approach we consider security issues in all stages of the development process
and automatically transform models at upper abstraction level towards logical models
over a relational or multidimensional approach and finally obtain from these models
secure code for DBMS or OLAP tools.

3 An MDA Approach for Developing Secure DWs

Our MDA architecture [6] is an adaptation of an MDA architecture for developing
DWs [10] which has been improved with security capabilities. Our approach is made
up of several models which allow us to model the DW at different abstraction levels
(see Figure 1): at the business level (CIM) with a UML profile [11] based on the i*
framework [12], which is an agent orientated approach towards requirement engineer-
ing centering on the intentional characteristics of the agent; at the conceptual level
(PIM) with a UML profile called SECDW [13]; and at the logical level (PSM) with an
extension of the relational package of Common Warehouse Metamodel (CWM)
called SECRDW [14]. As has previously been mentioned, this paper considers a spe-
cialization of this architecture (represented in grey in Figure 1) focused on defining a
PSM metamodel over a multidimensional approach and transforming structural and
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security issues from PIM into this multidimensional PSM which allows us to obtain
final multidimensional code for OLAP tools. The transformation from PSM models
into secure multidimensional code for a specific OLAP platform (SSAS) is also
treated in this paper. The source (PTM) and target (PSM) metamodels are briefly de-
scribed in the following subsections, and an overview of the QVT rules defined to
support this transformation will be presented.

Business Conceptual Level Logical Level Code
Level
PSM Code
Relational model " [Cracle Label Security|
Relational package of CWM DBMS
SECRDW
CIM o PIM
" " | Mutiidimensional model i .
i~ profile & czrv_wo&_»,., ' Code
- SEC! . =5A5
PSM . OLAPtooL
e
package o
- SECMDDW Code
Pentaho
- . 4 OLAP toal

Fig. 1. MDA architecture for developing secure DWws

3.1 Secure Multidimensional PIM

A secure multidimensional conceptual metamodel called SECDW, has been defined
in [13] by using a UML profile. This metamodel is shown in Figure 2 and is based on
a UML profile for the conceptual design of DWs [15] which allows us to define fact,
dimension and base classes, and considers specific aspects of DWs such as many-to-
many relations, degenerated dimensions, multiple classifications or alternative paths
of hierarchies. SECDW is enriched with security capabilities through the use of an
access conirol and audit model {ACA) [16], which was specifically designed to con-
sider security in DWs,

ACA allows us to define secure classes (SecureClass) and properties (SecureProp-
erty), to classify authorization subjects and objects into security roles {SecurityRole)
which organize users into a hierarchical role structure according to the responsibilities
of each type of work, levels (SecurityLevel) which indicate the clearance level of the
user, and compartments (SecurityCompartment) which classify users into a set of
horizontal compartiments or groups.

ACA also considers the definition of security rules over multidimensional elements
of DWs by using stercotypes and Object Constraints Language (OCL) notes (Con-
straint). Three kinds of security rules are permitted: sensitive information assignment
rules (SIAR) which specify multilevel security policies and altow us to define sensi-
tivity information for each element in the multidimensional model; authorization rules
(AUR) which permit or deny access to certain objects by defining the subject that the
rule applies to, the object that the authorization refers to, the action that the rule refers
to and the sign describing whether the rule permits or denies access; and audit rules
(AR) to ensure that authorized users do not misuse their privileges.
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Figures 4 and 5 show metamodels for cubes and dimensions which allow us to de-
fine facts classes (Cube), measures (MeasureGroup, Measure), dimension classes
{Dimension), attributes (Attribute), hierarchies (Hierarchy) and base classes as attrib-
utes of the related dimension, and which also allow us to define security constraints
over these multidimensional elements by using permissions over cubes (CubePermis-
sion), dimensions (DimensionPermission), cells (CellPermission) or attnbutes (Attrib-
utePermission). In these figures, the security-related aspects are represented in grey.

PIM to PSM transformation. A set of QVT transformations has been developed to
automatically obtain secure multidimensional logical models, defined according to
our PSM metamodel (SECMDDW), from conceptual models defined according to our
PIM metamodel (SECDW). In order to develop these rules we have followed a meth-
odology to implement multidimensional security in OLAP tools presented in {17].
These proposed transformations are made up of three main transformations which
obtain our various kinds of target models from source conceptual models:
SECDW?2Role, SECDW2Cube and SECDW2Dimension.

SECDW2Role deals with the security configuration of the system. As our ACA
model is richer than our PSM, which only considers roles, this transformation gener-
ates a new role for each security role (SR), level (SL) and compartment (SC) defined
in our source model (PIM), SECDW2Cube generates the cube files that represent
cubes, measures, dimensions, and cube permissions from the SECDW model; and
SECDW2Dimension generates the dimension files that represent dimensions, bases,
attributes, hierarchies and security permissions defined over dimensions and aitrib-
utes. The security measures defined at the conceptual level (PIM) over classes or
attributes by using SC, SR and SL., are translated into a set of permissions for in-
volved roles (S5C, SR and SL are translated into roles). As the transformations are
quite verhose and the available space is limited, Section 4 will show some examples
of complete rules and this section only presents the signatures of the developed rules,

SECDW2Rale is composed of a top relation “Package2RoleFiles {...}” and rela-
tions “SCompartment2Role {...}", “SRole2Role {...}” and “SLevel2Role {...}". The
signatures for the remainder of the developed rules are shown in Table 1.

Table 1. PIM to PSM transformations (signatures)

SECDW2Cube SECDW2Dimension

1op relation Package2CubeFiles {..-} top relation Package2Dimensiont iles {...}
relation SFact2Cube (..} relation SDimension2 Dimension {...}

relation CreateMeasureGroups (..} refation KeyProperty2KeyAttribute ...}
relation SPropertyl Measure ...} relation NonKeyProperty2Attribute {...}
relation SDimension2 Dimension {...} relation SBase2Anribuie {..3

relation ProcessSBase (.} relation createDimensionSIARForSCompartment {...}
relation CreateOwnedHierarchies 1.3 relation createDimensionSIARForSRole (..}
relation SPraperiy? Properiy 1.} relation createDimensionSIARForSLevel {..}
relation ,m.m_cﬁ_an_.Sam:._,ﬁ__emmNﬁzwmﬁmﬁsh&ma:: relation authorizeSCompartment {...}

relation SRofeClass2CubePermission {..} relation authorizeSRole |...)

relation SLevelCluss2CubePermission |...) relation auithorizeSLevel §...}

relation SCompartmentAit2CellPermission (.. relation processSecureFroperty {..}

relation SRofeAn2CellPermission {...} relation createPositivedtiributePermission (..}

| relation SLeveldu2CefiPermission (...} relation createNegativeAriributePermission {..}

Automatic Generation of Secure Multidimensional Code for Data Warchouses 1059

3.3 Secure Multidimensional Code

As a target OLAP platform we have selected SQL. Server Analysis Services (SSASB),
which deals with multidimensional elements and allows us to establish security measures
over them. Furthermore, SSAS uses several kinds of XML files to manage this informa-
tion, the most important of which are role, cubes and dimension files. We have analyzed
this OLAP tool by studying how structural and security information could be imple-
mented in this platform, in order to obtain secure multidimensional code from PSM.

PSM to Code Transformation. Obtaining secure multidimensional code from our
secure multidimensional PSM is a simple task since both consider structural and secu-
rity issues by using a multidimensional approach and the vast majority of the anm.ﬁ.im-
tion concepts are defined in our source metamodel. This paper is focused on obtaining
PSM from PIM, but also deals with the transformation of PSM into a specific OLAP
m, SSAS. In order to obtain code for the security measures defined in the con-
odels we have followed the methodology to implement multidimensional
SAS which is presented in [17]. The presentation of our example will
code in SSAS and screenshots of the final implementation in SSAS.

platfor
ceptual m
security in S
show a portion of

4 Applying MDA for Developing Secure DWs

cation of our MDA architecture to an example of a
hospital that wishes to automate its admission process and requires oo:manmamza_ for
the information involved. This example will be used to show the application of the
transformations to obiain a logical model (PSM) according to our target metamodel
and to obtain secure multidimensional code in SSAS from PSM.

This section presents the appli

4.1 Secure Multidimensional PIM

s the conceptual model (defined as an instance of the SECDW Boa..wc
for our hospital which is required to resolve the aforementioned problem. The .mmoﬁ:Q
configuration of the hospital uses a classification of users and objects in security H.o_om
(SR) and security levels (SL). Security compartments have not been anm:m.n_ since
they depend on organization policies. The user roles (SR) might be :Io%_.ﬁ.&m..:-
ployee”, “Health” (including “Poctor” and “Nurse™ roles) and “NonHealth” (includ-
ing “Admin” and “Maintance” roles). The levels of security (SL) used are top secret
(TS), secret (8), confidential (C) and undefined (U). The secure fact class “Admis-
sion” contains two secure dimeasion classes (“Diagnosis” and “patient”). The “User-
Profile” metaclass contains information about all the users who will have mnomMm.S
this secure multidimensional model. This information can also define characterisucs
of users such us age, citizenship, etc. which can be used to establish complex security
constraints. We have also defined a set of sensitive information mmm._m::_mi .E_om
(SIAR) over classes and attributes: instances of s Admission” fact class or “Patient”
dimension can be accessed by the “Admin” or “Health” roles and the Secret (or up-

per) security level; the “Diagnosis” dimension can be accessed by the “Health” role

and the Secret (or upper) security level: the bases “City” and “DiagnosisGroup” can
ity level; and attributes “Admis-

be accessed by the Confidential {(or upper) secur an
sion.cost” and “Patient.address” can be accessed by the “Admin role.

Figure 6 show
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Table 5. Relation SLevelClass2CubePermission

_relation SLevelClass2CubePermission ..
checkonly domain psm sl:SLevel {
namie = n; }
enforce domain pim ¢;Cube {
name = cubeName;
ID = cubeName;
ownedCubePermissions = OWNCUBEPERMS:Set{CubePermission); }
enforce domain pim cp:CubePermission {
ID = "CubePermission™+n;
name = "CubePermission"+n;
RolelD = n;
Process = "true®;
Read = "Allowed"; }
where]{ QOWNCUBEPERMS->including{ep); }

‘CubeFllas :Cube ..for each Dimension :Dimenslon
+ame = i +name = Admission +1 = Patient
+D = Admisgion +name = Patient
[+DimensigniD =

..Jor each asutharized role

:CubePamission. :
+|0'= CubePenmissionSRHestth.: .
+name = CubePermissionSRHealth :MeasureGroup
me.-mﬁuu.m_w:uwm_s‘ B +D = Admission ™ Atiribute
+ = — 3 "
Y onPe Ton prT p—— ..for each Aftin Patient
+CubeDimensiontD = [Measures +ID =ty —1 Attribute
(*Reag=gHowed. = | [tname = type | AT -
:CallPermission :Measure L] ‘Attribute
H»nnmmu = read o +(D = cost + At = i
Expression = Megsures] [tvpe] Lname = cogt | ..for each Attin City

Fig. 8. Secure multidimensional PSM for hospital: cube

over “Admission™ cube allowing accesses to authorized roles (“SRHealth”, “SRAd-
min” and its descendants, and “SLS” and upper levels) and cell permissions allowing
accesses to each allowed measure (“SRAdmin” cannot access “cost” measure) .

SECDW2Dimension. Finally, the SECDW2Dimension transformation obtains the
structure and security of dimensions and bases by following the process shown in
Table 6. Firstly, structural rules obtain dimensions, hierarchies and attributes for the
dimensions and bases defined in our SECDW model. Each attribute of the base
classes is added as an attribute of its related dimension in our target model. Next, the
security rules are applied. These are composed of several rules which obtain security
constraints defined over classes (dimension or base classes) and their attributes, and
they then analyze the security roles which are involved to obtain dimension and
attribute permissions. Security constraints detected at the class level generate dimen-
sion permissions for each authorized role, allowing access to this class. Attribute
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Table 6. SECDW2Dimension transformation for hospital

top relation Package2Dimension: Hospital

relation SDimension2Dimension: Patient, Diagnosis

relation KeyProperty2KeyAdttribute: (for Patient) ssn (for Diagnosis) codediagnosis

relation NonKeyProperty2Attribute: (for Patient) name, dateOfBirth, address (for Diagnosis)
description, healthArea, validFrom, validTo

relation SBase2Attributes: City, DiagnosisGroup

relation createDimensionSIARForSCompartment: Not thrown

relation createDimensionSIA RForSRole: (for Patient) Health, Admia (for Diagnosis) Health

relation createDimensionS1ARForLevel: {for Patient) S (for Diagnosis) S (for City) C
(for DiagnosisGroup) C

relation authorizeSCompartment: Not thrown

relation authorizeSRole: (for Paticnt) Health, Admin and their descendants (for Diagnosis) Health
and its descendants

relation authorizeSLevel: (for Patient) S, TS (for Diagnosis) S, TS (for City) C, 8, TS
(for DiagnosisGroup) C, 8, TS

relation processSecureProperty: (for Patient) address

relation createPossitiveAtiributePermission; allowed roles (Admin and its descendants)

relation createNegativeAttributePermission: denied roles (distinct to allowed roles)

permissions are also created for the security constraints defined at the attribute level,
defining positive attribute permissions for each authorized role and negative attribute
permissions to avoid access to unauthorized users.

Table 7 shows a piece of source code for one rule of our developed set of QVT
transformation which obtains security constraints defined at the conceptual level over
attributes and establishes this constraint by using an attribute permission with an ex-
plicit denial over this attribute for the involved roles. In this example, a security con-
straint over “address” attribute of “Patient” dimension allowing access to security role
“Admin” was defined. This rule creates attribute permissions for each unauthorized
oles (roles distinct to “SRAdmin” and its descendants) with a denied set over “ad-
dress” attribute of “Patient” dimension.

Table 7. Relation createNegative AttributePermissions

“relation createNegativeAttributePermissions . .-~ ... . 7

checkenly domain pim sp:SecureProperty {

name = spName; } )
enforce domain psm dp:DimensionPemission {

ID = "DimensionPermission"+ID;

Name = "DimensionPermission"+ID;

ownedAttributePermissions= OWNATTPERMS:Set(AttributePermission)}
entorce domain psm at:AttributePermission {

Attribute|D = spName;

DeniedSet = "["+sp.class.name+"].["+sp.name+T"; }

Figure 9 shows the model obtained from SECDW2Dimension transformation in
which are defined each dimension (“Patient” and “Diagnosis”), attributes (key attrib-
utes, non key attributes and attributes derived from its related bases), hierarchies
and security permissions over dimensions and attributes (positive and negative
permissions).
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logical models are obtained from this conceptual model by applying our set of QVT
rules (see Figure 9), this security constraint is transformed into dimension permissions
that deny accesses to unauthorized roles (security levels “SLC” and “SLU”, and secu-
rity roles distinct to anthorized roles).
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Fig, 11. SSAS implementation for hospital: unauthorized query
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Firstly, an authorized user with the security level “Secret” (“SLS” role at the logi-
cal level) and the security role “Health” (“SRHealth” role at the logical level) makes a
query involving attributes from the “Diagnosis” and “Patient” dimensions, Figure 10
shows the result of this query. Next, an unauthorized user with a lower security level,
“Confidential” (“SLC” role at the logical level) and the same security role, “Health”,
makes the same query, but in this case it is an unauthorized query and the requested
information is hidden. Figure 11 shows the result of this unauthorized query.

5 Conclusions

This work shows the advantages of applying an MDA approach to the development of
DWs by analyzing PIM to PSM and PSM to code transformations, which is then ap-
plied to an example, This approach allows vs to avtomatically develop DWs, thus
saving time and money and obtaining better quality and security by translating the
requirements identified at early stages of development into the final implementation.

We have defined the necessary metamodels at the logical level (PSM), multidi-
mensional secure code for a specific OLAP platform (SSAS) and the transformations
to obtain PSM from conceptual models defined according to our SECDW metamodel
and secure multidimensional code in SSAS from PSM. Furthermore, we have ana-
lyzed an example in which we have obtained secure multidimensional PSM and code
from a conceptual model of a hospital. .

In future works, we intend to improve our MDA architecture for the development
of secure DWs in several ways. New security rules and constraints will be included in
our ACA model in order to consider the security threats related to specific OLAP
operations such as navigations or inferences. These transformations from PIM with
which to include the advanced security rules defined in SECDW will be extended by
using OCL notes, and we shall also define the transformation from PSM to code for
other OLAP tools such as Pentaho and Oracle, and the inverse transformations from
code to PSM and PTM,
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