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Message from ARES General Co-chairs

The Fourth International Conference on Availability, Reliability and Security (ARES 2009 — The
International Dependability Conference) brings together researchers and practitioners in the area of
dependability. ARES 2009 highlights the various aspects of dependability, with special focus on the
crucial linkage between availability, reliability and security.

ARES aims at a full and detailed discussion of research issues in the field of dependability as an
integrative concept that covers amongst others availability, safety, confidentiality, integrity,
maintainability and security and their different areas of applications.

This conference emphasizes the interplay between foundations and practical issues of dependability in
areas such as information systems, e-government, m-government, location-based services, ubiquitous
computing, and autonomous computing.

This years ARES conference is devoted to establishing collaborations between different sub-disciplines
and building a strong community for further research.

We are very happy to welcome three well-known keynote speakers:
* Elisa Bertino (Purdue University),

* Sushil Jajodia (George Mason University Fairfax)

* Eiji Okamoto (Tsukuba University).

From many submissions we have selected the 40 best for a presentation as full paper. The quality and
quantity of submissions have improved considerably over the last years and the conference officers
sometimes faced a difficult decision when selecting which papers should be accepted. This year’s
acceptance rate has decreased to 25% for full papers. In addition, several workshops and short papers
show ongoing research projects and offer interesting starting points for discussions.

We wish all participants an enjoyable conference and interesting discussions.

General Co-chairs
Makoto Takizawa, Sekei University, Japan
A Min Tjoa, Vienna University of Technology, Austria
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Message from ARES Workshops’ Co-chairs

Welcome to the Workshops of the 4th International Conference on Availability, Reliability and Security
(ARES) which is held at the Fukuoka Institute of Technology, Fukuoka, Japan from March 16 -19, 2009.

The workshops are very important events for ARES as they provide an essential platform for researchers
of various domains to present and discuss their current results. This year we can offer the conference
attendees’ 10 workshops which range from “start-ups” to well-established ones supporting ARES the
fourth year.

The succeeding listing comprises the workshops of ARES 2009:
1. The Forth International Workshop on Dependability Aspects on Data Warehousing and Mining
applications (DAWAM-2009)
2. The Fourth International Workshop on Frontiers in Availability, Reliability and Security (FARES
2009)
. The Third International Workshop on Secure Software Engineering (SecSE-2009)
. The Third Workshop on Advances in Information Security (WAIS-2009)
. The Second International Workshop on Digital Forensics (WSDF-2009)
. The First International Workshop on Global Information Security for an Inclusive Information
Society (GloSec-2009)
. The First International Workshop on Sensor Security (IWSS-2009)
8. The First International Workshop on Organizational Security Aspects (OSA-2009)
9. The First International Workshop on Recent Innovations and Breakthroughs in Cryptography (RIBC-
2009)
10. The First International Workshop on Security and Usability (SecUSAB-2009)

AN L kAW
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These workshops are organized each on specific topics and thus offer researchers the opportunity to
learn from this rich multi-disciplinary experience. The Workshop Chairs would like to thank the
workshop organizers for their great efforts and hard work in proposing the workshop, selecting the
papers, the interesting programs and for the arrangements of the workshops during the conference days.

We are grateful to Amin Anjomshoaa for his excellent work and support with the Confdriver system.
We also would like to thank the support of the webmasters’ team of ARES-2009 and CISIS-2009
conferences and the local organization team at Fukuoka Institute of Technology.

We would like to give special thanks to Mr. Yoji Unoki, Chairman of Board of Trustees of FIT for
hosting CISIS-2009, providing the university facilities and his continuous support. We would like to
thank Fukuoka Convention Bureau for their great support, help, advices and local arrangement. We are
grateful to Fukuoka City and Human Line Corporation (HLC) for the financial support. We also thank
Fukuoka Institute of Technology and Secure Business Austria as sponsors of our conference.

We hope you enjoy the workshops programs and proceedings.
ARES International Conference Workshops’ Co-chairs
Leonard Barolli, Fukuoka Institute of Technology, Japan

Stefan Jakoubi, Secure Business Austria, Austria
Simon Tjoa, Secure Business Austria, Austria
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Conference Officers

General Co-chairs
Makoto Takizawa, Sekei University, Japan
A Min Tjoa, Vienna University of Technology, Austria

Program Committee Co-chairs
Arjan Durresi, Indiana University Purdue University Indianapolis, USA
Hiroaki Kikuchi, Tokai University, Japan
Edgar Weippl, Vienna University of Technology, Austria

Workshops Co-chairs
Leonard Barolli, Fukuoka Institute of Technology, Japan
Stefan Jakoubi, Secure Business Austria, Austria
Simon Tjoa, Secure Business Austria, Austria
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Abstract

Security and requirements engineering are one of
the most important factor of success in the
development of a software product line due to the
complexity and extensive nature of them, given that a
weakness in security can cause problems throughout
all the products of a product line. However, without a
CARE (Computer-Aided Requirements Engineering)
tool, the application of any security requirements
engineering process or methodology is much more
difficult because it has to be manually performed.
Therefore, in this paper, we will present a prototype of
SREPPLineTool, which provides automated support to
facilitate the application of the security quality
requirements engineering process for software product
lines, SREPPLine. SREPPLineTool simplifies the
management of security requirements in product lines
by providing us with a guided, systematic and intuitive
way to deal with them from the early phases of product
lines development, simplifying the management and the
visualization of the artefacts variability and
traceability links and the integration of the security
standards, as well as the management of the security
reference model proposed by SREPPLine. Finally we
shall illustrate the application of SREPPLineTool by
describing a simple example as a preliminary
validation of it.

Keywords: Security requirements, product lines,
security variability, Common Criteria, security.

1. Introduction

In the last years we have observed more and more
organizations in a tight spot due to security breaches.
In fact, the number of reported application
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vulnerabilities has risen from 171 in 1995 to 7,236 in
2007 [2], according to the statistics from the Software
Engineering Institute’s CERT Coordination Center.
The tendency towards larger systems that are
distributed over the Internet has introduced many new
security threats [20], so that present-day information
systems are vulnerable to a host of threats and cyber-
attackers such as malicious hackers, code writers,
cyber-terrorists, etc. [4].

Software product lines (SPL) have become the most
successful approach in the reuse field which can help
to significantly reduce time-to-market as well as
development costs. In this type of software intensive
systems, such as SPL, security is a cross-cutting
concern and should consequently be subject to careful
requirements analysis and decision making. In
addition, many requirements engineering practices
must be appropriately tailored to the specific demands
of product lines [1].

Therefore, software security is getting more and
more interesting for software engineers [24]. This has
caused that the discipline of Security Requirements
Engineering is highly considered as part of Security
Engineering applied to the process of development of
information systems that so far, has not been paid the
necessary attention [14]. This discipline known as
Security Requirements Engineering is a very important
part of the SPL development process for the
achievement of secure SPL and products, because it
provides techniques, methods, standards and
systematic and repeatable procedures for tackling SPL
security requirement issues throughout the SPL
development lifecycle both to ensure the definition of
security quality requirements and to manage variability
of security properties.

Nevertheless, software engineering methodologies
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and standard proposals of SPL engineering have
traditionally ignored security requirements and security
variability issues, so that there are several works that
deals with security requirements management tools,
similar to SREPPLineTool, although none of them are
not sufficiently specific nor tailored for the SPL
development paradigm, mainly because they do not
deal with security requirements variability.

In this paper, we will describe the prototype of a
security requirements management tool called
SREPPLineTool that we have developed to provide
automated support to the SREPPLine (security quality
requirements engineering process for software product
lines) application. SREPPLineTool will provide a
guided, systematic and intuitive way for the application
of SREPPLine, as well as a simple integration with the
rest of requirements and the different phases of the IS
development lifecycle. It also facilitates the integration
of the Common Criteria (CC) [11] and ISO/IEC 27001
into the software development process as well as the
fulfilment of the IEEE 830:1998 standard [8]. To do
so, it is helped by using the functionalities offered by
‘IBM Rational RequisitePro’ (CARE tool which is
extended by SREPPLineTool). Additionally, this
prototype helps to develop products and SPL which
conforms to the aforementioned security standards
with regard to the management of security
requirements and without being necessary to perfectly
know those standards and reducing the participation of
security experts to get it, in other words, it improves
the SREPPLine efficiency. Furthermore, thanks to the
Security = Reference ~ Model  implemented in
SREPPLineTool, it is easier the management and the
visualization of the artefacts variability and traceability
links as well as the reusability of the security artifacts,
thus improving quality successively.

The rest of the paper is organized as follows: In
section 2, we will summarize some of the basic
characteristics of SREPPLine with the aim of
understanding the later explanation of the tool. Then,
in section 3, we will illustrate the tool by describing a
simple example of the SREPPLineTool application as
a preliminary validation of it, as well we will put
forward the lessons learnt. Next, in section 4, we will
present the related work. Lastly, our conclusions and
future work will be set out in section 5.

2. Overview of SREPPLine: security
quality requirements engineering process
for software product lines

A software product line is a set of software-
intensive systems sharing a common, managed set of
features which satisfy the specific needs of a particular

225

market segment or mission and which are developed
from a common set of core assets in a prescribed way
[3]. The software product line engineering paradigm
differentiates two processes: domain engineering, that
is the process of SPL engineering in which
commonality and variability of the product line are
defined and realised; and application engineering, that
is the process of SPL engineering in which the
applications of the product line are built by reusing
domain artefacts and exploiting the product line
variability [21].

SREPPLine  (security  quality requirements
engineering process for software product lines) [18] is
an add-in of activities, which can be incorporated into
an organization’s SPL development process model
providing it with a security requirements engineering
approach. Because we have defined the key activities
that have to be part of each SPL process. The order in
which they are performed depends on the particular
process that is established in an organisation. Thus, the
subprocesses and their activities can be combined with
existing development methods such as RUP (Rational
Unified Process), or other development processes.

It is a security features or security goals based
process which is driven by risk and security standards
(concretely ISO/IEC 27001 [12] and Common Criteria
[11]) and deals with security requirements and their
related artefacts from the early stages of SPL
development in a systematic and intuitive way
especially tailored to SPL based development. It is
based on the use of the latest and widely validated
security requirements techniques, such as security use
cases [5] or misuse cases [20], along with the
integration of the Common Criteria (CC) components
and ISO/IEC 27001 controls into the SPL lifecycle in
order to facilitate SPL products security certification.
Moreover, our proposed process suggests using a
method to carry out the risk assessment which
conforms to ISO/IEC 13335 [9], and concretely it uses
MAGERIT [22] for both SPL risk assessment and SPL
products risk assessment. Furthermore, SREPPLine
has the aim of minimizing the necessary security
standards knowledge as well as security expert
participation during SPL products development. To
this end, it provides a Security Core Assets Repository
to facilitate security artefacts reuse and to implement
the Security Reference Meta Model, which is
composed of the Security Variability Sub-Meta Model
and the Security Requirement Decision Sub-Meta
Model, that assist in the management of the variability
and traceability of the security requirements related
artefacts of the SPL and its products. This meta model
is the basis through which the activities of SREPPLine
capture, represent and share knowledge about security
requirements for SPL and help to certify them against



security standards. In essence, it is a knowledge
repository with a structure to support security
requirements reasoning in SPL engineering.

Our process, which is integrated into the proposed
framework for SPL engineering of Pohl et al. in [21], is
composed of two subprocesses with their respective
activities: Product Line Security Domain Requirements
Engineering (PLSecDomReq) subprocess and Product
Line Security Application Requirements Engineering
(PLSecAppReq) subprocess.

3. SREPPLineTool

We have developed a prototype of a CARE
(Computer Aided Requirements Engineering) tool,
called SREPPLineTool, which is a first approximation
that will help us obtain experience of the problem
through its application to real case studies to refine it
and obtain a definitive version of it. SREPPLineTool
prototype lets us apply the SREPPLine process in a
SPL development by providing automated support to
its activities. This tool implements the Security
Reference Meta Model (explained in [15]) by means of
dynamic repositories of security artefacts, and guides
you in the execution of the process in a sequential way.
Thus, it is able to propose related security artefacts at
each activity of SREPPLine process depending on the
domain categories of the artefacts of the SPL project.
In addition, SREPPLineTool by means of wizard
windows makes easier the management and the
visualization of the artefacts variability and traceability
links as well as the generation of the security
documents of the SPL, which could be generated in
XML, and the integration with other functional and
non-functional requirements and features.

3.1. Developing the Tool

This prototype has been developed with .NET
technology and implemented with C#, using a SQL
Server 2005 database and is linked with IBM Rational
RequisitePro tool by means of a Visual Basic.NET
interface as it is described in Fig. 1 to retain the
advantages of this requirements management tool, so
that it can read the requirements and features from a
RequisitePro project and it can also send the generated
documents by itself to a RequistePro project.

Fig. 1 SREPPLineTool architecture
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3.2. SREPPLineTool in practice

In this section, we will describe how
SREPPLineTool can be applied in practice and
automatizes the application of SREPPLine in a
representative case of security critical SPL in which
security requirements have to be correctly treated in
order to achieve a robust SPL whose members (each
product) would be able to manage properly private
data.

This example concentrates on the results of the
SREPPLineTool application to domain engineering in
order to develop a SPL of a CRM (Customer
Relationship Management) system, which may have
several different configurations for different public
institutions of the Spanish Social Security System.

Previously studied in [18] without using any
security or SPL tool and under a different perspective
in this case, it was carried out in the context of a
reengineering process, which was performed over the
SPL to adapt it to a new legal environment (a new
privacy data protection legislation and new business
laws of the Public Administration), so it was critical
that the ‘“new” SPL continued being secure.
SREPPLineTool helped us to obtain all the security
requirements artefacts of the line proposed in the sub-
process PLSecDomReq of SREPPLine. This example
has been simplified and summed up in order to enable
points of the tool easily illustrated in this paper.

Before starting the execution of SREPPLineTool,
the most important features for our SPL (PPII-CRM)
had been identified and registered into IBM Rational
RequistePro. Most of them were the same of the
original PPII-CRM, such as: Internal Services or
Citizens Services, and the most important new elicited
features were the following: conformance to new data
privacy protection legislation, SMS  platform
integration; and a new business service online to report
sick leave of employees.

Next, we will describe each tab of SREPPLineTool
which match up with SREPPLine activities.
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Fig. 2 Tab 1 of SREPPLineTool

Tab 1 = Activity 1.1: Security Management Scoping
& Variability Analysis. The first sub-activity was the
Repository Update, in this stage we introduced
manually the previous security artefacts of the former
version of the SPL (which was developed without
using SREPPLineTool) and we also received a request
from one of the Stakeholders asking for import the
features from IBM/Rational RequisitePro. Then, the
Security Requirement Engineer looked up in the
Security Resources Repository of the tool in order to
elicitate and to propose the security features of the
product line and he suggested relating the following
new security features to the feature named “data
privacy protection legislation conformance”.

- Strong User Authenticity

- Secure submissions of data privacy

- Confidentiality of sick leave files

Therefore, after all the suggestions had been
evaluated and reviewed by the SPL manager, he linked
the security features as compulsory variants of the
feature  “data  privacy  protection legislation
conformance”.

The next sub-activity was the Stakeholders
Selection where the SPL manager selected the users
and their roles to develop the SPL in the tool.

The third sub-activity is the Variability
Identification, as is shown in Fig.2 SREPPLineTool
allowed us to represent in a features variability tree the
previously designed SPL variability model, as well as
in this window of the tool we related the security
artifacts obtained just before, so that we designed the
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security variability model throughout this interface,
which can be exported to XML to be used by other
tools. The last sub-activity of the first activity is the
Definitions Agreements where SREPPLineTool
helped us to reach an agreement upon a common set of
security definitions such as: Information security,
threat, confidentiality, etc., by providing us with the
definitions of these concepts according to ISO/IEC
17799:2005 and ISO/IEC 27001. Moreover,
SREPPLineTool allows us to define new standards as
well as their concepts, which will be registered in the
repository. It also enables us to state the evaluation
assurance level (EAL) of the Common Criteria (CC),
such as EAL-2 of the CC for PPII-CRM product line.

Tab 2 = Activity 1.2: Security Assets Scoping. In this
activity we identified the security assets for each
security feature, and the dependences between assets.
For instance, for the security feature “Strong User
Authenticity” we identified the following security
assets, which all of them were proposed automatically
by the tool except the second one because it has not
been introduced in the Security Resources Repository
yet: User Password; User fingerprint; National Identity
Number; Social Security Number; Public Key
Certificate; Telephone Protocol. Furthermore, we
added a value to each asset which describes how
important or critical is the asset, higher rated assets
represents a more importance and a greater degradation
of the product in the event in which a security breach
appears in the asset. In our case study the security
features related to the feature “data privacy protection
legislation conformance” contains critical security
information and therefore their security related assets
were added as assets who represents the data
information of each field (password data; value=9,
identity number data; value=6, -certificate data;
value=9; etc.). Moreover, SREPPLineTool allowed us
to define hierarchical dependencies between assets;
thereby the value of the top security assets was
automatically propagated throughout the tree branches
by means of the security assets traceability links.

Tab 3 = Activity 1.3: Security Objectives Scoping.
We selected the Security Objectives for each Asset; the
tool showed us the available security objectives and the
current relationships between Assets and Security
Objectives, and also the value for each pair (Asset,
Security Objective) that represents how important is to
fulfil the Security Objective for an asset, the value
scale is proposed in MAGERIT [22] (which conforms
to ISO/IEC 13335 [9]) (from O (min) to 10 (max)). In
our case study we identified the following business
security objectives or security dimensions: integrity,
confidentiality, availability, authenticity of service
users, authenticity of data origin, accountability (or



traceability) of service use and accountability of data
access. These Security Objectives will be added for
each asset (User Password; User fingerprint; National
Identity Number; Social Security Number; Public Key
Certificate; Telephone Protocol).

Tab 4 = Activity 1.4: Security Threats Scoping. The
Security Threats Scoping activity is responsible of
specifying and relating the pairs of security objectives
and security assets with their potential security threats
that might create security breaches. The Security
Resources Repository of SREPPLineTool enabled us
to select the security threats from the followings
sources: threats formerly introduced in the repository
of the tool in this SPL or in previous SPLs, ISO/IEC
27001 Control Objectives and Common Criteria
Families. When a new threat is created, we can specify
a set of misuse case or/and attack-trees [20] which
defines the behaviour of a threat against a pair security
objective — security asset.

In our case study SREPLineTool enabled us to
retrieve the threats associated with the pairs of assets
and security objectives of the SPL automatically, so
that we identified the following threats with their
respective traceability links to their related pairs of
assets and security objectives.

e  Threat 1: Manipulation of configuration.
Threat 2: Masquerading of user identity.
Threat 3: Misuse.

Threat 4: Re-routing of messages.
Threat 5: Unauthorized access.
Threat 6: Repudiation.

Threat 7: Denial of Service.

Tab 5 = Activity 1.5: Security Risks Assessment.
Once the threats were identified, we carried out the
risks assessment (shown in Fig.3). In order to carry out
this task, SREPPLineTool uses a technique proposed in
MAGERIT [22] (techniques officially recognised by
the NATO at 9th NATO cyberdefense workshop and
by OECD [19]) and which is based on a quantitative
analysis. First of all, and with the help of stakeholders,
for each pair of asset and security objective, we
estimated the likelihood of the threats (in terms of
frequency of occurrence from 0 to 100), as well as the
degradation of the value of an asset caused by a threat
(expressed as a percentage). Finally, with these data
the tool automatically calculated the impact and the
risk above each pair of asset and security objective,
thereby higher values indicate higher impact or risk (as
is depicted in Fig 3).
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Tab 6 = Activity 1.6: Security Requirements

Scoping. In order to derive security requirements, each

pair of asset and security objective were analysed for

possible relevance together with their related threats
which imply more risk, so that the suitable security
requirements or the suitable package of security
requirements that mitigate these threats at the
necessary levels with regard to the result of the risk
assessment activity. Once the relevant threats to the

SPL have been selected, we elicitated those security

requirements that the wuser believed that were

necessary. To facilitate this task SREPPLineTool
enabled us to:

- Select security requirements formerly introduced
in the repository of the tool in this SPL or in
previous SPLs or create new ones.

- Select security requirements from ISO/IEC 27001
(controls) or Common Criteria (components).

- Select or create a new requirements package / or
security tests.

- Select one of the requirements packages/test and
within the package/test, the desired requirements.

We selected and added to the SPL those security
requirements that the security requirements engineer
considered relevant to the threats previously identified.

This is one of the security requirements selected from

the security resources repository and which was linked

to the threats 2 and 5:

SR1: Ensure User Authenticity
- The secure functions of [VP_SPL app] shall
identify and authenticate an [VP_type user] by
using [Variant] before an [VP_type user]| can
bind to shell of [VP_SPL app]. (Variant
[password | fingerprint | e-certificate])
Moreover, SREPPLineTool enables us to relate
security requirements to the functional and non-
functional requirements of the SPL. It also facilitates
the specification of the security requirements by means
of a security use case specification, with the help of
parametrical templates in aspect XML to define the
internal and external security variability (which is
carried out at Activity 8).

Tab 7 Activity 7: Security Requirements
Negotiation and Prioritization. The aim of this
activity is to automatize the security requirements
prioritization according to the risk of the threats
mitigated by them and the dependences between other
functional and non-functional requirements. For each
one of the security requirements established in the
SPL, we selected which level of priority we will assign
it (from 0 to 10), and then SREPPLineTool sorts the
security requirements list from more to less priority.
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Fig. 3 Tab 8 of SREPPLineTool

Tab 8 Activity 8: Security Requirements
Specification. This activity comprised security
requirements specification. In order to do so,
SREPPLineTool provides us with parametrical
templates in aspect XML to define the security
variability of the security requirements as well as the
security requirements variability links to other security
requirements related (variants or variation points) and
security requirements traceability links to security
related artefacts.

Tab 9 Activity 9: Security Requirements
Artefacts Inspection. In this activity, SREPPLineTool
facilitates the task of verifying that the security
requirements conformed to IEEE 830:1998 and
ISO/IEC 15408 (Common Criteria), because it made
easier for the user the verification and validation of
security requirements through checking those threats
for which we have not specified security requirements
in the SPL project, together with the assurance
requirements that have not been added to the project
according to the assurance level (EAL of the Common
Criteria) defined in activity 1. At last, in this activity,
the tool generates the SPL Protection Profile
Document conforming to the Common Criteria
(ISO/IEC 15408 and ISO/IEC 15446 [10]) that
integrates all the information related to the rest of
artifacts generated by SREPPLineTool in the previous
activities. Finally, SREPPLineTool allows us to select
those security artifacts modified/generated in the
iteration and considered interesting for being
introduced into the general repository of the tool in
order to reuse these artefacts in future new SPLs.

3.3 Lessons Learnt.
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Among the most important lessons learnt from the
case study presented above we can highlight the
following ones:

Tool support is critical for the practical
application of this process to large-scale software
systems due to the number of handled artifacts
and the complexity of the traceability relations
and the variability model. In addition, we have to
improve the graphical interface of
SREPPLineTool for the security variability
definition to make more intuitive this key task for
security requirements engineers who are not
experts in SPL engineering.

Integration with other tools of the SPL
development paradigm is essential to get an
appropriate  traceability of the security
requirements artefacts and an appropriate
implementation of the security requirements
engineering into an organization.

With respect to the benefits obtained by the
Organization in which the case study was carried
out, it has managed to have normalized a
systematic and specific process for the
management of security requirements in SPL
which conforms to ISO/IEC 15408 and ISO/IEC
27001, as well as the creation of a security core
assets repository whose artefacts will be reused
for the development of the products of the SPL
and also they could be reused for the development
of future SPL in the Organization.

4. Related Work

Extensive work has been carried out on security
requirements during the last few years as it was



presented in [16, 17], and there are several works that
deals with security requirements management tools,
similar to SREPPLineTool, although none of them are
not sufficiently specific nor tailored for the SPL
development paradigm, mainly because they do not
deal with security requirements variability, which is an
essential aspect in this paradigm. We shall now outline
those tools particularly close in functionality to ours
regarding security requirements.

SirenTool is an add-in of RequisitePro supporting
the SIREN method [23], which is a method to elicit
and specify the security system and software
requirements including a repository of security
requirements initially populated by using MAGERIT
and which can be structured according to domains and
profiles in a similar way to SREPPLine categories.
Nevertheless, it only reuses requirements, which are
retrieved via MAGERIT asset hierarchy or via the
aforementioned repository structure. A distinguishing
property of our suggestion is that we suggest using
product lines, thereby by means of a Security
Reference Model implemented by our tool it is reused
the specifications of requirements and threats, as well
as security features (typical artefacts of SPL), security
objectives, assets, countermeasures and tests. In
addition, the security variability can be managed in the
requirements level instead of in the design level thanks
to this model.

ST-Tool [7] is a CASE tool developed for
modelling and analysing functional and security
requirements, it allows us to design and verify them.
ST-Tool has been designed to support the Secure
Tropos methodology [6]. It is an agent-oriented
software development tool, which manages the
concepts of actor, service and social relationship. In
contrast to SREPPLineTool with regards to security
requirements management strictly it does not deal with
security resources reuse, nor incorporate into its steps
security standards integration (such as the ISO/IEC
15408 or ISO/IEC 27001) and it does not facilitate the
generation of reports.

UMLsec-Tool [13] supports UMLsec. They
provide an extension to the conventional process of
developing use-case-oriented process for security-
critical systems. They consider security aspects both in
the static domain model and in the functional
specification. For the elaboration of the functional
aspects they introduce a question catalogue and for the
domain model an UML-extension, UMLSec. However,
the tool does not facilitate the explicit definition of the
security variability, which is the key difference
between the development of single systems and SPL
engineering.
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5. Conclusions and Further Work

Nowadays, software security is generating a
growing interest and even more in SPL, due to the fact
that security requirements issues are extremely
important in SPL because a weakness in security can
cause problems throughout the lifecycle of a product
line. Although there have been several attempts to fill
the gap between requirements engineering and SPL
requirements engineering, there is not a systematic
approach nor tool support available for defining
security quality requirements and managing the
variability of them and their related security artefacts
to the models of a SPL.

While traditional requirements management tools
are not able to directly support the above-exposed
security requirements management in SPL engineering.
We have shown in this paper that a seamless
integration of security requirements engineering
concepts and SPL engineering, together with the latest
security requirements specification techniques (such as
security use cases [5], misuse cases and attack trees
[20], UMLSec [13] in the next version) and along with
the most relevant security standards with regard to the
management of security requirements (such as
ISO/IEC 15408, ISO/IEC 27001, or ISO/IEC 17799) in
these tools is possible. Thus, tools like
SREPPLineTool are actually a critical enabler for the
industrial uptake of security requirements engineering
in SPL development, fact which was shown in the real
case study performed at the Social Security of Spain
[18].

Finally, there is a set of aspects planned for the
future of this prototype that will allow us to increase
the level of automation of SREPPLine application and
so, a better efficiency of the organizations
requirements engineering process in SPL engineering.
Among them, we can highlight the following: to
extend the type of supported requirements
specifications in order to support UMLSec [13]; to
refine the integration with RequisitePro and to extend
the tool for it to be supported in other CARE tools; to
automatize the creation of security use cases by using
misuse cases created in SREPPLine PLSecDomReq
activity 4; and to improve the graphical interface of
SREPPLineTool for the security variability definition
to make it more intuitive.
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