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Preface

These proceedings represent the work of presenters at the 11th European Conference on e-Government
(ECEG 2011).

The Conference this year is being hosted by the Faculty of Administration, University of Ljubljana, Ljubljana,
Slovenia. The Conference Chair is Professor Maja Klun and the Programme Co-Chairs are Mitja Decman
and Tina Jukic, all from the University of Ljubljana.

The opening keynote address is given by Dr. AleS Dobnikar, E-Government and Administrative Processes
Directorate, Ministry of Public Administration, Slovenia.

This Conference brings together practitioners and researchers in the area of e-Government from some 40
different countries. Participants will be able to share their research findings and explore the latest
developments and trends in the field which can then be disseminated in the wider community.

With an initial submission of 192 abstracts, after the double blind, peer review process there are 74 papers
published in these Conference Proceedings. These papers represent research from countries including
Australia, Austria, Belgium, Brazil, Canada, Czech Republic, Eygpt, Estonia, Finland, France, Germany,
Greece, India, Ireland, ltaly, Jordan, Latvia, Luxembourg, Macao, Malaysia, Mexico, Norway, Poland,
Romania, Russia, Saudi Arabia, Serbia, Slovenia, South Africa, Spain, Sweden, Taiwan, Tanzania, Thailand,
The Netherlands, Turkey, UK, USA and Zimbabwe. This will ensure a very interesting two days.

I hope that you have an stimulating conference, and enjoy your time in Ljubljana.

Maja Klun, Mitja Decman and Tina Juki¢
Co-Programme Chairs

University of Ljubljana

June 2011
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Abstract: Security awareness has spread inside many organizations leading them to tackle information security not
just as a technical matter, but from a corporate point of view. Information Security Governance (ISG) provides
enterprises with means of dealing with the security of their information assets in a comprehensive manner, involving
every stakeholder through the whole governance and management processes. Boards of Public Entities cannot
remain unaware of this development and should make efforts to include ISG in their business processes. Realizing
this relevant role, scientific literature contains a variety of proposals which define different frameworks to foster ISG
inside any corporation. In order to facilitate the adoption of any of them by the public sector, this paper compiles
existing approaches, highlighting the main contributions and characteristics of each one. Senior executives and
security managers may need support on their decisions about adopting one of these frameworks, so a comparative
analysis is performed. Although some comparative reviews are found in literature, they lack a systematic and
repeatable methodology, ignore recently published contributions or focus on specific areas, making results biased
and inappropriate for general use in corporations and the public sector. This paper tries to guarantee an objective
comparison through a set of comparative criteria that have been defined and applied to every proposal, so that
strengths and weaknesses of each one can be pointed out. These criteria have been selected from a deep analysis
of existing ISG papers, including both governance and management aspects. As results show, each proposal
focuses on different aspects of ISG giving priority to some of the defined criteria, and none of them covers the entire
required spectrum. Most of the selected frameworks can be used by any public organization as a starting point
towards integrating security into their processes, but this paper helps managers to be aware of their limitations and
the gaps which need to be covered in order to achieve a complete integration. Consequently, more investigation is
needed to fulfill detected gaps and define an ISG framework that organizations can rely on, and which offers security
guarantees of covering every information asset of the company. Public sector’s idiosyncrasy must be taken into
account in this development, resulting in a general framework eligible for adoption by both public and private
companies.

Keywords: information security governance, security governance, comparative analysis, review, governance
framework

1. Introduction

Information Technology (IT) security can no longer be considered as a technical issue that can be
assessed through hardware implementations, but it is a process that involves the whole company
(Pasquinucci, 2007). It is widely accepted that security needs to reach the governance level so that
senior directors understand the risks and the opportunities, and have assurance that these are being
properly and continuously managed (Williams, 2001). The motivations to introduce IT in the corporate
executive agenda is twofold: many countries have developed legislation to hold responsibilities for
security breaches (BSA, 2003, Hardy, 2006), and achieving a higher security degree may become a
competitive advantage to the organization (Humphreys, 2008, Johnston and Hale, 2009).

Public entities are also involved with these considerations, as higher IT security usually strengthens the
trust relationship between Administrations and their citizens. A recent European Union research shows
existing gaps related to security and privacy concerns that need to be fulfilled in the field of electronic
governance and policy modelling (Crossroad, 2010).

All these objectives may be achieved through Information Security Governance (ISG) which is an
overarching category directly affecting the entire policy management process (Knapp et al., 2009). There
is not a unique definition of ISG, but among the most widespread conceptions it is generally accepted
that ISG consists of the leadership, organizational structures and processes that safeguard information
(ITGI, 2006b). ISG can also be defined more specifically as the process of establishing and maintaining a
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framework and supporting management structure and processes to provide assurance that information
security strategies are aligned with and support business objectives, are consistent with applicable laws
and regulations through adherence to policies and internal controls, and provide assignment of
responsibility, all in an effort to manage risk (Bowen et al., 2006). Finally, focusing on the stakeholders’
roles, ISG consists of the frameworks for decision-making and performance measurement that Board of
Directors and Executive Management implement to fulfil their responsibility of providing oversight, as part
of their overall responsibility for protecting stakeholder value, for effective implementation of Information
Security in their Organization (Rastogi and Solms, 2006).

In order to secure their information assets, companies need to adopt an ISG framework that assures
effective implementation and makes process operational (Corporate Governance Task Force, 2004).
Although there exist a variety of proposed frameworks, organizations neither know which one to adopt
nor which one tailors to their own necessities. To help managers in their decisions, the following three
comparative reviews have been found: (Rastogi and Solms, 2006) provide existing guidance on ISG and
use four frameworks to propose a new definition of ISG; (Park et al., 2006) develop a literature review to
look for ISG definitions and use this research to find which security management approaches cover
governance success factors, and to know their limitations; (Mahncke et al., 2009) offer a literature review
of approaches to measure ISG, and evaluate their suitability to general medical practice.

Existing literature reviews do not compare the proposals in a systematic comprehensive manner, so an
additional effort has been performed, presenting the results in this paper. This analysis will show the most
relevant ISG frameworks, their characteristics, and the gaps that need to be filled in by future research.
Achieved results may help security professionals identify the proposal that best suits their organizations;
and lay the foundations of new researches focused on the thorough development of these frameworks.

The research has lead to a set of criteria that allow performing an objective comparison and the
repeatability of the results. These criteria have been selected from existing ISG definitions through the
extraction of compulsory and desirable features that every framework should accomplish.

During the process, specific and differentiating characteristics of the public sector are taken into account.
While E-government is subject to the same threats as e-business, E-government operates within different
constraints(Stibbe, 2005). Government entities exist for the purpose of serving society, while commercial
firms exist for the benefit of their shareholders (Conklin and White, 2006); therefore the resulting security
implementation must have specific considerations. Public organizations may be bound to security
considerations according to applicable legislation, but an ISG framework can complement them or even
be a substitute in case of lack of regulation (Ozkan and Karabacak, 2010).

This paper is structured as follows: next section offers a brief description of the nine frameworks that
have been studied; section 3 presents the comparative criteria that have been defined and the analysis
performed; finally, our conclusions and future work are set out in section 4.

2. Information security governance approaches

A literature review has been carried out in depth to locate existing ISG frameworks. The nine most
relevant ones are summarized in this section.

2.1 A practical guide to implement and control Information security governance

In (de Oliveira Alves et al., 2006), authors propose a framework for implementing ISG. It focuses on
selecting metrics and indicators to track information security evolution, and also on measuring the
maturity level of information security inside the organization.

The approach considers the integration of corporate governance indicators, such as Balance Scorecard,
with IT and security governance best practices, such as those included in COBIT and ISO/IEC 17799.
The practical guide to implement ISG is composed of five stages, which are divided into activities,
detailing the actions to be taken and who is responsible for performing each one.

2.2 Business Software Alliance

The Business Software Alliance (BSA) formed the Information Security Governance Task Force whose
goal is to frame a response in terms that organizations can understand and implement. This Task Force
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has resumed in two white papers many ideas and concepts contained in other reports, legislation and
guidelines.

Firstly, in (BSA, 2003), authors state that there is already a legislative and regulatory regime around IT
security and it must be enough so that companies stop treating security as a technology issue and start
dealing with it as a corporate governance issue. They recommend adopting best practices and standard
procedures such as ISO/IEC 17799 (later included in ISO/IEC 27000 family) and recognize the lack of an
ISG framework that organizations can adopt. The Task Force proposes a framework where each
management role knows what its functions are, how to accomplish its objectives and how to measure and
audit the activities performed.

Secondly, the proposal (Corporate Governance Task Force, 2004) expands the framework formerly
introduced detailing the functions and responsibilities of every stakeholder involved in security. To
implement this framework, authors propose the IDEAL model which is based on five steps: Initiating,
Diagnosing, Establishing, Acting and Learning. Finally, tools are provided for the assessment, verification
and compliance of the corresponding implementation.

2.3 Information security policy: An organizational-level process model

The proposal (Knapp et al., 2009) focuses on the policy side of ISG. Following a different approach from
other studies, authors’ methodology includes data collection from security experts and some interviews
and questionnaires with security professionals. The result is an information security policy model based
on a set of interrelated processes that can be implemented in a repeatable cycle.

Similar to other governance proposals, the model considers the impact of external and internal
influences, as well as the role of corporate governance. Also, there is a great emphasis on training and
awareness of developed policies through out the whole cycle.

2.4 Information security governance (Von Solms)

Authors have been researching the field of ISG, and as a result they have published a wide variety of
papers and a compendium book.

In (Posthumus and Solms, 2004), authors introduce the reason why information security should be
considered as a corporate governance issue. They propose an information security framework clearly
distinguishing between the governance and management sides.

The approach (Posthumus and Solms, 2006) gives more detail on ISG and Information Security
Management, as a part of corporate governance; and describes the tasks, roles and responsibilities of
any key individual in an organization.

As stated in (Solms and Solms, 2006), considering that Corporate Governance can be modelled using
the Direct-Control Cycle, the same model is applied to Information Security Governance. Each of the
steps of this cycle is analyzed through the three management levels: strategic, tactical and operational.

All these results are compiled in the book (Solms and Solms, 2009), where authors describe ISG as part
of Corporate Governance and also sharing some aspects of IT Governance. The Direct-Control Cycle
anticipated in the previous paper is applied to a group of dimensions of information security and is
combined with COBIT and ISO/IEC 27000 as best practices. Also, a methodology of 14 steps is
developed to establish an ISG environment.

2.5 ISACA

The Information Systems Audit and Control Association (ISACA) has proposed (ISACA, 2009), where
they define a generic model to tackle Information Security within a corporation. The model is based on
systems theory and, therefore, consists of processes with inputs and outputs viewed holistically as a
complete function unit.

The model has the structure of a tetrahedron with four elements situated in its vertexes and six dynamic
interconnections between them that link the elements together. The four elements are:

= Organization Design and Strategy
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= People

= Process

= Technology

The six dynamic interconnections are:
= Governing

= Culture

= Enabling and support

= Emergence

= Human factors

= Architecture

2.6 ISO/IEC standards

The International Organization for Standardization (ISO) has a wide portfolio of standards. Among these,
the ISO/IEC 27000 family is dedicated to Information Security Management Systems, which can be used
by organizations to develop and implement a framework for managing the security of their information
assets and prepare for an independent assessment applied to the protection of their information. These
standards provide guidelines to protect information assets through defining, achieving, maintaining, and
improving information security; what is achieved implementing suitable controls and treating
unacceptable information security risks.

Although at first instance, it may seem that this publication only deals with management issues, there are
some proposals to integrate them with information security governance. The paper (Solms, 2005)
recognizes the broader scope of COBIT, as it covers the whole field of IT Governance, but states that
COBIT focuses on what to do but without giving details on how to do it. Here is where the ISO/IEC 27000
family has a chance, as it focuses on Information Security and gives more detail on how to do things.
Both frameworks complement each other as shown in (ITGI, 2006a). Standard ISO/IEC 27014, currently
under development, pretends to be a proposal on an ISG framework. Its scope includes defining I1ISG
clarifying its relationship with corporate and IT governance; and developing a framework establishing its
objectives, principles, and processes. The ISO/IEC 38500 family (ISO/IEC, 2008), which is related to
Corporate Governance of information technology, can also be taken into consideration when dealing with
ISG. The governance framework proposed in this standard, can be exported to information security
implementations.

2.7 ITGI

The IT Governance Institute (ITGI), established in 1998 by the ISACA to focus on original research on IT
governance and related topics, has developed COBIT (ITGIl, 2007), which is a framework for IT
Governance. COBIT 4.1 introduces a set of 34 processes grouped into four domains; detailing the control
objectives, metrics, maturity models and other management guidelines for each of these processes.
Although COBIT is mainly focused on IT Governance, four of its processes are more related to I1SG,
namely:

=  PO6—Communicate management aims and directions
= PO9—Assess and manage IT risks

= DS4—Ensure continuous service

= DS5—Ensure systems security

Surrounding COBIT, there are a group of products which complement it beyond the main framework (i.e.
implementation guide, assurance guide, value of IT investments, etc). The most relevant ones in relation
to ISG are the following guides:

= In (ITGI, 2006b) ITGI describes what ISG is and why it is important; details what the Board of
Directors and Senior Executives should do, how it can be implemented and what, as consequence,
can be achieved.

= The proposal (ITGI, 2008b) is based on the foundations presented in the previous one. It provides
more detail on the definition of Information Security Objectives, and the strategies and action plans
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that can be used to reach them. Furthermore, critical success factors and metrics are introduced to
monitor and measure Information Security, showing that this guide is directed to a lower
management level than the aforementioned one.

2.8 NIST

The National Institute of Standards and Technology (NIST), an agency of the U.S. Department of
Commerce, has published many guidelines related to Information Security. The guide (Bowen et al.,
2006) has its second chapter dedicated to ISG.

According to this book, there are five components of ISG:
= Strategic Planning

= Organizational Structure

= Roles and Responsibilities

= Enterprise Architecture

= Policies and Guidance

All of these components of governance must be linked to the current implementation of security through
on-going monitoring. In order to achieve this result, a description of activities and supporting processes to
perform this monitoring is offered. In another NIST publication, (Bowen et al., 2007), the focus points
towards developing an Information Security Program, so the key activities of this task are detailed.
Among these activities, ISG is highlighted. Also, applicable laws and regulations to security programmes,
from the U.S. point of view, are resumed.

2.9 Software engineering institute

The Software Engineering Institute, from the Carnegie Mellon University, has published the guide (Allen
and Westby, 2007), as part of the Computer Emergency Response Team (CERT) programme. This guide
defines governance for enterprise security and what the characteristics of effective ISG are so that
readers can distinguish between effective and ineffective security governance. To succeed on ISG, the
guide proposes the definition of an Enterprise Security Program within the corporation. This programme
involves personnel at all levels throughout the organization, so different roles are identified pinpointing
their functions and responsibilities. Each role has associated a set of activities with their correspondent
outputs and supporting documents, which are described in a sequential way.

3. Comparative analysis

This section contains a comparative analysis of the most relevant approaches to Information Security
Governance described previously. There is not any standardized framework to compare this kind of
proposals so a set of criteria from different research fields will be utilized. These criteria have been
selected taking into account the wide variety of existing literature definitions related to ISG. Most of these
definitions place this subject as closely linked with IT Governance, Corporate Governance and
Information Security, among other areas. Considering these three points of view, a comprehensive group
of criteria has been defined, which covers both governance and management aspects.

Selected criteria facilitate performing an objective analysis of the nine identified frameworks. With the
proposed comparison topics, the whole spectrum of desirable characteristics related to ISG that can be
found in literature is taken into account. To achieve unbiased results, some of the criteria are subdivided
into different sub-criteria as a second aggregation level, so that each proposal may be easily classified.
Furthermore, besides these three comparison groups, which are shared by every organization, public
sector distinct characteristics have been considered. This constitutes a fourth criterion, which reflects the
fact that governance processes have their own peculiarities within institutional units. Therefore, the
comparative analysis will be based on the criteria detailed in the following subsections.

3.1 IT governance criteria

The literature review shows that there are many definitions of IT Governance. Papers such as (Webb et
al., 2006) and (Dahlberg and Kivijarvi, 2006) analyze more than a dozen definitions and highlight five
elements, which provide the foundations of IT Governance. These elements are:
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= Strategic Alignment: information security must be aligned with business strategy towards the goals of
the organization.

= Delivery of business value through IT: optimization of security investments delivering the promised
benefits.

» Performance Management: monitoring security strategies to ensure reaching the organization’s goals
in time.

= Risk Management: security risk awareness, identifying threats, vulnerabilities and impacts to control
and reduce risks over the whole enterprise.

= Control and Accountability: every person in the organization needs to be involved in the security
controls and has to know the responsibilities he owns inside the defined framework.

3.2 Corporate governance criteria

As a part of Corporate Governance, the following domains taken from (Simonsson and Johnson, 2006)
will be considered:

= Goals: strategy decisions, development of information security policies and guidelines, and controls
to monitor whether the goals are achieved.

= Processes: implementation and management of information security processes, with their related
activities and procedures.

= People: structure within the organization; defining roles and responsibilities of the different
stakeholders.

= Technology: link between Information Security Governance and the physical IT assets that the
organization manages (inside and outside).

3.3 Security criteria

Information Security Governance is obviously related to the Information Security field, so a set of security
criteria have been selected:

= Standards integration: some proposals refer to controls and best practices included in security
standards (i.e. ISO/IEC 27000).

= Information Security Management: policies and procedures defined on the governance side can be
linked to the management and operative side of information security.

» Tools and techniques: usually frameworks utilize tools to facilitate their implementation, such as
metrics to measure the degree of compliance or maturity models to enable benchmarking between
organizations.

= Practical implementation guidelines: theoretical approaches may be distinguished from practical
ones; the latter involve detailing implementation activities, including case studies and even practical
examples.

3.4 Public sector suitability

Although every identified ISG framework may be adapted to a public organization, some of them include
differentiating characteristics that make them more suitable for the public sector. These particularities
range from the compliance with specific laws, policies and regulations to requirements originated from
multiple governing bodies; going through funding limitations in budgets and investments. Public
institutions need to consider security beyond technical aspects in four domains: social, political, cultural
and legal (Wimmer and Bredow, 2002). This fourth criterion evaluates these domains so that it may help
boards in their decisions, avoiding unnecessary efforts in tailoring an ISG framework to a public entity.

3.5 Analysis results

The former defined criteria have been applied to the nine frameworks presented in section 2. The results
are summarized in Table 1, which has been elaborated assigning three levels of conformance (high,
medium and low) to each of the criteria.
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Comparison of ISG frameworks

Table 1

ISG Frameworks . . _:ﬁoﬁ_mzo:. .
IA practical guide to Business security policy: |Information T Software
implement and . Software An o Security ISACA ISO Governance [NIST  |[Engineering
I control Information . organizational- |Governance Standards : f
Criteria . Alliance Institute Institute
Security Governance level process  |(Von Solms)
model
IT Governance
Strategic Alignment medium medium  |high medium high medium  |high high  |high
“w_.m=<m_,< of business value through  Imedium low low low medium low high low medium
Performance Management low medium  |medium medium medium  |high high medium [low
Risk Management high high high high low high high high  |high
Control and Accountability medium low medium high low medium high low high
Corporate Governance
Goals medium medium  |high medium high medium high high  |high
Processes high high high high high high high high  |high
People high high low high high medium medium high  [medium
Technology high low medium medium high medium low low medium
Security
Standards integration high medium  Jlow high low high low high  [medium
Information Security Management  |medium low medium high low high medium medium |medium
Tools and techniques high high medium low low high medium low low
Practical implementation guidelines |medium high low medium medium high low medium |medium
Public Sector Suitability low medium  [low low low low low high  [low
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Table results can be analyzed from two different perspectives. On the one hand, horizontally, some of the
proposed criteria are more widespread over the ISG frameworks than others. Among the governance
criteria, nearly all of the proposals deal with strategic alignment, risk management, goals and processes;
however, delivery of business value through IT is only deeply developed by the IT Governance Institute
on the Val IT Framework (ITGI, 2008a), and technology relations with physical IT implemented assets are
seldom considered. Generally speaking, security criteria seem to be less relevant than the previous ones,
as authors tend to offer high level solutions, distant from implementation details.

On the other hand, vertically, three of the frameworks seem to be more aligned with the groups of criteria
and could be considered as reference starting points. Namely: IT Governance Institute focuses on IT
Governance, ISACA is mainly related to Corporate Governance, and ISO Standards deal principally with
Security criteria. The rest of the approaches are situated in intermediate positions, leveraging the
importance each one gives to every comparative aspect.

With respect to public sector suitability, most of the frameworks do not detail the specific implications of
implementing ISG into a public entity. The guidelines proposed by the NIST are the main exceptions
which take into account these considerations, but they are much localized as a consequence of having
their foundations based on US regulations and laws. Therefore, additional efforts are needed when
adapting this framework to other country’s organizations. Also, some guidance is included in BSA's
proposal, which offers some key notes when adopting information security by educational and non-profit
institutions.

Public organizations are usually bound to a specific regulatory framework which results in different
governance processes. This is the consequence of the application of the corresponding legislation which
emanates from various level authorities (national, regional, etc). In most cases, the selected ISG proposal
needs to be localized to the regulations where the organization resides.

4. Conclusions and future work

The security of any organization’s assets must involve every stakeholder from senior executives to
operational personnel. Information Security Governance helps to carry out this task providing a
framework which can be adopted by enterprises. The board of governance of any company that relies on
this methodology should be confident about compliance with a wide set of security measures and even
regulation requirements; furthermore, information security becomes a process inside the organization
covering all of the information assets and provides alignment with business strategy.

The nine most relevant ISG frameworks existing in the literature have been reviewed in this paper,
performing a comparative analysis between them using a comprehensive set of conformance criteria.
The performed review has shown that none of the approaches, not even the most recent ones, fulfil every
necessity field that organizations need to tackle. Although these proposals include desirable features,
their main lacks have been highlighted.

Special attention has been paid to public sector suitability, but most ISG proposals are more focused on
private corporations than public organizations. This issue may be considered by the directors of any
public institution when adopting one of these methodologies.

Additional research work is needed to develop a general ISG framework which fills the detected gaps.
Either taking any of the approaches included in the comparative study as a starting point, or building it
from scratch, it is imperative that such a task is undertaken. Future work will follow this line,
complementing existing proposals to reduce their weaknesses as well as to achieve a comprehensive
framework that can be systematically extended to any organization.
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