ICEIlSis

14t International Conference on

Enterprise Information Systems

Wroctaw, Poland

Table of Contents 28 June - 1 July, 2012

Introduction http://www.iceis.org

Keynote Speakers =2 iceis.secretariat@insticc.org

Volume 1 - Databases and Information Systems Integration /
Artificial Intelligence and Decision Support Systems

Volume 2 - Information Systems Analysis and Specification /
Software Agents and Internet Computing

Volume 3 - Human-Computer Interaction / Enterprise Architecture

Workshops
WOSIS, MSVVEIS/WEBI, NLPCS and IDEE

Special Sessions

SCOE, NTMIST and MDDIS

Sponsored by: In Cooperation with:

LlﬁSTICC //A‘“‘ @ SWIM aC@)Iﬂ-Coopemtion
©sigmis ' S|GCHI

Co-organized by: Proceedings will be submitted for indexation by:

Wrodtaw University
of Economics

0, .uni-trier.de

-
THOMSON REUTERS [~

pownees B INSpeC §fre 6
CITATION INDEX T | Bibliography

ENASE 2012

7" International Conference on
Evaluation of Novel Approaches to Software Engineering

Wroctaw, Poland 29 - 30 June, 2012

http://www.enase.org

@’ enase.secretariat@insticc.org

Table of Contents

Introduction
Keynote Speakers

Volume 1

Special Session
MDA&MDSD - Model-Driven Architecture and Modeling-Driven Software Development

| Sponsored by:

IrsTICC

Co-organized by: Proceedings will be submitted for indexation by:

Wroctaw University .uni-trier.de
of Economics o rtter Solane
Bibliograp!



http://www.insticc.org
http://www.insticc.org

ICEIS 2012

Proceedings of the
14th International Conference on
Enterprise Information Systems

Volume 1

Wroctaw, Poland

28 June - 1 July, 2012

Sponsored by
INSTICC — Institute for Systems and Technologies of Informaion, Control
and Communication

Co-organized by
Wroctaw University of Economics

In Cooperation with
AAAI — Association for the Advancement of Artificial Intelli gence
IEICE — The Institute of Electronics, Information and Commu nication
Engineers
SWIM — [EICE Special Interest Group on Software Interprise M odelling
ACM — Association for Computing Machinery
ACM SIGMIS — ACM Special Interest Group on Management Inform ation

Systems

ACM SIGCHI — ACM Special Interest Group on Computer Human
Interaction



Copyright(© 2012 SciTePress — Science and Technology Publications
All rights reserved

Edited by Leszek Maciaszek, Alfredo Cuzzocrea and Josédiord

Printed in Portugal
ISBN: 978-989-8565-10-5
Depdsito Legal: 344492/12

http://www.iceis.org/
iceis.secretariat@insticc.org



BRIEF CONTENTS

INVITED SPEAKERS ..ttt ittt ettt et ettt e ettt e e ettt e e e et i ie ey IV
ORGANIZING AND STEERING COMMITTEES .t tutttittiee it et it aneens Vv
SENIOR PROGRAM COMMITTEE ...\ttt ettt et et it ettt et e et e et aee s Vi
PROGRAM COMMITTEE .ttt ittt et ettt et e e e e e et et ettt et Vil
AUXILIARY REVIEWERS .ttt ittt ettt ettt et e e e et e ettt aea e aas X111
SELECTED PAPERS BOOK ..ttt ettt ettt e e e ettt eaas X111
FOREWORD ..ttt ittt e e e e e e XV
CONTEN T S ittt ettt ettt ettt e e e e e e ettt e e e e e e et XVII




INVITED SPEAKERS

Schahram Dustdar
Vienna University of Technology

Austria

Dimitris Karagiannis
University of Vienna

Austria

Steffen Staab
University of Koblenz-Landau

Germany

Pericles L oucopoulos
L oughborough University
U.K.

Yannis Manolopoulos
Aristotle University

Greece




ORGANIZING AND STEERING COMMITTEES

CONFERENCE CHAIR

Joaquim Filipe, Polytechnic Institute of Settbal / INSTIG®@rtugal

PROGRAM CO-CHAIRS
José Cordeiro, Polytechnic Institute of Setubal / INSTI€Grtugal
Leszek Maciaszek, Wroclaw University of Economics, PolaNcquarie University- Sydney, Australia

Alfredo Cuzzocrea, ICAR-CNR and University of Calabria|yt

PROCEEDINGS PRODUCTION
Helder Coelhas, INSTICC, Portugal
Andreia Costa, INSTICC, Portugal
Patricia Duarte, INSTICC, Portugal

Bruno Encarnacéo, INSTICC, Portugal
Liliana Medina, INSTICC, Portugal
Raquel Pedrosa, INSTICC, Portugal
Vitor Pedrosa, INSTICC, Portugal

Claudia Pinto, INSTICC, Portugal
José Varela, INSTICC, Portugal

CD-ROM PRODUCTION
Pedro Varela, INSTICC, Portugal

GRAPHICS PRODUCTION AND WEBDESIGNER

Daniel Pereira, INSTICC, Portugal

SECRETARIAT

Vitor Pedrosa, INSTICC, Portugal

WEBMASTER

Susana Ribeiro, INSTICC, Portugal




SENIOR PROGRAM COMMITTEE

Balbir Barn , Middlesex University, U.K.

Albert Cheng, University of Houston, U.S.A.

Jan Dietz, Delft University of Technology, The
Netherlands

Schahram Dustdar,
Technology, Austria

Vienna University of

Antonio Figueiredo, University of Coimbra,
Portugal

Michel Léonard, CUI, University of Geneva,
Switzerland

Kecheng Liu, University of Reading, U.K.

Pericles Loucopoulos Loughborough University,
U.K.

Andrea de Lucia, Universita degli Studi di Salerno,
Italy

Yannis
Greece

Manolopoulos Aristotle  University,

Masao Johannes Matsumotp Solution Research
Lab, Japan

Alain Pirotte , University of Louvain, Belgium

Klaus Pohl,
Germany

University of Duisburg-Essen,

Matthias Rauterberg, Eindhoven University of
Technology, The Netherlands

Colette Rolland, Université
Panthéon-Sorbonne, France

Paris 1

Narcyz Roztocki, State University of New York at
New Paltz, U.S.A.

Abdel-Badeeh Mohamed Salem Ain Shams
University, Egypt

Bernadette Sharp Staffordshire University, U.K.

Alexander Smirnov, SPIIRAS, Russian Academy
of Sciences, Russian Federation

Ronald Stamper, Measur Ltd, U.K.

Merrill Warkentin , Mississippi State University,
U.S.A.

Vi



PROGRAM COMMITTEE

Miguel Angel Martinez Aguilar, University of
Murcia, Spain

Patrick Albers, ESEO - Ecole Superieure
D’Electronique de L'Ouest, France

Rainer Alt, University of Leipzig, Germany
Vasco Amaral, CITI FCT/UNL, Portugal

Andreas S. Andreoy Cyprus University of
Technology, Cyprus

Wudhichai Assawinchaichote King Mongkut's
University of Technology Thonburi, Thailand

Cecilia Baranauskas State
Campinas - Unicamp, Brazil

University  of

Senén Barrq University of
Compostela, Spain

Rémi Bastide ISIS -
Champollion, France

Santiago de

CUFR Jean-Francois

Bernhard Bauer,
Germany

Lamia Hadrich Belguith, ANLP Research Group,
MIRACL, University of Sfax, Tunisia

Jorge Bernardino, Institute Polytechnic of
Coimbra - ISEC, Portugal

University of Augsburg,

Felix Biscarri, University of Seville, Spain

Oliver Bittel, HTWG Konstanz - University of
Applied Sciences, Germany

Danielle Boulanger, IAE- Université Jean Moulin
Lyon 3, France

Jean-Louis Boulanger CERTIFER, France

Peter Busch Macquarie University~ Sydney,
Australia

Miguel Calejo, Declarativa, Portugal

Coral Calero, University of Castilla - La Mancha,
Spain

Luis M. Camarinha-Matos, New University of
Lisbon, Portugal

Olivier Camp, ESEO, France

Roy Campbell, University of
Urbana-Champaign, U.S.A.

Illinoiis at

Gerardo Canfora, University of Sannio, Italy

Manuel Isidoro Capel-Tufién,
Granada, Spain

University of

Angélica Caro, University of Bio-Bio, Chile

Jose Jesus Castro-schezEscuela Superior de
Informatica, Spain

Luca Cernuzzi, Universidad Catélica "Nuestra

Sefiora de la Asuncion”, Paraguay
Sergio de CesareBrunel University, U.K.
Taiwan Normal

Ming-Puu Chen, National

University, Taiwan

Shiping Chen CSIRO ICT Centre Australia,
Australia

Shu-Ching Chen Florida International University,
U.S.A.

Max Chevalier, Institut de Recherche en
Informatique de Toulouse UMR 5505, France

Witold Chmielarz , Warsaw University, Poland

Daniela Barreiro Claro, Universidade Federal da
Bahia (UFBA), Brazil

Cesar Collazos Universidad del Cauca, Colombia

Jose Eduardo Corcoles Castilla-La Mancha
University, Spain

Antonio Corral , University of Almeria, Spain
Karl Cox, University of Brighton, U.K.
Sharon Cox Birmingham City University, U.K.

Alfredo Cuzzocrea ICAR-CNR and University of
Calabria, Italy

Maria Damiani, University of Milan, Italy
Vincenzo Deufemia Universita di Salerno, Italy
Kamil Dimililer , Near East University, Cyprus

José Javier Doladg University of the Basque
Country, Spain

Dulce Domingos Faculty of Science - University
of Lisbon, Portugal

César Dominguez Universidad de La Rioja, Spain

Ming Dong, Shanghai Jiao Tong University, China

VII



PROGRAM COMMITTEE (CONT.)

Juan C. Duefias Universidad Politécnica de
Madrid, Spain

Hans-Dieter Ehrich, Technische Universitaet
Braunschweig, Germany

Jodo Faria, FEUP - Faculty of Engineering of the
University of Porto, Portugal

Antonio Farifia, University of A Corufia, Spain

Jamel Feki, University of Sfax - Faculté Des

Sciences Economiques et de Gestion de Sfax,

Tunisia

Antonio Fernandez-Caballerq Universidad de
Castilla-la Mancha, Spain

Edilson Ferneda Catholic University of Brasilia,
Brazil

Maria Jodo Silva Costa Ferreira, Universidade
Portucalense, Portugal

Paulo Ferreira, INESC-ID / IST, Portugal

Filomena Ferrucci, Universita di Salerno, Italy

Rita Francese Universita degli Studi di Salerno,
Italy

Bogdan Franczyk University of Leipzig, Germany

Ana Fred, Technical University of Lisbon / IT,
Portugal

Lixin  Fu, University of North Carolina,

Greensboro, U.S.A.
Mariagrazia Fugini, Politecnico di Milano, Italy

Jose A. Gallud University of Castilla-la Mancha,
Spain

Matjaz Gams, Jozef Stefan Institute, Slovenia

Maria Ganzha, SRI PAS and University of Gdansk,
Poland

Juan Garbajosa Technical University of Madrid,
Spain

Mouzhi Ge, Universitaet der Bundeswehr Munich,
Germany

Marcela Generg University of Castilla-La
Mancha, Spain

Joseph Giampapa Carnegie Mellon University,
U.S.A.

Raul Girdldez, Pablo de Olavide University of
Seville, Spain

Pascual Gonzalez Universidad de Castilla-la
Mancha, Spain

Robert Goodwin, Flinders University of South
Australia, Australia

Feliz Gouveig University Fernando Pessoa /
Cerem, Portugal

Luis Borges Gouveia Universidade Fernando
Pessoa, Portugal

Virginie Govaere, INRS, France
Janis Grabis, Riga Technical University, Latvia

Maria Carmen Penadés Gramaje Universitat
Politecnica de Valéncia, Spain

Sven Groppe University of Liibeck, Germany

Wieslawa Gryncewicz Wroclaw University of
Economics, Poland

Nuno Guimardes Lasige / Faculty of Sciences,
University of Lisbon, Portugal

Maki K. Habib , The American University in Cairo,
Egypt

Yaakov Hacohen-Kerner, Jerusalem College of
Technology (Machon Lev), Israel

Sylvain Hallé, Université du Québec a Chicoutimi,
Canada

Slimane Hammoudi ESEO, France

Wahab Hamou-Lhadj,
Canada

Concordia University,

Christian Heinlein, Aalen University, Germany
Markus Helfert, Dublin City University, Ireland

Suvineetha Herath Richard Stockton State
College of New Jersey, U.S.A.

Orland Hoeber, Memorial
Newfoundland, Canada

University  of

Wladyslaw Homenda Warsaw University of
Technology, Poland

Jun Hong, Queen’s University Belfast, U.K.

Wei-Chiang  Hong,
Technology, Taiwan

Oriental Institute of

VIII



PROGRAM COMMITTEE (CONT.)

Miguel J. Hornos, University of Granada, Spain

Kai-I Huang, Tunghai University, Taiwan

Akram ldani , Grenoble INP - Grenoble Institute of
Technology, France

Marta Indulska, The University of Queensland,
Australia

Francois Jacquenet University of Saint-Etienne,
France

Arturo Jaime, Universidad de La Rioja, Spain

Marijn Janssen, Delft University of Technology,
The Netherlands

Wassim Jaziri, Higher Institute of Computer and
Multimedia of Sfax, Tunisia

Paul JohannessonRoyal Institute of Technology,
Sweden

Jan Jirjens, TU Dortmund & Fraunhofer ISST,
Germany

Michail
Greece
Nikos Karacapilidis, University of Patras, Greece

Kalogiannakis, University of Crete,

Nikitas Karanikolas, Technological Educational
Institute of Athens (TEI-A), Greece

Stamatis Karnouskos SAP, Germany

Andrea Kienle, University of Applied Sciences,
Dortmund, Germany

Marite Kirikova , Riga Technical University, Latvia

Alexander Universitat

Germany

Knapp, Augsburg,

Fotis Kokkoras, TEI of Larisa, Greece

Ryszard Kowalczyk, Swinburne University of
Technology, Australia

John Krogstie, NTNU, Norway
Subodha Kumar, Texas A&M University, U.S.A.

Rob Kusters, Eindhoven University of Technology
& Open University of the Netherlands, The
Netherlands

Halina Kwasnicka, Wroclaw University of
Technology, Poland

Alain Leger, France Telecom Orange Labs, France

Kauko Leiviska, University of Oulu, Finland

Daniel Lemire, UQAM - University of Quebec at
Montreal, Canada

Da-Yin Liao, Applied Wireless Identifications,
U.S.A.

Luis Jiménez Linares, University of de Castilla-La
Mancha, Spain

Panos Linos Butler University, U.S.A.
Stephane Loiseauleria, France

Jodo Correia Lopes Faculdade de Engenharia da
Universidade do Porto/INESC Porto, Portugal

Maria Filomena Cerqueira de Castro Lopes
Universidade Portucalense Infante D. Henrique,
Portugal

Maria Dolores Lozana University of Castilla-la
Mancha, Spain

Miguel R. Luaces Universidade da Corufia, Spain

André Ludwig, University of Leipzig, Germany

Vicente Luque-Centenq Carlos Il University of
Madrid, Spain

Mark Lycett , Brunel University, U.K.

Lukasz Lysik, Wroclaw University of Economics,
Poland

Cristiano Maciel, Universidade Federal de Mato
Grosso, Brazil

Rita Suzana Pitangueira Macie] Federal

University of Bahia, Brazil

Mirko Malekovic , University of Zagreb, Croatia
Nuno Mamede INESC-ID, Portugal

Paolo Maresca Universita Federico I, Italy

Pierre Maret, Université de Saint Etienne, France

Tiziana Margaria, Potsdam,

Germany

University of

Farhi Marir , London Metropolitan University,
U.K.

Herve Martin , Grenoble University, France

Maria Jodo Martins, Instituto Superior Tecnico,
Portugal




PROGRAM COMMITTEE (CONT.)

Katsuhisa Maruyama, Ritsumeikan University,
Japan

Viviana Mascardi, University of Genoa, Computer
Science Department, Italy

David Martins de Matos, L2F / INESC-ID Lisboa
/ Instituto Superior Técnico, Portugal

Wolfgang Mayer, University of South Australia,
Australia

Javier Medina, University of Granada, Spain

Jerzy Michnik,
Katowice, Poland

University of Economics in

Luo Ming, Southeastern Institute of Manufacturing
and Technology, Singapore

Michele Missikoff, IASI-CNR, Italy

Ghodrat Moghadampour, Vaasa University of
Applied Sciences, Finland

Pascal Molli, LINA, University of Nantes, France
Lars Mdnch, FernUniversitat in Hagen, Germany

Valérie Monfort , SOIE Tunis, Tunisia

Francisco Montero, University of Castilla-la
Mancha, Spain

Carlos Ledn de Mora, University of Seville, Spain
Paula Morais, Portucalense University, Portugal

Fernando Moreira, Universidade Portucalense,
Portugal

Haralambos Mouratidis,
London, U.K.

Pietro Murano, University of Salford, U.K.

University of East

Ana Neves knowman - Consultadoria em Gestao,
Lda, Portugal

Matthias Nickles, Technical University of Munich,
Germany

Ann Nosseir, British University in Egypt, Egypt

Jose Angel Olivas Universidad de Castilla - La
Mancha, Spain

David Olson, University of Nebraska, U.S.A.

Mehmet Orgun, Macquarie University~ Sydney,
Australia

Andrés Mufioz Ortega, Catholic University of
Murcia (UCAM), Spain

Samia OussenaUniversity of West London, U.K.

Sietse Overbeek Delft University of Technology,
The Netherlands

Tansel Ozyer, TOBB ETU, Turkey
Claus Pahl Dublin City University, Ireland

Marcin Paprzycki, Polish Academy of Science,
Poland

José R. ParamauUniversity of A Corufia, Spain
Eric Pardede, La Trobe University, Australia
Viviana Patti, University of Torino, Italy

Loris Penserini, FBK-IRST, Italy

Massimiliano Di Penta, University of Sannio, Italy

Laurent Péridy, IMA-UCO, France

Dana Petcy West University of Timisoara,
Romania

Yannis A. Phillis, Technical University of Crete,
Greece

Josef Pieprzyk Macquarie University, Australia
Selwyn Piramuthu, University of Florida, U.S.A.

José Pires Escola Superior de Tecnologia e Gestao,
Portugal

Luis Ferreira Pires, University of Twente, The
Netherlands

Geert Poels Ghent University, Belgium

Michal Polasik, Nicolaus Copernicus University,
Poland

Srini Ramaswamy, ABB, India
T. Ramayah, Universiti Sains Malaysia, Malaysia

Pedro Ramos Instituto Superior das Ciéncias do
Trabalho e da Empresa, Portugal

Marek Reformat, University of Alberta, Canada

Francisco Regateirg Instituto Superior Técnico,
Portugal

Hajo A. Reijers, Eindhoven University of
Technology, The Netherlands




PROGRAM COMMITTEE (CONT.)

Ulrich Reimer, University of Applied Sciences St.
Gallen, Switzerland

Marinette Revenu, Greyc Ensicaen, France

Nuno de Magalhdes Ribeirg Universidade
Fernando Pessoa, Portugal

Debbie Richards Macquarie University- Sydney,
Australia

Michele Risi, University of Salerno, Italy

David Rivreau, Université Catholique de L'ouest,
France

Alfonso Rodriguez University of Bio-Bio, Chile

Daniel Rodriguez University of Alcala, Spain

Pilar Rodriguez, Universidad Auténoma de
Madrid, Spain
Oscar Mario Rodriguez-Elias, Institute of

Technology of Hermosillo, Mexico

Erik Rolland , University of California at Riverside,
U.S.A.

Jose Raul Romerg University of Cordoba, Spain

David G. Rosadqg University of Castilla-la
Mancha, Spain

Gustavo Rossij Lifia, Argentina

Artur Rot, Wroclaw University of Economics,
Poland

Francisco Ruiz Universidad de Castilla-La
Mancha, Spain

Roberto Ruiz, Pablo de Olavide University, Spain
Belen Vela SanchezRey Juan Carlos University,
Spain

Luis Enrique Sénchez Sicaman Nuevas

Tecnologias S.L., Spain

Manuel
Portugal

Filipe Santos University of Minho,

Jurek Sasiadek Carleton University, Canada
Andrea Schaerf Universita di Udine, Italy

Daniel Schang ESEO, France

Sissel Guttormsen Schar Institute for Medical
Education, Switzerland

Isabel Seruca Universidade Portucalense, Portugal

Jianhua Shaq Cardiff University, U.K.
Hossein Sharif University of Portsmouth, U.K.

Alberto Silva, INESC, Portugal

Sean Siqueirg Federal University of the State of
Rio de Janeiro, Brazil

Spiros Sirmakessis Technological Educational
Institution of Messolongi, Greece

Hala Skaf-molli, Nantes University, France

Chantal Soule-Dupuy, Universite Toulouse 1,
France

José Neuman de SouzdJniversidade Federal do
Ceara, Brazil

Martin  Stanton, Manchester

University, U.K.

Metropolitan

Chris Stary, University of Linz, Austria

Dick Stenmark, Gothenburg University, Sweden
Stefan Strecker, University of Hagen, Germany
Vijayan Sugumaran, Oakland University, U.S.A.
Hiroki Suguri , Miyagi University, Japan

Lily Sun, University of Reading, U.K.

Raj Sunderraman, Georgia State University,
U.S.A.

Jerzy Surma, Warsaw School of Economics,
Poland

Gion K. Svedberg Malmo University, Sweden

Ryszard TadeusiewiczAGH University of Science
and Technology, Poland

Vladimir Tarasov, Jonkoping University, Sweden
Arthur Tatnall , Victoria University, Australia
Sotirios Terzis, University of Strathclyde, U.K.

Claudine Toffolon, Université du Maine, France

Theodoros Tzouramanis University of the
Aegean, Greece

Athina Vakali, Aristotle University, Greece

José Angelo Braga de Vasconcelptniversidade
Fernando Pessoa, Portugal

Xl



PROGRAM COMMITTEE (CONT.)

Michael Vassilakopoulos University of Central
Greece, Greece

Christine Verdier, LIG - University Joseph Fourier
Grenoble, France

Francois Vernadat, European Court of Auditors,
France

Maria Esther Vidal, Universidad Simon Bolivar,
\Venezuela

Aurora Vizcaino, Escuela Superior de Informatica,
Spain

Bing Wang, University of Hull, U.K.

Dariusz Wawrzyniak, Wroclaw University of
Economics, Poland

Hans Weghorn BW Cooperative State University
Stuttgart, Germany

Hans Weigand Tilburg
Netherlands

University, The

Gerhard Weiss, University of Maasticht, The
Netherlands

Graham Winstanley, University of Brighton, U.K.
Wita Wojtkowski , Boise State University, U.S.A.

Viacheslav Wolfengagen Institute JurlnfoR,

Russian Federation

Andreas Wombacher, University of Twente, The
Netherlands

Robert  Wrembel,
Technology, Poland

Poznan University of

Stanislaw Wrycza, University of Gdansk, Poland
Min Wu , Oracle, U.S.A.
Wen-Yen Wu, I-Shou University, Taiwan

Mudasser Wyne National University, U.S.A.

Haiping Xu, University of Massachusetts

Dartmouth, U.S.A.

Sadok Ben Yahig Faculty of Sciences of Tunis,
Tunisia

Lili Yang , Loughborough University, U.K.

Ping Yu, University of Wollongong, Australia
Yugang Yu, Erasmus University, The Netherlands
Wei Zhou, ESCP Europe, France

Eugenio Zimeq University of Sannio, Italy

Lin Zongkai, Chinese Academy of Sciences, China

Xl



AUXILIARY REVIEWERS

Ankica Barisic, FCT UNL, Portugal

Bruno Barroca, CITI FCT UNL, Portugal
Gabriele Bavota, University of Salerno, Italy
Paulo Carreira, University of Lisbon, Portugal
Jan Claes, Ghent University, Belgium

Rui Domingues, FCT/UNL, Portugal

Jessica Diaz Fernandez, Universidad Politécnica
de Madrid (Technical U. of Madrid), Spain

Daniel Lopez Fernnadez, UPM, Spain

Rodrigo Garcia-Carmona, Universidad

Politécnica de Madrid, Spain

Laura Sanchez Gonzalez, University of Castilla La
Mancha, Spain

Krzysztof Kania, University of Economics in
Katowice, Poland

Sandra Lovrencic, University of Zagreb, Faculty
of organization and informatics Varazdin, Croatia

Paloma Caceres Garcia de Marina, Rey Juan
Carlos University, Spain

Lud Marcelo Muriana, UFMT, Brazil
David Musat, UPM, Italy

Alvaro Navas, Universidad Politécnica de Madrid,
Spain

Annibale Panichella, University of Salerno, Italy
Ignazio Passero, University of Salerno, Italy

Jonas Poelmans, Faculty of Business and
Economics, K.U. Leuven, Belgium

Hércules Antonio do Prado,
Embrapa/Universidade Catdlica de Brasilia,
Brazil

Abdallah Qusef, University of Salerno, Italy
Federica Sarro, Universita di Salerno, Italy
Markus Schatten, University of Zagreb, Croatia

Claudio Schifanella, Universita degli Studi di
Torino, Italy

Diego Seco, University of A Corufia, Spain

SELECTED PAPERS BOOK

A number of selected papers presented at ICEIS 2012 will be published by Springer-Verlag in a LNBIP Series
book. This selection will be done by the Conference Chair and Program Co-chairs, among the papers actually
presented at the conference, based on a rigorous review by the ICEIS 2012 Program Committee members.

XM



Security Criteria in Deciding on Migration of Systems to
the Cloud

Rafael Gomez', David G. Rosado?, Daniel Mellado' and Eduardo Fernandez-Medina®

'Spanish Tax Agency, Madrid, Spain
rafael.gomez.lago@gmail.com, damefe@esdebian.org
2GSyA Research Group, University of Castilla-La Mancha,

Dept. of Information Systems and Technologies, Ciudad Real, Spain
{David.GRosado, Eduardo.FdezMedina}@uclm.es

Abstract. Cloud computing is setting trend in IT world. As it evolves,
providers and clients claim their concern about their pros and cons. Some
proposals have been made on the methodologies to assess criteria for benefits
and risks of the different cloud models. How these proposals deal with security
issues (that most IT executives point out as their top concern)? In this paper we
go into the issue of how we can incorporate security requirements to a decision
making process for whether to migrate legacy systems to the cloud and how to
do it. From systems in control of the firms’ data centers to systems working
partially, if not totally out of their control.

1 Introduction

Mell & Grance propose in [20] the most widespread definition for the ultimate utility
model in the IT field: the cloud computing. They describe cloud computing as “a
model for enabling ubiquitous, convenient, on-demand network access to a shared
pool of configurable computing resources that can be rapidly provisioned and
released with minimal management effort or service provider interaction.”

Some like Jansen & Grance say that cloud might be “at odds with traditional
security models and controls” [15] and, for IT executives, security is a top concern
when they are asked about the major deterrents for adoption of the cloud model [8,
10]. So it's still today [23] (see fig. 1).

But, is this concern really undermining the final decision when we face in the
other plate of the balance the promise of huge savings? How can we model and
calibrate the pros and cons of the whole migrating process of a business? After all,
security criteria are probably some of the most difficult to size of all criteria in the
decision process.

There are authors who see the cloud not as a threat but an opportunity to improve
the security of many legacy systems. Winkler says in [25] that the migration to the
cloud “gives us hope that we can regain control over gaps and issues that stem from
poorly integrated or after-thought security.” Also, Buyya et al. point out in [4] that
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security can be guaranteed more easily over grids and clusters.

According to a research carried out by MeriTalk among 166 US Federal IT
executives 47% of the existing federal IT applications are based on legacy
technologies that need modernization [24]. The overall federal budget to maintain
this kind of systems can be estimated around the $35.7B, somewhat around 40% of
the overall federal budget for IT (this percentage when applied to the whole world IT
annual budget stands out up to $1.45T). According to Gartner, modernization
technologies for legacy is the fourth in the list of IT executives' priorities [11].

In this paper we present a preliminary research of some of the efforts that have
been made in the field and the concrete references that we have found regarding
issues like the impact of the security criteria in the migration of legacy systems to the
cloud. It is meant to be only the first step into a full research aiming the problem and
how it is presented to private and public organizations, what issues they regard as
important, and how they incorporate security criteria on their decisions.

The paper is structured in seven sections. The first one is this introduction. Section
two presents a definition on the decision problem. Sections three and four present two
related issues: the current state on multi-criteria analysis and the current research on
the legacy systems migration. In section six gives out some related works. Last, in
section seven we present our conclusions and future work.

B Cost

B Interoperability & portability
Performance issues

B Security

B Vendor lock-in
Other

Fig. 1. Top concerns surrounding cloud computing.
(source The Open Group Cloud Computing Survey 2011)

2 Problem Definition

An organization that plans migrating its legacy systems to the cloud must face several
challenges: to reduce or keep the overall provision costs while ensuring the functional
levels and enhancing or maintaining some other requirements like scalability, security
and privacy, and response when a lack of availability event comes about.

Decision Makers: Most of the times, the leading decision makers are the non IT
executives (i.e. those in the functional areas) and also those who are responsible of the
IT area. Usually all of them work together since there are common interests though
each one might have different concerns about the migration goals.

Goals: In any case, the goal of the decision is not unique and, frequently, they are
conflicting goals. Every project of migration of a system to the cloud (whether or not
is legacy) aims one or more of these:
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e To reduce the cost associated to the normal work of the system.

e To improve the flexibility of the system to cope with peak times.

e To improve the system availability.

e To ease the sustainable growth of the system.

e To improve the intrinsic security of the system.

e To prepare the organization for a (may be partial) outsourcing of IT function.

Uncertainty and Risks: On the other hand, we must be prepared to accept that either
decision (migrate it or not, and which systems are to migrate, and which model we
choose) have some uncertainties that we must manage. For instance, the main
uncertainty usually comes from the financial side. A sustained growth of the
organization might justify investments and service costs of traditional data centres,
but if a recession strikes, maintaining oversized systems may impose an excessive
cost impossible to reduce with traditional models. Another uncertainty we find is the
question on how technology evolves and the lower costs that the evolution brings.

Impact of Time: A legacy migration (valuable for the organization) is not a long
term project, but its effects are long term and must be planned carefully. First,
because the main driver of the change usually is cost savings (like other outsourcing
processes). Nevertheless, once the decision is made, the utility model will be there for
good. In other words: if the driver is cost savings, the opportunity window may be not
always the same. Furthermore, any outsourcing process implies a cultural change that
needs some time to mature (before and after the project kick off).

Roles: Though there are two clearly identified roles (service providers and clients),
the truth is that there are many others that participate and/or are affected by the
decision: Public Administrations, other companies and people. For instance, when a
European citizen entitles to a EU company to keep their personal data, but when the
company places its data in the cloud, the preservation of the rights is not clear.

Decision Variables: The first decision variable in this kind of decision making
problem is whether migrating the legacy is viable, either in its entirety or some
subsystems, or it's better to keep the system just as it is.

If the migration is proposed, another decision variable is which service and
deployment models we choose for implementing the decision. The service models
that we usually find in literature are: software as a service (SaaS), platform as a
service (PaaS) and infrastructure as as service (IaaS). Deployment models usually
proposed are: public cloud, community cloud, managed cloud, hybrid cloud and
private cloud. Each of the service models and deployment models has different
characteristics of technical implications, cost, scalability, security, propriety, location,
etc. and solutions proposed may be different for each subsystem.

Finally, a third decision variable is what is service level that the company wants to
agree with the cloud service provider for each of the clauses in the service level
agreement (SLA). It can be anticipated that the provider will charge differently for
each service level agreed in the SLA (availability, unattended management,
monitoring, etc.). This variable is, furthermore, quite complex because can imply
different combinations and/or technical developments.
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Table 1. Deployment models.

Managed by Property of Infrastructure Accessible and used
infrastructure located in by

Public cloud 3" Party provider 3" Party provider Out of premises Non trusted
Community 3" Party provider 3™ Party provider / In premises / Trusted

cloud Community Out of premises

Managed 3" Party provider 3" Party provider In premises Trusted

cloud

Private cloud Organization / 3™  Organization / 3 In premises Trusted

Party provider Party provider
Hybrid cloud Organization &  Organization &  In premises & outof  Trusted & Non trusted
3" Party provider 3™ Party provider premises

3 Multi-criteria

The first thing we can see when we look at the problem is the fact that we do not face
a situation in which a single goal can be optimized. We have several goals, some of
them conflicting each other, some of them difficult to quantify (therefore to optimize).

Some of the goals (i.e. reducing the maintenance costs and improving the system
availability) are easy to measure, but are at odds with each other. Others, like
improving intrinsic security are hard to measure.

Some works, like [19], have presented into quantifying some aspects of security.
But, when the main driver for the change is economical, the best path is to quantify
security in terms of its economic impact.

Formally, a MCDA problem can be expressed as:

max{g,(a) g,(a)....g,(a) | ae4} 3.1
Where A is a finite set of possible alternatives {alja 2,...,a”} and

{g.()g,() --.g, ()} asetofevaluation criteria.

Rarely an MCDA problem includes an alternative that optimizes all the criteria at
once. Furthermore, the solution is not only dependent on all input parameters in (3.1),
but on the beliefs of decision maker. The best solution is a compromise between the
given data and the preferences expressed by the decision makers.

In [12] Guitouni & Martel presented a methodology for a MCDA process
consisting in the non lineal recursive iteration with four steps: 1) structure the
problem, 2) model the preferences, 3) calculate the preference model, and 4) make
recommendations. The goal of the methodology was being able deal with all the
aspects of a decision problem in which a satisfactory solution is the new paradigm.

4 Legacy Systems Migration

The problem of low quality software from the perspective of maintainability and
adaptability of the systems is not new. Actually, this has been the core issue of the
whole practice of software engineering for many years. Whenever a new technology
appears, the products and services that were developed with the previous technologies
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become legacy. For a given technology, the word ‘legacy’ is quite ambivalent: for the
owner of the system or for non IT executives ‘legacy systems’ are valuable assets,
whereas for the software practitioner of the IT executive they are a source of risks.

There are many definitions for ‘legacy system’, but probably the most extended in
the software engineering field are found in [22]: a system becomes legacy when
“significantly resist modification and evolution regardless of the technology from
which it is built.” Some point out that legacy systems actually have a social part and
include, not only hardware and software, but processes and people. Another common
characteristic of this kind of systems is that they are classified as critical to business.

As for the methodology to evolve legacy systems we can find a framework in [3],
where Bisbal et al. classify the evolution of legacy from wrapping technologies to
overall redevelopment of the deprecated system, being common the mixed. Properly
speaking, migration is in between wrapping and redevelopment. In [22], Seacord et al.
also offers an approximation to modernizing driven by risk.

Nevertheless, most of the works we have found have one thing in common: they
are not specifically adapted to a given technology (that is, they have not been
tailored). There is little work on how to migrate to service oriented architectures
(SOA), work that should draw our attention since cloud computing actually is an
specific form of provision for this kind of architectures. In [13], Heckel et al., justify
the lack of work in the field of SOA since it’s an area for which concern for
reengineering is quite recent. Actually, if we set our focus into the more specific issue
of cloud computing, references are even less.

5 Security Criteria for Cloud Environments

It’s not surprising that there are plenty of research on security criteria for cloud
computing or SOA, either generic ones or quite specific.

Jansen & Grance’s report [15] is probably the most noticeable set of criteria and
specific issues related to cloud computing. In it, it is made a detailed description on
the criteria and issues related to privacy and security, identifying the pros and cons of
the model set up against its traditional counterpart, and the main points to cover.

They identify some positive aspects of the cloud model: specialization of the
technical people, greater uniformity leads to a greater security and eases automation,
resources availability, platform scalability, uniformity, robustness of the backup and
recovery policies. They also give some negative aspects (i.e. a greater system
complexity from the global perspective or the the loss of direct control either on the
logical or the physical items).

Since cloud computing steams from a set of different technologies like SOA, Web
2.0 and computing as an utility, many of the issues related to privacy and security
were already known. They are only viewed from a new perspective.

Jansen & Grance divide their security criteria in nine sections: security
governance, rules and standards compliance, trust building, security architecture,
identity and access management, software isolation, data protection, system’s
availability and incident response. For each of these sections, they make specific
recommendations.

Two other basic references for cloud security are [5] and [6] from the Cloud
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Security Alliance (CSA). CSA presents its guide following three views and fifteen of
security: architecture, governance and operation. Each of the domains represent, to
our decision problem, a set of restrictions to our model that should be evaluated for
each of the legacy piece we have to deal with.

As we can see, none of this threats looks directly linked with the migration of
legacy. Nevertheless, the overall impression is that legacy migration does pose some
specific security questions.

6 Related works

There are plenty of works presenting decision models of some sort related to cloud
migration. One of them even presents a case. But most are not multi-criteria, and
nearly all focus solely on the aspect of expected economic savings.

Probably the most interesting one we have found is presented in [16, 17] which
studies specifically the use of decision support tools. Khajeh-Hosseini et al. present in
[17] two methods supported by tools to asses on the decision process on who is the
best provider and technology solution for cloud computing: though costs modeling,
and benefits and risks analysis. Costs modeling is presented as an extension to the
UML deployment diagram by means of allowing the modeler to incorporate items
like virtual machines or virtual storage, or an unspecific node, or remote applications
or data. In its risks/benefits analysis mode, [16] presents a more deep analysis
regarding the benefits and risks and taking into account diverse factors with an overall
decision outcome as a weighted sum of the risks and the benefits. Both, pros and
cons, are catalogued intro categories: technical, organizational, legal, security and
financial.

Though it’s not specific to MCDA, another interesting work is Schryen’s one in
[21]. In it, it’s presented a model based on fuzzy logic applied to the problem of
investing in security measures for distributed system models. Shryen proposes a
process that starting from a formal specification language for modeling security
conditions and its transformation into logical predicates, he defines some fuzzy sets
and a decision model based on those sets.

Another paper worth mentioning is Huang’s et al. [14]. In it, they use models like
DEMATEL, ANP and Grey Relational Analisys to address the analytical decision
process of baking services cloud migration.

There are other articles published on the issue of decision making for cloud
migration, some of them are closer to our problem (security), others less close:
Andrezejak, Kondo & Ji [1], Bibi, Katsaros & Bozanis [2], Chen & Sion [7],
Fedriksson & Agustsson [9], and Kiinsemoller & Kark [18]. We haven’t considered
them since, though they are related with MCDA techniques and cloud migration, they
do not deal with the migration concept in the sense that we talk about here.

7 Conclusions and Future Work

From the works we have seen up to now, we conclude that though there are quite a
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few papers on the issue of MDCA applied to cloud computing decisions, there is
nothing specifically designed to address the problem of legacy system migration, and,
though some of them point out to security concerns none of them handles the security
issues as factors modeled in a quantitative manner integrated with the overall decision
model, but as constraints that must be ensured.

For that reason, we are working to develop an overall model to help the
practitioners to integrate security into de decision of migrating legacy systems to the
cloud with a MCDA perspective.

Given that any proposed model should take into account the actual beliefs and
preferences of the actual practitioners, we have developed a questionnaire to help us
to understand which are the true concerns of the IT decision makers who must face a
project to migrate part of their systems to the cloud, and how much security is a real
concern and how the value it against economic restrictions like costs.

The questionnaire will look into other issues like the anticipated and the actual
issues regarding the migration process, and the result of the projects (if they are
already finished).

We will feed this questionnaire to several IT executives and further refine our
model so that it can be used to future aid into the decision problem after modeling the
beliefs and preferences of the decision maker.
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