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Abstract— Big Data technologies describe a new generation of 
technologies and architectures, designed so organizations can 
economically extract value from very large volumes of a wide 
variety of data by enabling high-velocity capture, discovery, 
and/or analysis. This new technology raises new risks due to 
more volume and variety of data. Issues related to data security 
and privacy are one of the main concern in today’s era of “big 
data.” It is necessary to know before of involving in big data, 
which are the most important security needs, requirements and 
aspects to assure a high security level in our applications, 
transactions, data processing and decision management. In this 
paper we analyze the most important privacy and security 
aspects and requirements found in Big Data and we establish a 
security model aligned with security quality factor where the 
most relevant security and privacy aspects considered in Big 
Data are defined.        
 

Keywords— Big Data, Security, Information Model, security 
requirements. 

        I. INTRODUCCION 

HE term Big Data refers to large-scale information 
management and analysis technologies that exceed the 

capability of traditional data processing technologies. Big 
Data is differentiated from traditional technologies in three 
ways: the amount of data (volume), the rate of data generation 
and transmission (velocity), and the types of structured and 
unstructured data (variety) [1]. 

The concept of big data can be framed by one of three 
perspectives. The first is a response to the technology 
problems associated with storing, securing and analyzing the 
ever-increasing volumes of data being gathered by 
organizations. This includes a range of technical innovations, 
such as new types of database and “cloud” storage, which 
enable forms of analysis that would not previously have been 
cost effective. The second perspective focuses on the 
commercial value that can be added to organizations through 
generating more effective insights from this data by means of 
the corresponding analysis. This has emerged through a 
combination of better technology and greater willingness by 
consumers to share personal information through Internet. The 
third perspective considers the wider societal impacts of big 
data, particularly the implications for individual privacy, and 
the effect on regulation and guidelines for ethical commercial 
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use of this data [2]. We can see as the security aspects such as 
privacy is found to be very important in the proper concept of 
big data. In this position paper we are to discuss what is meant 
and the corresponding implications about Security when it 
comes to deal with big data. 

Security is the capability of information systems to resist 
accidents or illegal or malicious actions that compromise the 
availability, authenticity, integrity and confidentiality of the 
data stored or transmitted and of the services that these 
networks and systems offer or make accessible, with a specific 
level of confidence [3]. 

Every day, 2.5 quintillion bytes of data are created, and 
about the 90% of these data in the world has been created in 
the last two years alone. Security and privacy issues are 
largely impacted by velocity, volume, and variety of big data, 
such as large-scale cloud infrastructures, diversity of data 
sources and formats, streaming nature of data acquisition and 
high volume inter-cloud migration. The use of large scale 
cloud infrastructures, with a diversity of software platforms, 
spread across large networks of computers, also increases the 
attack surface of the entire system [4]. 

The relatively less structured and informal nature of many 
Big Data approaches is their strength, but it also poses a 
problem: if the data involved is sensitive for reasons of 
privacy, enterprise security, or regulatory requirement, then 
using such approaches may represent a serious security 
breach. Database management systems support security 
policies that are quite granular, protecting data at both the 
coarse and the fine grain level from inappropriate access. Big 
Data software generally has no such safeguards. Enterprises 
that include any sensitive data in Big Data operations must 
ensure that the data itself is secure, and that the same data 
security policies that apply to the data when it exists in 
databases or files are also enforced in the Big Data context. 
Failure to do so can have serious negative consequences [5]. 

Issues related to data security and privacy are of 
paramount concern in today’s era of “big data.” Governmental 
agencies, the health care industry, biomedical researchers, and 
private businesses invest enormous resources into the 
collection, aggregation, and sharing of large amounts of 
personal data [6]. 

Once we have seen that the security and privacy is an 
important issue for big data, in this paper we want to define a 
security model which captures the most important security 
requirements or aspects for big data which cover with the 
needs and challenges found for big data.  

The rest of the paper is structured in 3 more sections. The 
next section, section 2, defines the importance and most 
important security aspects found in big data. Section 3 
presents a model of security factors for the systems 
information and that will help us to define our model of 
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security for big data which is presented in Section 4. And, 
finally, we close in section 5 with our conclusions and agenda 
for future work. 
 

II.  SECURITY IN BIG DATA 

A.  Importance of the Security in Big Data 

One of the biggest concerns in our present age revolves 
around the security and protection of sensitive information. In 
our current era of Big Data, our organizations are collecting, 
analyzing, and making decisions based on analysis of massive 
amounts of data sets from various sources, and security in this 
process is becoming increasingly more important. At the same 
time, more and more organizations are being required to 
enforce access control and privacy restrictions on these data 
sets to meet regulatory requirements such as HIPAA and other 
privacy protection laws. Organizations that have not properly 
controlled access to their data sets are facing lawsuits, 
negative publicity, and regulatory fines [7]. When big data 
drives security, the result is a unified, self-evolving approach 
and a holistic awareness that discrete, stitched-together 
solutions can’t begin to achieve. A big data-driven security 
model has the following characteristics [8]: 

• Diverse data sources – both internal and external – that 
multiply in value and create a synergistic learning effect 
as new security-related information is added 

• Automated tools that collect diverse data types and 
normalize them so they are usable by analytics engines 

• Analytics engines capable of processing vast volumes of 
fast-changing data in real time 

• Advanced monitoring systems that continuously examine 
high-value systems and resources and make assessments 
based on behavior and risk models, not on static threat 
signatures 

• Active controls such as requiring additional user 
authentication, blocking data transmissions or facilitating 
analysts’ decision-making when high-risk activity is 
detected 

• Centralized warehouse where all security-related data is 
made available for security analysts to query, either as a 
unified repository or, more likely, as a cross-indexed 
series of data stores 

• Standardized views into indicators of compromise that 
are created in machine-readable form and can be shared 
at scale by trusted sources 

• N-tier infrastructures that create scalability across 
vectors such as geography, storage and databases and 
have the ability to process large and complex searches 
and queries 

• High degree of integration with security, and risk-
management tools to facilitate detailed investigations of 
potential problems by analysts and to trigger automated 
defensive measures such as blocking network traffic, 
quarantining systems or requiring additional verification 
of user identity. 

Privacy protection has become an elusive goal in the big 
data era as researchers have shown that “linkability threats” 
can re-identity individuals. Due to the highly personal nature 
of data of individuals, the policy framework should lead to 
best practices to store and transmit the data. Existing practices 
focus on keeping data encrypted at rest and in transit with an 
infrastructure to ensure proper authorization and 
authentication of entities to get access to the data [9]. 
 

B.  Security Challenges and opportunities in Big Data 

Security and privacy are a big data concern. Security at 
each level of architecture is required to preserve data from 
attacks at each level. Big data has a big issue of storage, 
computation, data mining, analysis, predictions, transactions 
and many more and at each point security must be 
implemented [10]. Big data security challenges can be  
classified into four categories [4]: 

1. Infrastructure security 
(a) Secure computations in distributed programming 

frameworks. 
(b) Security best practices for non-relational data stores. 

2. Data Privacy 
(a) Scalable and composable privacy preserving data 

mining and analytics. 
(b) Cryptographically enforced data centric security. 
(c) Granular access control. 

3. Data Management 
(a) Secure data storage and transactions logs. 
(b) Granular audits. 
(c) Data Provenance 

4. Integrity and reactive security 
(a) End-point input validation/filtering. 
(b) Real-Time security monitoring. 

One of the key security issues involved with big data 
aggregation and analysis is that organizations collect and 
process a great deal of sensitive information regarding 
customers and employees, as well as intellectual property, 
trade secrets and financial information. As organizations look 
for identify how to gain value from such information, they are 
increasingly seeking to aggregate data from a wider range of 
stores and applications to provide more context in order to 
increase the value of the data, for example, to provide a 
clearer picture of customer preferences in order to better target 
them [11, 12]. 

• Data Disposal: Disposing of business documents from 
storage systems must also follow certain edicts, such as 
ensuring that the files are truly unrecoverable [11].  

• Authenticity: A request to guarantee data authenticity 
usually emerges during legal investigations or 
compulsory procedures. The organization must be able to 
prove that documents have not been altered [11]. 

• Access Control: What about provisions for controlling 
who has access to data stored? Specific data is subject to 
strict security measures for access [11]. 
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• Discovery: Ensuring quick access to business documents 
is a priority in discovery situations [11]. 

• Encryption: Data encryption is now integral to today’s 
business processes as a means of ensuring privacy of 
sensitive or protected information. Strong encryption is a 
powerful element of data security practices for offering 
effective, continuous protection of data [11].  

• Data at rest protection: The standard for protecting data 
at rest is encryption, which guards against attempts to 
access data outside established application interfaces 
[12].  

• Administrative data access: Each node has at least one 
administrator with full access to its data. As with 
encryption we need a boundary or facility to provide 
separation of duties between different administrators 
[12].  

• Authentication of applications and nodes: Hadoop can 
use Kerberos to authenticate users and add-on services to 
the Hadoop cluster. But a rogue client can be inserted 
onto the network if a Kerberos ticket is stolen or 
duplicated, perhaps using credentials extracted from 
virtual image files or snapshots [12].  

• Audit and logging: If you suspect someone has breached 
your cluster, can you detect it? How could you do this? 
You need a record of activity. One area which offers a 
variety of add-on capabilities is logging [12].  The 
system logs significant events, such as object deletion, 
for audit purposes [11]. 

• Monitoring, filtering, and blocking: There are no built-in 
monitoring tools to look for misuse or block malicious 
queries [12].  

• API security: The APIs for big data clusters need to be 
protected from code and command injection, buffer 
overflow attacks, and every other web services attack 
[12]. 

• Account Monitoring and Control: Manage accounts for 
big data users. Require strong passwords, deactivate 
inactive accounts, and impose a maximum permitted 
number of failed log-in attempts to help stop attacks 
from getting access to a cluster [13] 

• Secure processing: Measures to secure the data within 
the analysis infrastructure are needed to mitigate 
potential vulnerabilities and to secure against leakage. 
These could include disk level encryption and a high 
level of network isolation. Big data should be secured in 
transit preferably using encryption [14]. 

III.  SECURITY QUALITY FACTORS   

Like any other type of quality requirement [15], security 
requirements should be based on an underlying quality model 
[16]. Security signifies the degree to which valuable assets are 
protected from significant threats posed by malicious attackers 
[15]. As a quality factor (i.e., attribute, characteristic, or 
aspect), security can be decomposed into a hierarchical 
taxonomy of underlying quality subfactors [16, 17] as 
illustrated in the Fig. 1. 

 

 

Figure 1.  Quality Sub/actors a/the Security Quality Factor. 

 
The security subfactors illustrated in Fig. 1 can be defined 

as follows [18]: 

• Access control is the degree to which the system limits 
access to its resources only to its authorized externals 
(e.g., human users, programs, processes, devices, or 
other systems).  

 The following are quality subfactors of the access-control 
quality subfactor: 
• Identification is the degree to which the system 

identifies (i.e., recognizes) its externals before 
interacting with them. 

• Authentication is the degree to which the system 
verifies the claimed identities of its externals before 
interacting with them. 

• Authorization is the degree to which access and usage 
privileges of authenticated externals are properly 
granted and enforced. 

• Attack/harm detection is the degree to which attempted 
or successful attacks (or their resulting harm) are 
detected, recorded, and notified. 

• Availability protection is the degree to which various 
types of DoS attacks are prevented from decreasing the 
operational availability of the system. 

• Integrity is the degree to which components are protected 
from intentional and unauthorized corruption. Integrity 
includes the following: 

• Data integrity is the degree to which data 
components (whether stored, processed, or 
transmitted) are protected from intentional corruption 
(e.g., via unauthorized creation, modification, 
deletion, or replay). 

• Hardware integrity is the degree to which hardware 
components are protected from intentional corruption 
(e.g., via unauthorized addition, modification, or 
theft). 

• Personnel integrity is the degree to which human 
components are protected from intentional corruption 
(e.g., via bribery or extortion). 
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• Software integrity is the degree to which software 
components are protected from intentional corruption 
(e.g., via unauthorized addition, modification, 
deletion, or theft). 

• Immunity is the degree to which the system protects 
its software components from infection by 
unauthorized malicious programs (i.e., malware such 
as computer viruses, worms, Trojan horses, time 
bombs, malicious scripts, and spyware). Such 
protected software components include complete 
programs, partial programs, processes, tasks, and 
firmware. 

• Nonrepudiation is the degree to which a party to an 
interaction (e.g., message, transaction, transmission of 
data) is prevented from successfully repudiating (i.e., 
denying) any aspect of the interaction. 

• Physical protection is the degree to which the system 
protects itself and its components from physical attack. 

• Privacy is the degree to which unauthorized parties are 
prevented from obtaining sensitive information. Privacy 
includes the following subfactors: 

• Anonymity is the degree to which the users’ identities 
are prevented from unauthorized storage or 
disclosure.  

• Confidentiality is the degree to which sensitive 
information is not disclosed to unauthorized parties 
(e.g., individuals, programs, processes, devices, or 
other systems). 

• Prosecution is the degree to which the system supports 
the prosecution of attackers. 

• Recovery is the degree to which the system recovers after 
a successful attack. 

• Security auditing is the degree to which security 
personnel are enabled to audit the status and use of 
security mechanisms by analyzing security-related 
events. 

• System adaptation is the degree to which the system 
learns from attacks in order to adapt its security 
countermeasures to protect itself from similar attacks in 
the future. 

IV.  SECURITY MODEL FOR BIG DATA  

In this section we present our security model that captures 
the most appropriate security factors defined by Firesmith [18] 
but focused on big data and the challenges and initiatives 
presented for this new technology. 

Of the most important security challenges found and 
described in section II, we analyze if there is any security 
factor defined by the Firesmith model that covers it so if this 
security factor is implemented on a big data environment, the 
challenge or possible solution can be carried out with the 
mechanisms and solutions proposed for assuring the fulfilment 
of this security factor. So for example, in the Table 1, one of 
the challenges is Encryption which is covered by the factors: 
Integrity and confidentiality, which is necessary the use of the 
encryption to implement this requirement. For the rest of 

security factors what cover some security challenges can be 
seen in Table 1.  
 
TABLE I. SECURITY CHALLENGES IDENTIFIED BY SECURITY 
QUALITY FACTORS. 
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Authentication  X             

Access Control X X X            

Encryption      X X   X     

Audit and 

logging 
            X  

Confidentiality          X     

Integrity      X         

Discovery     X          

Secure 

processing 
    X X    X     

Data access X X X            

API security     X        X  

Monitoring and 

filtering 
            X  

Data 

management 
     X    X   X  

 

Taking into account the results of the table, we can see that 
some of the security factors do not cover some security 
challenges, and therefore, these factors are not considered in 
our security model. Therefore, our security model extracted of 
the security quality factors defined in [18] is shown in Fig. 2. 

 
 

 
Figure 2. Security Model for Big Data proposed 

This model defines the basic security requirements that we 
think most appropriate and interesting to consider in big data 
because cover the majority of challenges and needs found that 
should be solved in the next years. These factors of our model 
can be considered as security requirements to be taken into 
account in any big data environment and the implementation 
and functionality of each one depend of the system or datasets 
to protect, so as the security mechanisms and technologies to 

Security 
Quality 
Factors 
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be used to implement the security service that it is necessary 
to protect to the big data environment. 

IV. CONCLUSIONS 

Big data implies datasets having larger volumes, wider 
range of formats, and different velocities. Therefore, security 
in these environments has a higher importance than in 
traditional databases. In this paper we have defined a first 
security model where the majority of security factors that can 
be necessary in big data are identified. This security model 
will help us to define an information model where the security 
aspects are to be taken into account. This model could be used 
in the data provenance, related to ISO 8000-100 and to be 
used for exchanging of data with security indications and 
preprocessing of secure datasets. 
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