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Abstract

Data Warehouses (DWs), Multidimensional (MD) Databases, and On-Line Analytical Processing Applications are used

as a very powerful mechanism for discovering crucial business information. Considering the extreme importance of the

information managed by these kinds of applications, it is essential to specify security measures from the early stages of the

DW design in the MD modeling process, and enforce them. In the past years, some proposals for representing main MD

modeling properties at the conceptual level have been stated. Nevertheless, none of these proposals considers security

issues as an important element in its model, so they do not allow us to specify confidentiality constraints to be enforced by

the applications that will use these MDmodels. In this paper, we will discuss the specific confidentiality problems regarding

DWs as well as present an extension of the Unified Modeling Language for specifying security constraints in the

conceptual MD modeling, thereby allowing us to design secure DWs. One key advantage of our approach is that we

accomplish the conceptual modeling of secure DWs independently of the target platform where the DW has to be

implemented, allowing the implementation of the corresponding DWs on any secure commercial database management

system. Finally, we will present a case study to show how a conceptual model designed with our approach can be directly

implemented on top of Oracle 10g.

r 2006 Elsevier B.V. All rights reserved.
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1. Introduction

Multidimensional (MD) modeling is the founda-
tion of Data Warehouses (DWs), MD Databases,
and On-Line Analytical Processing (OLAP) appli-
cations. These systems are used as a very powerful
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mechanism for discovering crucial business infor-
mation in strategic decision-making processes.
Considering the extreme importance of the informa-
tion that a user can discover by using this kind of
applications, it is crucial to specify confidentiality
measures in the MD modeling process from the
early stages of a DW project. Indeed, the very
survival of the organizations depends on the correct
management, security and confidentiality of infor-
mation [1].

In fact, as some authors have remarked [2,3],
security of information is a serious requirement
.
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1A profile is a set of improvements that extend an existing

UML type of diagram for a different use. These improvements

are specified by means of the extendibility mechanisms provided

by the UML (stereotypes, tagged values and constraints) in order

to be able to adapt it to a new method or model. In this paper, we

will use the terms UML extension and UML profile indistinctly.
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which must be carefully considered, not as an
isolated aspect, but as an element which turns up as
an issue in all stages of the development lifecycle,
from requirement analysis to implementation and
maintenance.

In spite of the fact that different approaches for
integrating security into the system development
process have been proposed [4], they have only
considered information security from a crypto-
graphic point of view. On the other hand, the
approach stated by Chung et al. [5] also insist on
integrating security requirements into design, by
providing designers with models specifying security
aspects, but they do not deal with database and DW
specific issues.

The goal of information confidentiality is to
ensure that users can only access the information
which they have privileges for. In the case of MD
models, confidentiality is crucial, because business
information is very sensitive and can be discovered
by executing a simple query. Sometimes, MD
models also store information regarding private or
personal aspects of individuals, like identification
data, medical data or even religious beliefs, ideol-
ogies, or sexual tendencies. In this case, confidenti-
ality is redefined as privacy. Many governments are
very concerned about the issue of privacy, passing
laws to protect that of the individual, such as the
European Union Directive 95/46/CE from the
European Parliament and Council on people
protection, regarding personal data management
and free circulation of data [6] (and its national
adaptation, such as for instance LOPD in Spain and
BDSG in Germany), the European Union’s Safe
Harbour Law, the United States’ HIPPA (Health
Insurance Portability and Accountability Act),
Gramm-Leach-Bliley Act, Sarbanes-Oxley Act, etc.
According to these laws, organizations must pro-
vide exhaustive access control and complete audit
trails for all access to personal data, and failure to
comply with these laws tends to be very strictly
sanctioned, by imposing severe penalties.

With regard to the modeling of DWs, we believe
that the conceptual modeling phase has been widely
recognized as an important step in the design of
DWs, as the sooner we represent the main MD
properties at the early stages of a DW project, the
better the implemented DW will represent the
requirements of the final user. In recent years,
various approaches have been proposed for repre-
senting the main MD properties at the conceptual
level (see Section 2). However, none of these
approaches for conceptual MD modeling considers
security as an important issue of its conceptual
model, so they do not solve the problem of security
within this kind of systems. Moreover, in most real
world DW projects, security aspects are issues that
usually rely on database management system
(DBMS) administrators. We argue that the design
of these security aspects should be considered along-
side the conceptual modeling of DWs from the early
stages of a DW project, allowing us to attach user
security information to the basic structures of anMD
model (e.g. dimensions, facts, attributes, and so on).
In this way, we would be able to generate this
information in a semi-automatic or automatic way,
into a target platform. The final DW will thus suit
the user’s security requirements better.

In the last few years, we have made several
proposals regarding this issue. In [7], we stated an
OO conceptual MD modeling approach, for a
powerful conceptual modeling of MD systems
based on the Unified Modeling Language (UML).
This proposal considers major relevant MD proper-
ties at the conceptual level in a way that is both
elegant and easy. Furthermore, in [8] we applied the
grouping mechanism called package provided by the
UML. Thus, when modeling complex and large DW
systems, we are not restricted to the use of flat UML
class diagrams. Moreover, in [9] we presented a
UML profile1 for MD modeling based on our
previously proposed approaches. To the best of our
knowledge, in [10] we presented the first UML
extension for the design of secure DWs that allows
us to represent the main security information on
data and their constraints in the MD modeling at
the conceptual level. This approach is based on a
combination of the multilevel security model [11],
which allows us to classify both information and
users into security classes, enforcing the mandatory
access control (MAC), together with the role-based
access control (RBAC) [12,13].

In this paper, we will extend our previous UML
approach for designing secure DWs as follows:
firstly, we will provide new stereotypes for the data
types necessary to correctly represent security
information in an MD model (i.e. facts, dimensions,
attributes, etc.). Secondly, we will adapt the
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corresponding tagged values and well-formedness
rules related to the new data types and stereotypes.
Our conceptual modeling approach is completely
independent of the target platform, which means
that, we are able to implement secure MD models
with any of the DBMS that can implement multi-
level databases, such as Oracle10g Label Security
[14] and DB2 Universal Database (UDB) [15].
Finally, another important issue provided in this
paper is an in-depth detail on how to implement the
security issues specified with our conceptual ap-
proach into a commercial platform such as Oracle
10g, thereby allowing us to enforce the security
information under consideration in further design
steps in a real world project.

The remainder of this paper is structured as
follows: In Section 2, the main related work will be
summarized while in Section 3 the conceptual
approach for MD modeling which we based our
work on will be briefly explained. The new UML
extension for secure MD modeling will be proposed
in Section 4. In Section 5, a case study will be
presented and our UML extension for secure MD
modeling will be applied. Section 6 will put forward
an approach for implementing a conceptual model
carried out with our UML extension in Oracle 10g.
Finally, in Section 7, our main conclusions will be
stated and our future work will be introduced.

2. Related work

In this section, we will organize the related work
according to the three main research topics covered
by this paper: (i) MD modeling, (ii) security
integration into the design process, and (iii) security
and access control models for DWs.

2.1. MD modeling

In recent times, several MD data models have been
proposed. Some of them fall into the logical level
(such as the well-known star-schema by Kimball
[16]). Others may be considered as formal models, as
they provide a formalism for considering the main
MD properties. A review of the most relevant logical
and formal models can be found in [17,18].

In this section, we will only briefly refer to the
most relevant models that we consider ‘‘pure’’
conceptual MD models. These models provide a
high level of abstraction for the main MD modeling
properties at the conceptual level and are totally
independent of implementation issues. An out-
standing feature provided by these models is that
they provide a set of graphical notations (such as
the classical and well-known EER model) that
facilitates their use and reading. On the one hand,
there are approaches that extend the classical EER
to adapt it to the MD modeling such as The

Multidimensional/ER (M/ER) Model by Sapia
et al. [19,20] and The starER Model by Tryfona
et al. [21]. Others provide their own graphical
notation such as The Dimensional-Fact (DF) Model

by Golfarelli et al. [22,23] and the Model proposed
by Hüseman et al. [24]. On the other hand, there are
other proposals that use the object-oriented para-
digm and are based on the UML such as The Yet

Another Multidimensional Model (YAM2) by Abelló
et al. [25], The Object-Oriented metacube proposed
by Nguyen et al. [26,27] and The ADAPTed UML
model proposed by Priebe et al. [28]. In this paper,
we will take the UML approach for the MD
conceptual modeling proposed by Trujillo et al.
[7,9] as our base. This approach has lately been
improved and formalized as an extension (profile) of
the UML by Luján-Mora et al. [7,9] by using the
standard extension mechanisms (stereotypes, tagged
values and constraints) provided by the UML. We
have chosen this latest approach for two main
reasons: (i) it is a formal extension of the UML, as it
uses the standard UML extension mechanisms,
which makes it easier to be used by designers,
modelers and administrators, and (ii) we consider it
a very powerful approach since it allows us to model
not only basic MD terms (such as facts, dimensions,
classification hierarchies and so on) as in the rest of
approaches, but also more complex MD features
such as nonstrict and complete hierarchies, degen-
erate dimensions, degenerate facts, many-to-many

relationships between facts and a particular dimen-
sion, and many more. We do not provide a more
detailed comparison between all these approaches
here as it is outside the scope of this paper.

However, none of these approaches for MD
modeling considers security as an important issue of
their conceptual models, so they do not solve the
problem of security within this kind of systems (only
The ADAPTed approach has been extended by
Priebe and Pernul in [29] with some security
constraints, as we will later summarize in Section 2.3).

2.2. Security integration into the design process

There are a few proposals that try to integrate
security into conceptual modeling such as [30,31]. In
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[30], Smith presents the first attempt to use a
conceptual model to represent security semantic. He
includes constructs for describing security con-
straints in the entity–relationship model. A more
formalized extension to the entity–relationship
model, with techniques for detecting conflicting
constraints is presented by Pernul et al. in [31].
These approaches are very interesting, but they are
focused on the database conceptual modeling, and
they do not consider the peculiarities of DWs and
MD modeling. These techniques are therefore not
directly suited to the security problems regarding
DWs. Many of their ideas and concepts, such as
multilevel security, are considered in our approach,
however. Moreover, [32] extends the Object Model-
ing Technique with multilevel security, to the
modeling of security in information systems (IS)
and databases. More recent proposals are UMLSec
[33,34] and SecureUML [35] where UML is
extended to develop secure systems. These ap-
proaches are very interesting, but, again, they only
deal with IS in general, whilst conceptual database
and DW design are not considered. Moreover, a
methodology and a set of models have been
proposed [36] to design secure databases to be
implemented with Oracle 10g Label Security
(OLS10g) [14]. This approach, based on the UML,
is important because it considers security aspects at
all stages of the development process, from require-
ment-gathering to implementation. Together with
the previous methodology, the proposed Object
Security Constraint Language (OSCL) [37], based
on the Object Constraint Language (OCL) [38] of
the UML, allows us to specify security constraints
in the conceptual and logical database design
process, and to implement these constraints into a
specific DBMS, the OLS10g. Nevertheless, the
previous methodology and models [36] do not
consider the design of secure MD models for
DWs, and therefore, are not appropriate for the
representation of the peculiarities of DWs. In
addition, the OSCL language is not completely
valid for specifying security constraints of DWs.

2.3. Security and access control models for DWs

As described above, the peculiarity of DWs,
along with the MD modeling and its terms (facts,
dimensions, classification hierarchies and so on)
used both for designing and for querying DWs,
makes it necessary to deal with specific security
models for DWs. These peculiarities of both DWs
and the MD model make the classical database
access control defined on tables, rows and so on,
insufficient. Instead, we agree with Priebe and
Pernul in [39,40] where it is stated that security
constraints must be defined in terms of the MD
modeling that final users work with when querying a
DW (facts, dimensions, classification hierarchies,
etc.).

In the relevant literature, we can find several
initiatives for the inclusion of security in DWs.
Many of them are focused on interesting aspects
related to access control, multilevel security, the
applications of these aspects to federated databases,
applications using commercial tools and so on. For
instance, in [41], authors present a prototype model
for DW security based on metadata, which defines
different user groups, and a different view of data
for each user group. This initiative is interesting, but
in a real situation, grouping users and defining a
different view for each group is not enough, being
necessary to combine groups and to specify complex
confidentiality security constraints, which is per-
formed by our proposal. On the other hand, in [42]
an approach is presented which integrates security
from the data sources, and propagates it to DW
design. This approach is attractive, but we believe it
is necessarily an explicit and independent phase
which concerns itself to confidentiality problems in
the conceptual MD modeling.

Additionally, there are some interesting proposals
which define authorization models and security for
DWs [39,40,43–45], but they only deal with OLAP
operations (e.g. roll-up or drill-down) accomplished
with OLAP tools. So these proposals are not
conceived for their integration into MD modeling
as part of the DW design process, and as a
consequence, inconsistent security measures could
be defined. We believe that we should consider basic
security measures for business DWs with a con-
ceptual model from the early stages of a DW
project. Then, more specific security rules can be
defined for particular groups of users in terms of
data marts, views, OLAP tools, or any other
analysis tools, but which are consistent with the
main security rules defined for the DW.

Finally, in our opinion, the pieces of work carried
out by Priebe and Pernul are the most interesting
ones in the area of modeling secure DWs and OLAP
applications. First of all, we agree with [39], where it
is stated that some elements of the MD model such
as a measure, a dimension level or a slice of a
particular cube must be hidden from a certain group
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of users. Thus, in [40], authors propose the
definition of basic security measures for main
OLAP operations when querying a DW. To this
end, these authors extend the ADAPTed UML
approach for specifying security measures on a
UML class diagram which they use for the MD
modeling of OLAP tools at the conceptual level.
This is a very interesting proposal and has some
similarities to ours, as the aforesaid authors provide
a set of authorization rules (AURs) based on the
roles of the different users and they also focus on
the read operation (which is the most common
operation for querying DWs). However, we extend
their work in some sense, providing other features.
Firstly, the conceptual modeling approach which we
take as our base allows us to model complex DW
scenarios and at the same time considers nonstrict
and complete hierarchies, degenerate dimensions,
degenerate facts or many-to-many relationships
between facts and a particular dimension (with the
corresponding attributes). Hence, we also try to
provide a wider approach for modeling a business
DW, rather than an approach aimed at modeling
small data marts. Finally, we cover some relevant
situations such as providing role hierarchies and
compartment groups for users, and not just the
typical security levels of multilevel security. This
allows us to cover more real DWs, as in real world
projects, since we have found that users normally
are classified by different criteria. Furthermore, we
provide a constraint language that allows us to
specify security constraints, taking into account the
above-mentioned user classification criteria. This
constraint language, based on the OCL [29] is
independent of any target commercial tool, which
guarantees the independency of our proposal from
any implementation detail. As we will show at the
end of the Case Study (Section 6), our constraint
language can be easily translated into any commer-
cial DBMS supporting multilevel security access.

To the best of our knowledge, only our previous
work [10] sets the basis for providing a conceptual
model for the design of secure DWs. In [10], we
presented a preliminary version of our extension of
the UML (profile) that allows us to represent main
the security information on the data and their
constraints in the MD modeling at the conceptual
level. The proposed extension is based on the profile
presented in [9] for the conceptual MD modeling.
This last profile allows us to consider the main MD
modeling properties and at the same time it is based
on the UML (designers can avoid learning a new
specific notation or language). In our approach for
the conceptual modeling of DWs, we consider the
multilevel security model [11], but we focus on
considering aspects regarding the read operations
because this is the most common operation in DW/
OLAP applications. We should take into account
that if we add security measures to an MD model,
we are basically adding security measures to a
model that has been built to satisfy final users; and
final users will use the read operation when querying
a DW with an OLAP tool. Other operations such as
that of inserting or updating will be considered in
future work in the framework of ETL—Extraction,
Transformation and Loading processes. However,
this is for further research, as security measures
both in transactional databases and DWs must be
considered. This is a hard task to perform since the
security measures defined in these databases are
very different one from another and hence there are
many conflicts that need to be solved.

Our model, therefore, allows us to classify both
information and users into security classes, and
enforce the mandatory and RBAC [11]. In this
paper, we will refine this approach with the main
aspects mentioned in the introduction, thereby
obtaining a more powerful conceptual model for
designing secure DWs.

3. Object-oriented MD modeling

In this section, we will outline the UML we use
for DW conceptual modeling [7,9]. This approach
has been specified by means of a UML profile which
contains the necessary stereotypes for carrying out
the MD modeling at the conceptual level success-
fully [46]. The main features of MD modeling
considered here are the relationships many-to-many
between facts and one specific dimension, degener-
ated dimensions, multiple classification and alter-
native path hierarchies, and nonstrict and complete
hierarchies. In this approach, structural properties
of MD modeling are represented by means of a
UML class diagram in which the information is
clearly organized into facts (items of interest for a
given business) and dimensions (context in which
facts have to be analyzed).

Facts and dimensions are represented by means
of fact classes (stereotype Fact ), and dimension
classes (stereotype Dimension ), respectively. Fact
classes are defined as composite classes in shared
aggregation relationships of n dimension classes.
The minimum multiplicity in the role of the
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dimension classes is 1 (all facts are always related to
all dimensions). Relations many-to-many between a
fact and a specific dimension are specified by the
multiplicity 1.* in the role of the corresponding
dimension class.

Let us introduce the case study that we will use
throughout the paper to illustrate our approach. In
this case study, we are interested in finding out the
profitability of a patient through the different
admissions, in terms of the diagnosis that was carried
out, the patient on whom it was made, the ward the
patient was assigned to, and the date the diagnosis
was made. In the MD model (see Fig. 1) of this
example, the fact is represented by the Admission
fact class and the dimensions by the Diagnosis,
Patient, Ward and Time dimension classes. In Fig. 1
we can also see how the Admission fact class has a
many-to-one relationship with all dimension classes
(diagnosis, patient, ward and time).
Fig. 1. Multidimensional mo
A fact is composed of measures or fact attributes.
By default, all measures within the fact class are
considered to be additive. For nonadditive mea-
sures, additive rules are defined as constraints and
are included in the fact class. Furthermore, derived
measures can be also explicitly represented (indi-
cated by /) and their derivation rules are placed
between square brackets near the fact class. See the
benefit attribute and its corresponding derived rule
in the Admission fact class in Fig. 1.

With this approach, we can also define identifying
attributes in the fact class (stereotype OID). Thus,
degenerated dimensions can be considered [16],
thereby representing other fact features in addition
to the measures for analysis. For instance, we could
store the bill number (bill_number) as a degenerate
dimension (see Admission fact in Fig. 1); allowing
us to consider another interesting fact feature which
is different from the usual measures.
deling using the UML.
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With respect to dimensions, each level of a
classification hierarchy is specified by a base class
(stereotype Base ). An association of base classes
specifies the relationship between two levels of a
classification hierarchy. The only prerequisite is that
these classes must define a Directed Acyclic Graph
(DAG) rooted in the dimension class (DAG
constraint is defined in the stereotype Dimension).
The DAG structure can represent both multiple and
alternative path hierarchies. Apart from being
considered internally, one can easily find out the
correct DAG structure by making all the roles of the
different classification hierarchy levels visible. For
example, we have made some roles for different
dimensions to clarify the navigability between
classification hierarchy levels visible. For example,
Ward can be aggregated/rolled-up to Hospital and
Hospital into Hospital_Type. It is the same classi-
fication hierarchy path, but we have explicitly
shown the roles of the association relation between
Hospital and Hospital_Type to make it clear that
Hospital rolls-up to (roll +r in the associa-
tion relation) Hospital_Type. Conversely, +d means
that Hospital_Type can be drilled-down into
Hospital. We can also see the same association
roles between some classification hierarchy levels
within the Patient dimension. From now on, we will
not use these roles in order to avoid cluttered
diagrams.

On the other hand, every base class must also
contain an identifying attribute (OID) together with
a descriptor attribute2 (stereotype Descriptor).
These attributes are necessary for an automatic
generation process into commercial OLAP tools, as
these tools store this information on their metadata.

Due to the flexibility of the UML, we can also
consider nonstrict hierarchies (an object at a
hierarchy’s lower level belongs to more than one
higher-level object) and complete hierarchies (all
members belong to one higher-class object and that
object consists of those members only). These
features are specified by means of the multiplicity
of the roles of the associations and by defining the
constraint {completeness} in the target associated
class role respectively. See Patient dimension in
Fig. 1 for an example of all kinds of classification
hierarchies. Lastly, the categorization of dimensions
is considered by means of generalization/specializa-
tion relationships of UML.
2A descriptor attribute will be used as the default label in the

data analysis in OLAP tools.
4. UML extension for secure MD modeling

As we have commented on previously, the goal of
the UML extension proposed in this paper is to
allow us to specify confidentiality constraints in the
conceptual MD modeling. These confidentiality
constraints will restrict the access to data, based
on the sensitivity of data and the identity and
properties of the users. That is to say, for each piece
of data, we need to specify which users will have the
necessary access privilege (e.g. a confidentiality
constraint could be ‘‘The personal information of

patients can be read by administrative staff, but their

medical information can be only read by doctors’’).
To do so, we need each piece of data to refer to the
user or the set of users that will have access
privilege, and then we need to define a user
classification criterion within every particular access
privilege. We have considered three compatible and
optional classification criteria that allow us to refer
to user groups with a very high level of accuracy: (i)
Security levels, that indicate the clearance level of
the user; (ii) Security user roles, which are used by a
company to organize users in a hierarchical role
structure, according to the responsibilities of each
type of work (each user can play more than one
role); and (iii) Security user compartments, which
are also used by organizations to classify users into
a set of horizontal compartments or groups, such as
geographical location, area of work, etc. (each user
can belong to one or more compartments). More-
over, DW designers will be able to define a user
profile class, specifying more user properties that
can be used in confidentiality constraints.

Once the DW structure has been defined, we
should perform these three steps in order to specify
their confidentiality properties:
1.
 To define the organization of users that will have
access to the MD system with precision. We can
define a precise level of granularity considering
three ways of organizing users: Security hierar-
chy levels (which indicate the clearance level of
the user), user Compartments (which indicate a
horizontal classification of users), and user Roles
(which indicate a hierarchical organization of
users according to their roles or responsibi-
lities within the organization). For each user,
a security level, one or more compartments
and/or one or more user roles should be defined
(e.g. Bob is a Doctor, and his security level is
TopSecret)
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2.
 To classify the information into the MD model.
We can define for each element of the model (fact
class, dimension class, fact attribute, etc.) its
security information, specifying a sequence of
security levels, a set of user compartments, and a
set of user roles. We can also specify security
constraints considering these security attributes.
The security information and constraints indicate
the security properties that users have to possess
to be able to access the information.
3.
 To enforce the mandatory and RBAC. The
typical operations that final users can execute in
this type of systems are query operations. So, the
MAC has to be enforced for read operations. The
MAC rule for read operations depends on a
dominance rule. A user can access data only if
the user classification dominates the data classi-
fication. This happens only if, (a) the security
level of the user is greater than, or equal, to the
security level of the data, (b) all the user
compartments that have been defined for the
data are defined for the user, and, (c) at least one
of the user roles (or a descendent in the user role
hierarchy) that the data have defined, is played
by the user. A trusted process is in charge of
assigning the user classification for each user, and
the data classification for each data. Fig. 2 shows
an extension of the pattern that has been
presented in [47], which clearly explains this
access control model. The RBAC is also inte-
grated into this combined model, since the user
role hierarchy is involved in the dominance rule
we have previously presented.

In this paper, we will only focus on the second
stage by defining a UML extension that allows us to
classify the security elements in a conceptual MD
model as well as to specify security constraints.
Furthermore, in Section 6, we will deal with a
prominent work studying the third stage by
generating the necessary structures in the target
DBMS to consider all security aspects represented
in the conceptual MD model. Finally, let us point
* *

*
User Classification

Assignment

CanAccess 

{If it dominate

DUser CompartmentsUser RolesUser Level
*

Fig. 2. Class model for mu
out that the first stage is concerned with security
policies defined in the organization by managers,
and it is outside the scope of this paper.

According to [48], an extension to the UML
begins with a brief description and then lists and
describes all the stereotypes, tagged values, and
constraints of the extension. In addition to these
elements, an extension contains a set of well-
formedness rules. These rules are used to determine
whether a model is semantically consistent with
itself. According to this quote, we will define our
UML extension for secure conceptual MD model-
ing following the schema composed of these
elements:
�

*

*

s it}

ata L

ltile
description (a brief description of the extension in
natural language),

�
 prerequisite extensions (this element indicates

whether the current extension needs the existence
of previous extensions),

�
 stereotypes/tagged values (the definition of the

stereotypes and/or tagged values),

�
 well-formedness rules (the static semantics of the

metaclasses are defined both in natural language
and as a set of invariants defined by means of
OCL expressions), and

�
 comments (any additional comment, decision or

example, usually written in natural language).

For the definition of stereotypes, we will follow
the structure that is suggested in [46], which is
composed of a name, the base metaclass, the
description, the tagged values and a list of
constraints defined by means of OCL. For the
definition of tagged values, the type of tagged
values, the multiplicity, the description, and the
default value are defined.

4.1. Description

This UML extension re-uses a set of stereotypes
previously defined in the UML extension proposed
in [9] for MD modeling at the conceptual level, and
* *

Data Classification

TrustedProcess
Performs

Data CompartmentsData Rolesevels

*

*

vel access control.
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Fig. 3. Extension of the UML with stereotypes.

3All metaclasses come from the Core Package, a subpackage of

the Foundation Package. We have based our extension on the

UML 1.5 as this is the current accepted standard. To the best of

our knowledge, the current UML 2.0 is not yet the final accepted

standard.
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defines a set of tagged values, stereotypes, and
constraints, which enables us to create secure MD
models. This previous UML extension defined the
Fact, Dimension and Base stereotypes by specializ-
ing the metaclass Class, the FactAttribute, Dimen-

sionAttribute, OID and Descriptor stereotypes by
specializing the metaclass Attribute, and the Com-

pleteness stereotype as a specialization of the
metaclass Association.

In our security extension, we have defined seven
new stereotypes: one of them (UserProfile) specia-
lizes in the Class model element, two (Role and
Levels) specialize in the Primitive model element
and four (Level, Compartment, Privilege and At-

tempt) specialize in the Enumeration model element.
The 20 tagged values we have defined (see Section
4.4.) are applied to certain components that are
especially particular to MD modeling, allowing us
to represent them in the same model and in the same
diagrams that describe the rest of the system. These
tagged values will represent the classification
information of the different elements of the MD
modeling (fact class, dimension class, base class,
attributes, etc.), and they will allow us to specify
security constraints depending on this security
information and on the value of attributes of the
model. The new stereotype will help us identify a
special class that will define the profile of the users
of the system. A set of inherent constraints are
specified with the aim of defining well-formedness
rules. The correct use of our extension is assured by
the definition of constraints in both natural
language and OCL [38].

In Fig. 3, we have represented portions of the
UML metamodel3 to show where our stereotypes
fit. We have only represented the specialization
hierarchies, as the most important fact about a
stereotype is the base class that the stereotype
specializes in. In that figure, new stereotypes are
colored in dark gray, whereas stereotypes we re-use
from our previous profile [33] are in light gray and
classes from the UML metamodel remain white.

4.2. Prerequisite extensions

This UML profile re-uses stereotypes that were
previously defined in another UML profile in [9].
This profile provided the necessary stereotypes,
tagged values, and constraints to carry out with
the MD modeling properly, allowing us to represent
the main MD properties of DWs at the conceptual
level. To facilitate the comprehension of the UML
profile which we present and use in this paper, we
will provide a summary of the specification of these
stereotypes in Table 1.
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4.3. Datatypes

First of all, we need the definition of some new
data types which are used in our tagged values
definitions. In Fig. 3 we can see the base classes
these new stereotypes are specialized from. In
Table 2, we will provide the new data types
definitions we have specified. All the information
considered in these new stereotypes has to be defined
for each specific MD model depending on its
confidentiality properties, and on the number of
users and complexity of the organization in which the
MD model will be operative. Finally, we need some
syntactic definitions that are not considered in OCL
standard. Particularly, we need the new collection
type Tree with its typical operations (see the defined
well-formedness rules at the end of this section).

4.4. Tagged values

In this section, we will provide the definition of
several tagged values specified at different levels of
detail such as model, classes, attributes, instances

and constraints. The reason to specify them as
‘‘global’’ tagged values within each corresponding
level is to avoid specifying the same tagged value for
each different stereotype defined in our approach
(see Fig. 3). Moreover, this way, any stereotype or
element can use them whenever convenient.

Table 3 shows the tagged values of all elements in
this extension. Each tagged value can be used if
necessary; otherwise the default value is automati-
cally assigned to. Some of these tagged values must
be used all together. For instance, if we need to
specify the situation in which accesses to the
Table 1

Stereotype from the UML profile for conceptual MD modeling [9]
information of a class have to be recorded in a log
file for future audit, we should use LogType and
LogCond tagged values together in that class (audit
rules—ARs). On the other hand, if we need to
specify a security constraint, we can use OCL and the
InvolvedClasses tagged value to specify in which
situation the constraint has to be enforced (sensitivity
information assignment rules—SIARs). Finally, if we
need to specify a special security constraint in which
a user or a set of users (depending on a condition)
can or cannot access to the corresponding class,
independently of the security information of that
class, we should use exceptions by considering
together the following tagged values: InvolvedClasses,
ExceptSign, ExceptPrivilege and ExceptCond

(AURs). Unfortunately, the standard extension
mechanisms that the UML provides do not allow
us to formally group tagged values, and therefore, we
will group them into UML notes.

4.5. Stereotypes

Having all these tagged values available, we can
specify security constraints on an MD model, but
with all of them depending on the value of attributes
and specified tagged values. In this extension, we
need to define a stereotype so as to specify other
types of security constraints (see Table 4). The
stereotype UserProfile is necessary to specify con-
straints depending on particular information of a
user or a group of users, e.g., depending on the user
citizenship, age, etc. Then, each of the previously
defined data types and tagged values will be used in
the fact, dimension and base stereotypes in order to
consider other security aspects.
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Table 2

Stereotypes of the new data types
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Table 3

Tagged values definition
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Table 4

Stereotype UserProfile of our extension
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4.6. Well-formedness rules

Finally, we will identify and specify in both
natural language and OCL some well-formedness
rules needed for the correct use of the new UML
elements specified in this extension. These rules are
grouped in Table 5.

These well-formedness rules should be enforced
when the designer is building the conceptual model.
Therefore a CASE tool should be available to
support the secure MD modeling and to check these
well-formedness rules automatically and therefore
to ensure the security elements have been correctly
introduced into. We have developed a prototype
that performs this activity.
4.7. Comments

Many of the previous constraints are very
intuitive, but we have to ensure they are carried
out; otherwise the system can be inconsistent.

In addition to the previous constraints, the
designer can specify security constraints with
OCL. If the security information of a class or an
attribute depends on the value of an attribute of an
instance, it can be expressed as an OCL expression
(see Fig. 6). Normally, security constraints defined
for stereotypes of classes (fact, dimension and base)
will be defined by using a UML note attached to the
corresponding class instance.4 We do not impose
any restriction on the content of these notes so as to
allow the designer the greatest flexibility, except for
4The connection between a note and the element it applies to is

shown by a dashed line without an arrowhead as this is not a

dependency [49].
those restrictions imposed by the tagged values
definitions (Fig. 4).

Several implication rules could be defined in our
model, such as those defined for the ORION access
control model [50], those defined for a model of
content-based authorization in object-oriented da-
tabases [51], and more recently, the implication rules
included in a grammar for the security policy
specification language for web services [52]. Never-
theless, due to the high complexity of the definition
of correct implication rules in our model, we prefer
to define rules for solving conflicts. Some conflicts
can appear between several AURs, several SIARs,
and even between AURs and SIARs. We solve these
conflicts according to the following rules: (i) If there
is a conflict between a positive AUR and a SIAR,
the set of users that will be able to access the
information will be composed of users who fulfill
the SIAR and users who do not fulfill the SIAR but
who fulfill the subject condition of the AUR. (ii) If
there is a conflict between a negative AUR and a
SIAR, the set of users that will not be able to access
the information will be composed of users who do
not fulfill the SIAR and the users who fulfill the
SIAR but who fulfill the subject condition of the
AUR. (iii) If there is a conflict between two SIARs,
the security information for each instance will be the
result of applying the most restrictive SIAR. (iv) An
AUR that refers to an individual user has a higher
level of preference than any other AUR that refers
to a set of users. (v) An AUR that refers to a
particular user role r has greater preference than any
other AUR that refers to an ascendant of r in the
user-roles tree. (vi) Two AURs that refer to
different sets of users (for instance to a compart-
ment and a role) have the same preference, and (vii)
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Table 5

Well-formedness constraints
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Fig. 5. (a) User roles hierarchy and (b) security levels.
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If two AURs have the same preference, we will
select the negative one. If they have the same sign
there is no conflict.

5. A case study applying our extension for secure

MD modeling

In this section, we will apply our extension for the
conceptual design of a secure MD model within the
context of a typical health-care system. Regarding
the example of Fig. 1 (in Section 3), we have only
considered an example in a shortened form (Fig. 6),
so as to focus our attention on the main security
specifications. In order to define both data and user
classifications, we have defined a simplified hier-
archy of user roles that is typical for a hospital (the
most general is hospitalEmployee, which is then
specialized into the roles health and nonHealth, and
which are in turn specialized into the roles doctor

and nurse in the former case, and into maintenance

and administrative) in the latter. As security levels,
we have considered in this case confidential, secret

and topSecret (see Fig. 5). In this example,
compartments have not been defined, as they
depend on organization policies. Once we have
defined the classification information (roles, levels
and/or compartments), it is possible to enrich the
MD conceptual model by integrating classification
details and security and audit constraints by using
the new elements (stereotypes and tagged values) we
have defined in this extension.

Fig. 6 shows an MD model that includes a fact
class (Admission), two dimensions (Diagnosis and
Patient), two base classes (Diagnosis_group and
City), and a class (UserProfile). UserProfile class
(stereotype UserProfile) contains the information of
all users who will have access to this MD model.
Admission fact class—stereotype Fact—contains all
individual admissions of patients in one or more
hospitals. Patient dimension contains the informa-
tion of hospital patients. City base class contains the
information of cities, and it allows us to group
patients by cities. Diagnosis dimension contains the
information of each user diagnosis. Finally, Diag-

nosis_group contains a set of general groups of
diagnosis. Each group can be related to several
diagnoses, but a diagnosis will be always related to a
group.

Once the MD model has been performed, the user
profile has been defined, and the user classification
information (levels, roles and/or compartments) has
been identified, the designer, together with a
security expert, should perform the assignment of
user classification to the elements of the MD
models; afterwards they should identify and specify
possible security constraints (SIARs, AURs, and
ARs).

We have identified some static user classification
for the classes of the conceptual model (see tagged
values defined inside the class box in Fig. 6):
�
 Admission fact class can be accessed by all users
who have secret or top secret security levels (we
use the tagged value SecurityLevels (SL) of
Admission class), and play health or administra-

tive roles (we use the tagged value SecurityRoles

(SR) of Admission class). This means that user
who have the Maintenance user role will not have
access privileges over the admission information,
and users who carry out health or administrative

roles need to be classified at least into secret level
to have access. The cost attribute can be only
accessed by users who perform the administrative
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Fig. 6. Example of multidimensional model with security information and constraints.
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role (tagged value SR of cost attribute), and
therefore the access to this attribute will be
forbidden for other users (health and maintenance

employees).

�
 Patient dimension can be accessed by all users

who have secret security level—tagged value SL-,
and perform health or administrative roles—
tagged value SR-. The Address attribute can be
only accessed by users who have an adminis-

trative role—tagged value SR of attributes-, since
this information is not necessary from a health
point of view. Moreover, the Race attribute can
be only accessed by health employees, since this
information can be important in diagnosis, or to
determine treatment. This information could be
used by administrative staff irregularly, however,
and it is not relevant for their administrative
function.
5The number of each numbered paragraph corresponds to the
�

number of each note in Fig. 6.
City base class can be accessed by all users who
have confidential security level—tagged value
SL-. This information is not sensitive, so the
classification is not rigorous.

�
 Diagnosis dimension can be accessed by users

who have a health role—tagged value SR-, and
have secret security level—tagged value SL-.

�
 Finally, Diagnosis_group can be accessed by all

users who have confidential security level—
tagged value SLs-.

We have identified two SIARs, two AURs and
one AR for this straightforward example. These
security constraints have been specified by using the
previously defined constraints, stereotypes and
tagged values5:
1.
 (SIAR) The security level of each instance of
Admission is defined by a security constraint
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specified in the model. If the value of the
description attribute of the Diagnosis_group to
which the diagnosis that is related to the
Admission is cancer or AIDS, the security
level—tagged value SL- of this admission will
be top secret, otherwise secret. We consider this
situation sensitive, and we protect the data by
specifying this security rule. This constraint is
only applied if the user makes a query whose
information comes from the Diagnosis dimension
or Diagnosis_group base classes, together with
the Patient dimension—involvedClasses, tagged
value of constraints-. Therefore, a user who has
secret security level could obtain the number of
patients with cancer for each city, but never if
information of the Patient dimension appears in
the query. To specify this SIARs, we use and
group two class tagged values, involvedClasses,
which specify the classes that should be involved
in a query for the rule to be applicable, and SL,
which specifies the security level of each instance,
depending on a condition that is specified by an
OCL expression.
2.
 (SIAR) The security level—tagged value SL- of
each instance of Admission can also depend on
the value of the cost attribute (topSecret if cost is
greater than 10.000, and secret in other cases),
which indicates the price of the admission service.
In this case, the constraint is only applicable to
queries that contain information of the Patient

dimension—tagged value involvedClasses-. If this
rule was not specified, a user with secret security
level could take a glance at the health life of
famous and rich people.
3.
 (AR) We would like to record, for future audit,
access attempts to the fact class, but which the
system denies because of lack of permission. The
tagged value logType has been defined for the
Admission class, specifying the value frustrate-

dAttempts. In this case it is not necessary to
specify audit conditions, but it would be possible
in more complex situations. In such cases, we
should use the logCond tagged value grouped
with logType.
4.
 (AUR) For reasons of confidentiality, we could
deny access to admission information to users
whose working area is different than the area of a
particular admission instance, when the query
involves Diagnosis, Diagnosis_group and Pa-

tients. This is an AUR which is specified as an
exception in Admission fact class, considering
tagged values involvedClasses, exceptSign (-, since
we deny access) and exceptCond (an OCL
expression that specifies the condition, based on
the value of the attributes and on the profile of
the users).
5.
 (AUR) Patients could be special users of the
system. In this case, it could be possible for those
who are being given health care to have access to
their own information as patients (for instance,
for querying their personal data). This situation
can be specified as an AUR, composed of the
except Sign and exceptCond tagged values in the
Patient class.

The privilege that is considered in these exception
is read, but we have not specified it in the model (the
default value of exceptPrivilege tagged value is
Read).

Note that, by using this extension, it is possible to
specify a wide range of confidentiality constraints in
the conceptual MD model which have been
identified very early, and which can be semi-
automatically implemented into the target DBMS.

In this simple example, we have used all new data
types of our extension, excepting Compartment,
since the example does not need a so high a level of
user classification (the combination of user roles
and security levels is enough). We have also used
almost all stereotypes defined for the model, class,
attribute and instance, but once more not including
all those regarding compartments, logCond of
classes and some of attributes and instances. More-
over, we use the stereotype UserProfile in this
example, defining all properties of users. Regarding
the well-formedness rules we have defined for this
extension, it would be tedious to check whether they
have been fulfilled here, and this should be done
automatically.

6. Implementation

The properties represented in a conceptual model
are not always supported by commercial implemen-
tation platforms. Therefore, an adaptation of
concepts frequently needs to be performed, and
even part of the semantics of the conceptual model
cannot be represented in the target platform. In this
section, we will state our analysis of Oracle
technology, presenting a transformation approach
to Oracle DBMS from our secure conceptual MD
model. We have chosen Oracle DBMS since it
supports security and audit facilities by means of
some of its components, but other DBMS or OLAP
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tools could be considered. We have also pointed out
how the implementation could be tacked by Oracle
OLAP tools, and how part of the design and
implementation of secure DWs can be automated.

This section is organized into three subsections.
The first subsection will present the most important
characteristics of the components of Oracle 10g
DBMS that allow us to implement our UML
extension (OLS10g, Oracle Virtual Private Data-
bases (VPD), and Oracle Fine-Grained Auditing
(FGA)), and we will detail how a conceptual MD
model generated by using the UML extension we
present in this paper can be implemented into
Oracle 10g. Section 6.2 will show some considera-
tions regarding Oracle OLAP tools. Finally, in
Section 6.3 we will present an overview of the
prototype we have built for automating the design
and implementation process of secure DWs.

6.1. Implementing secure DWs with oracle DBMS

Oracle is a very complete DBMS, which has
different tools for implementing security. In this
subsection we will introduce some of these tools,
and we will present a guide to implement our UML-
based secure DWs with Oracle DBMS. Finally, we
will put forward some snapshots of Oracle DBMS
with a set of details of our running example.

6.1.1. Oracle10g label security

OLS10g [14] is a component of version 10 of the
Oracle DBMS which allows us to implement multi-
level databases [53]. OLS10g defines labels that are
assigned to the rows and users of the database.
These labels contain confidentiality information for
rows, and authorization information for users.
OLS10g defines a combined access control mechan-
ism, considering MAC by using the content of the
labels, and Discretionary Access Control (DAC)
which is based on privileges. An extended study of
these access control techniques can be found in [11].
This combined access control imposes the rule that
a user will be only entitled to have access to a
particular row if authorized to do so by the DBMS,
he/she has the necessary privileges, and the label of
the user dominates the label of the row. Fig. 7
represents this combined access control mechanism
by means of four steps: (1) the user performs a
query, (2) the access control mechanism processes
the privileges and classification data of the user, (3)
the access control mechanism processes the result of
the query and the corresponding classification data,
and compares it with the user classification. Finally,
if the user has the necessary privileges, the access
control mechanism filters all the data which
classification class is dominated by the user classi-
fication class.

The security label for each row contains its
security level, user compartments and hierarchical
user groups, defining the confidentiality properties
of the row, and therefore the properties the user has
to possess to be able to access the row. Components
of labels for users are as follows:
(a)
 Security levels: Four security levels have to be
defined for each user: maximum level, which
limits read accesses users will not be able to read
rows with a higher security level than their
maximum level); minimum level, which limits
write accesses (users will not be able to insert,
update or delete rows with a lower security level
than its minimum level); default level, which is
the level (between maximum and minimum) in
which the user is connected to the DBMS; and
row level, which is the level (between maximum
and minimum) that is assigned to the row when
it is created by this user, and is not always used.
(b)
 User compartments: Four compartment types
must be defined for each user; compartments
with read access permission; compartments with
write access permission; compartments by de-
fault; and row compartments (not always used).
(c)
 Hierarchical user groups: Four group types have
to be defined for each group; groups with read
access permission; groups with write access
permission; groups by default; and row groups
(not always used).
Additionally, each user will have a set of
discretionary privileges. These privileges allow the
user to avoid some MAC constraints.

The access control rules that OLS10g enforces in
the case of read access are:
(1)
 The default user security level has to be greater
than, or equal to, the row security level.
(2)
 The user label has to include at least one of the
hierarchical groups (or ascendant) that the row
label contains.
(3)
 The user label has to include all the compart-
ments that the row label contains.
All security information specified in OLS10g has
to be performed in the context of a security policy.
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Listing 1. Security Policy, Levels and Groups Definition.
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When we create a security policy, we have to specify
the name of the policy, the name of the column that
will store the labels, and finally other options of the
policy. Once this has been created, we must define
the valid levels, compartments and hierarchical
groups in the context of this security policy.

Listing 1 illustrates an example in which MyPo-

licy is created (1), indicating that the column that
will store the labels will be MyLabel, and also
specifying two options: HIDE, which means that
MyLabel will be hidden for users; and READ_
CONTROL, which specifies that the DBMS has to
enforce the MAC for read operations. We define
Low and High as valid security levels (2, 3). When a
new security level is defined, we have to specify the
name of the policy, a number that indicates the order of
the levels, a short name, and the name of the security
level. So, three hierarchical groups are defined (4–6),
considering Europe as the most general group, and
Northern Europe and Southern Europe as descendents.
When a new group is created, we have to specify the
name of the policy, the number of the group, a short
name, the name of the group, and the short name of its
father in the hierarchy. Finally Electricity and Software

are defined as two different business lines, and therefore
as two compartments (7, 8).
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Once a policy has been defined, it can be
discretionally applied to one or more tables of the
database. Moreover, we also have to define the
mechanisms by which the rows will be labeled.
OLS10g offers three different ways to label rows:
(1)
 Explicitly specifying the label row once it has
been inserted into the database.
(2)
 Selecting the option LABEL_DEFAULT when
the policy is created. This option ensures that
each row inherits the row default security
information from the label of the user who
creates it.
(3)
 By using labeling functions, which are triggered
when INSERT or UPDATE operations are
executed. Labeling functions define the informa-
tion of the security label according to the value
of the columns of the row that is inserted or
updated.
Listing 2 shows a labeling function (1) which
creates the label to be assigned to a new row
according to the value of the column TypeBusiness.
If the business is Electricity then the security label
will be composed of the security level Low, the
compartment Electricity and the group Europe, and
in other cases (if the business is software), then the
label is composed of the security level High, the
compartment Software and the group Europe.
Later, the function is assigned to the table
EconomicOperations (2).

The application of labeling functions is very
useful for defining the security attributes of rows
as well as for implementing security constraints.
Nevertheless, sometimes labeling functions are not
enough and it is necessary to specify more complex
conditions. OLS10g provides the possibility of
defining SQL predicates together with security
policies. Both labeling functions and SQL predi-
Listing 2. Labelin
cates will be especially important when implement-
ing secure DWs.

6.1.2. Oracle VPD

Oracle VPD, which is also known as fine-grained

access control (FGAC) and row-level security,
provides an additional mechanism for enforcing
complex access control rules in Oracle [54,55]. This
technology restricts access to specific rows in a
table. The result is, therefore, that any individual
user sees a completely different set of data (a
different view of the database), which consists only
of the data that a particular user is authorized to
see. VPD can process stored functions that use data
of the application context (e.g. the name of the user)
to generate strings that are dynamically added as a
where clause predicate to each query that a user
performs. This clause qualifies a particular set of
rows within the table. Then, Oracle rewrites
dynamically the query by appending these predi-
cates. This process is composed of two steps:
�

g F
Definition of a policy function: We have to use
PL/SQL to implement the function that enforces
a FGAC rule. For instance, function in Listing 3
(1) enforces the access control rule ‘‘the owner of
Table 1 in Schema1 can access all information,
but any other user can only access rows of that
table in which the name of the user is included in
the value of the column AuthorizedUsers’’.

�
 Definition of a policy: Policies are defined with the

DBMS_RLS package, and this package specifies
when and how functions that have been defined
under VPD are applied to the user activities.
According to Listing 1 (2), when a user executes a
query, the function that has been defined in
Listing 1 (1), will be triggered, and the string
‘‘user in AuthorizedUsers’’ (or null string if the
user is the owner of the table) will be returned,
and then automatically added to the initial query.
unctions.
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Therefore, when a user executes a query, one or
several access control rules can be transparently
applied. Similarly, other functions can be im-
plemented to be executed when the user inserts,
updates or deletes any data within the database.
Moreover, a policy can be applied to multiple
tables, and a single policy function can be used
by any number of policies.

One or several VPD policies and functions can
perfectly coexist with an OLS policy. OLS defines a
mechanism for controlling access to the informa-
tion, according to the value of security labels that
have been defined for each row, and VPD can
complement the access control mechanism by
enforcing other access control rules that are not
based on these labels.

6.1.3. Oracle FGA

Oracle provides a complex and complete set of
auditing functionalities. Moreover, Oracle FGA
enables us to monitor data access based on content.
This fact allows us to be selective with the
information to be audited, and therefore to save
resources, only auditing the information that is
really necessary.

FGA provides an interface for creating policies to
audit select, update, insert and delete statements in
tables and views according to an audit condition. If
any row returned from a query (or the row that has
been inserted, modified or deleted) matches the
audit condition, then an audit event entry is inserted
into the fine-grained audit trail. This entry includes
information such us the session identification, a
timestamp, the user identification, the object sche-
ma, the SQL text, etc. Listing 1 shows a very
straightforward example of auditing policy in which
an entry into the fine-grained audit trail will be
recorded if a user inserts, updates or deletes a row in
the table PayRoll with a salary greater than 100,000.
(Listing 4).
6.1.4. Implementing secure DWs with oracle DBMS

In this subsection, we will sketch the most
important issues regarding how to implement secure
DWs modeled with our UML profile on Oracle 10g
using OLS, VPD, and FGA. We have chosen these
products because they are part of one of the most
important DBMSs, which allow us to implement
secure databases. Unfortunately, as our conceptual
model for secure DWs is richer than the secure
model of Oracle 10g, there is not a completely direct
and automatic mapping between our conceptual
model and Oracle. However, this is absolutely
normal when translating a richer general model
(PIM, Platform Independent Model, in Model-
Driven Architecture (MDA) [56] terminology)
into a more specific one (PSM, Platform-Specific
Model). For instance, our general model considers
security at the attribute level, and OLS10g only
supports it at the row level (a coarser granularity
access). However, for these secure aspects that do
not have a direct mapping on Oracle 10g, we
will use other mechanisms such as functions,
proceedings and triggers to represent them. This
way, we can assure that the main secure aspects
considered in a conceptual MD modeling by using
our UML approach have their corresponding
implementation.
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With regard to the particularities of Oracle, the
transformation between the conceptual DW model
and this DBMS is as follows:
(1)
 Definition of the DW schema: The structure of
the DW, composed by fact, dimension and
base classes, including fact attributes, descrip-
tors, dimension attributes, and aggregation,
generalization and completeness associations,
must be translated into a relational schema.
This transformation is similar to the common
transformation between conceptual and logical
models (see, for example [57–59]), and it can be
performed in a guided, semi-automatic way.
(2)
 Adaptation of the new data types of the UML

extension: All new data types (Level, Levels,
Role, Compartment, Privilege, and Attempt)
are perfectly supported by Oracle.
(3)
 Definition of the user profile: The profile of each
user will be stored in the table UserProfile,
which must be defined according to class
UserProfile that was designed in analysis-time.
(4)
 Definition of the OLS security policy and its

default options: Different security policies can
be defined, but we consider that an OLS
database created using this methodology
should have the options that are shown in
Listing 5. The name of the column that stores
the sensitive information in each table, which is
associated with the security policy, is Secur-

ityLabel. The option HIDE indicates that the
column SecurityLabel will be hidden, so that
Listing 5. Security Policy D

Listing 6. User Roles De

Listing 7. User Roles De
users will not be able to see it in the tables. The
option CHECK_CONTROL forces the system
to check that the user has reading access when
he or she introduces or modifies a row. The
option READ_CONTROL causes the enforce-
ment of the read access control algorithm for
SELECT, UPDATE and DELETE operations.
Finally, the option WRITE_CONTROL causes
the enforcement of the write access control
algorithm for INSERT, DELETE and UP-

DATE operations.

(5)
 Specification of the valid security information in

the security policy: Listing 6 shows the defini-
tion of the security levels that will be valid for
our running example (which was initially
defined in Fig. 5(b)) and Listing 7 specifies
the user roles tree that we defined for this
database (which was initially defined in Fig.
5(b)). In this example there are no compart-
ments, but these could be also defined at this
point.
(6)
 Creation of the authorized users and assigning

their authorization information: In Listing 8, the
user User1 is defined by the following informa-
tion: Max security level T, default security level
S, minimum security level S, read access
groups Health, write access groups Health,
and default groups Health. Although it is not
usual to assign special privileges to users, we
can see how this is possible.
(7)
 Definition of the security information for tables

through labeling functions: The manner of
efinition.

finition.

finition.
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assigning the security information (that has
been defined for each class in the MD
conceptual modeling) to each row, once it has
been inserted, is through labeling functions.
For each class CLi in the MD model, if there
are no security constraints associated with it
(meaning that the security information for all
rows will be the same), a labeling function has
to be defined, always assigning the same
security information to the row. Listing 9
shows a labeling function definition and the
command by which it is assigned to a table,
associated to the class Patient and as defined in
Fig. 6. If we have a look at the class diagram,
the security level that has been specified is
Secret and the user group is Health. So
Function1 always creates the same security
label (S::HE), which will be assigned to each
instance of that table. We can see that these
functions are easily re-usable for several tables
with the same security classification. Although
OLS allows us to define security labels for
rows, it is not possible to consider security at
attribute level. If there is security information
for attributes, therefore, this information will
have to be discarded.
(8)
 Implementation of the SIARs through labeling

functions: For each class that has been specified
in the MD conceptual model and which has one
or several SIARs (SIARs) assigned a labeling
function that implements the constraint has to be
defined. Listing 10 shows the implementation of
the security constraints that have been specified
in Fig. 6. Function2 creates the security informa-
tion, depending on the value of the column Cost

and the type of Diagnosis. These functions are
then associated with the table Admission.
(9)
 Implementation of ARs: We use FGA to specify
these rules. The problem is that, once more, the
matching between conceptual model and im-
plementation is not perfect. FGA does not
allow us to choose the audit type (all accesses,
only frustrated accesses, or only successful
accesses). Nevertheless, it is possible to specify
an auditing condition. Listing 11 shows the
implementation of the AR that was specified in
Fig. 6. In this case, we do not exploit the
functionality of FGA completely, since the AR



ARTICLE IN PRESS
E. Fernández-Medina et al. / Information Systems 32 (2007) 826–856 849
we have specified in the conceptual MD model
is straightforward.
(10)
 Implementation of ARs (AURs): We can use
both VPD (if we aim at including a where

clause) and OLS (if we aim at including a
simple predicate in the application of the
security policy to the table) to specify these
rules. Listing 12 (1 and 2) shows the imple-
mentation of one of the AURs in Fig. 6. In this
case we use VPD, and we define a function that
is trivially derived from the specification of the
AUR in the MD conceptual model. Then the
function is associated with the corresponding
table. Listing 12 (3) shows the other approach,
adding a simple predicate (which implements
the other AUR) when we define the OLS policy
in the corresponding table.
Listing 12. Author

Listing 11. Audit Rules Implementation.
6.1.5. Snapshots of our prototype from oracle

DBMS
In this subsection, we will provide some snap-
shots to show how Oracle 10g works with different
secure rules that we have defined for our case study.
All these snapshots are captured from the SQL
Worksheet tool, a manager tool provided by Oracle
to work with Oracle DBMS. Within this tool, in the
upper window we introduce the SQL sentences to be
executed, and in the lower window we can see the
corresponding answer provided by the server.

First of all, we have created the database scheme.
Then, the security policy, the security information
(levels and groups), the users, the labeling functions,
the predicates and the VPD functions have been
defined by means of the Oracle Policy Manager,
according to the listings shown in the previous
subsection. Finally, in Table 6 we will show some
inserted rows that will allow us to show the benefits
of our approach.

Although the SecurityLabel column is hide, we
have shown it for the Admission table, so that we can
appreciate that the label for each row is correctly
defined, according to the security information and
constraints that have been specified in Fig. 6.

For the sake of simplicity, we have only defined
three users: Bob, who has ‘topSecret’ security level,
ization Rules.
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Table 6

Rows inserted into the admission, patient, diagnosis and userprofile tables
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and who plays ‘HospitalEmployee’ role; Alice, who
has ‘Secret’ security level, and who plays ‘Admin-
istrative’ role; James, who is a special user because
he is a patient (so he will be only able to access his
own information and nothing else).

In order to illustrate how the security specifica-
tions that we have defined in the conceptual MD
modeling (see Fig. 6) are enforced in Oracle, we
have considered two different scenarios. In the first
one we have not implemented the necessary func-
tions to enforce the security rule that is defined in
note 4 of Fig. 6. As it can be observed in Fig. 8, the
first query, which is performed by Bob (as he has
‘topSecret’ security level and ‘Health’ role), shows
all tuples in the database. On the other hand, the
second query, which is performed by Alice (as she
has ‘Secret’ security level and ‘‘Administrative’’
role), does not show information of patients whose
diagnosis is Cancer or AIDS (specified in note 1 of
Fig. 6) or whose cost is greater than 10.000
(specified in note 2 of Fig. 6).

In the second scenario, we have implemented the
security rule that is defined in note 4 of Fig. 6. As we
can observe in Fig. 9, the first query, which is
performed by Bob, shows all rows in which note 4
of Fig. 6 is fulfilled (that is to say, when the health
area of the patient is the same as the working area of
Bob). In the second query, which is performed by
James, only his own information is shown (see note
5 of Fig. 6), hiding the patient information of any
other person receiving health care within the same
system (Fig. 9).

In conclusion, one of the key advantages of the
overall approach presented in this paper is that
general and important secure rules for DWs that are
specified by using our conceptual modeling ap-
proach can be directly implemented into a commer-
cial DBMS such as Oracle 10g. This way, instead of
having partial secure solutions for certain and
specific nonauthorized accesses, we deal with a
complete comprehensive approach for designing
secure DWs from the first stages of a DW project.
Finally, as we carry out the corresponding trans-
formations throughout all stages of the design, we
can assure that the secure rules implemented into
any DBMS correspond to the final user require-
ments captured in the conceptual modeling phase.

6.2. Implementing secure DWs with OLAP tools

One of the two key advantages of our approach is
that (i) it is based on user roles (that are supported
by most commercial OLAP tools), and (ii) all
security measures on data are defined on a
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conceptual MD model. This means that security
rules are specified for facts, dimensions, hierarchy
levels and so on. On the other hand, most OLAP
tools allow us to specify security measures for
different final users and reports (i.e. cubes or MD
views). OLAP tools are usually based on user roles,
to specify which user or group of users can access,
read or execute a certain report, cube or MD view
[39]. Once the different user roles have been defined,
OLAP tools allow us to specify security measures
based on the MD model in terms of hiding
hierarchy levels, denying a drill-down on a certain
level (for a specific user roles) and so on.

Therefore, most of our security measures and
rules can be implemented by using an OLAP tool as
both OLAP tools and our approach are based on
the MD paradigm and user roles. As previously
shown for Oracle DBMS, some security measures
can be directly implemented on certain OLAP tools
such as Microsoft SQL Analysis Server 2000,
Microstrategy, Cognos Powerplay or Oracle Dis-
coverer. The only issue we have to face up with is to
find out the specific mechanisms (views, reports,
hybrid, etc.) which the specific OLAP tool imple-
ments.

For example, Oracle Discoverer allows us to
specify which user roles can gain access to certain
business areas (MD views or models), and then for
every report (cube) we can specify certain rules for
specific role of users by defining conditions on the
users defined on the table ALLUSERS. In doing
this, when a certain user or group of users specify a
new cube, they can only use the dimensions,
classification hierarchies and facts that they are
allowed to by our security measures defined in our
conceptual modeling. In Fig. 10, a snapshot from
Oracle Discoverer shows that a user with the
Administrative role can only include the Admission
fact and the Patient dimension in his/her cube. This
is because in the definition of our security measures
in our case study (see Fig. 6), users with the Admin
role cannot access to the Diagnosis dimension.

However, other security measures represented in
our approach need further research as they do not
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have a direct implementation in OLAP tools. This is
mainly due to the higher power of expressiveness of
the conceptual MD modeling approach which is our
basis, since some properties such as degenerated
dimensions or many-to-many relationships between
facts and dimensions do not have the direct
implementation in OLAP tools we have just
mentioned, instead some transformations need to
be carried out.

6.3. Automating the secure DW design and

implementation process

A CASE prototype has been developed to
support the conceptual design of secure DWs. This
prototype has been integrated into Rational Rose,
and it uses the Rose Extensibility Interface to define
the specific Add-in for our proposal. An add-in is a
collection of some combination of the following:
main menu items, shortcut menu items, custom
specifications, properties (UML tagged values),
data types, UML stereotypes, online help, context-
sensitive help and event handling. In other words,
any UML extension (profile) can be programmed to
be used by Rational Rose.

We had previously programmed an Add-in that
allowed us to specify DW by using our previous
UML profile for DWs [8,9], extended to introduce
the profile for designing secure DWs presented in
this paper. In Fig. 11 we can see a screenshot from
Rational Rose that shows the definition of a
dimension from the running example used through-
out the paper. Some comments have been added to
the screenshot in order to highlight some important
elements: new buttons added to Rational Rose, the
stereotyped attributes or the stereotyped classes. We
can also see the MD_Validate tool option in a dark
shade; this option runs a Rose script that validates
the correctness of the specified schema by checking
all the constraints.

Thus, we are able to integrate security measures
into the MD conceptual model. Again, all the
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Fig. 11. Rational Rose Prototype.

Fig. 10. Oracle Discoverer scenario.
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required well-formedness rules are properly checked
to validate the correctness of this model. This Add-
in can generate the corresponding transformation
from a conceptual model into a logical schema (e.g.
star scheme), and then into a particular technology
(e.g. Oracle). However, the automatic generation of
the associated security measures has not been
implemented yet in a totally automatic way.

An efficient semi-automatic transformation of
almost all elements of the secure conceptual DW
model is possible, generating Oracle code from the
Rational metadata structures of the conceptual
secure model, if we carry out the steps presented
before. In particular,
(1)
 the generation of the database scheme specifi-
cation has already been implemented, and it
just needs some design decisions, and it can be
performed automatically,
(2)
 new data types can be directly defined in
Oracle,
(3)
 the definition of the user profile can be defined
trivially, since it is a simple class that can be
transformed into a table,
(4)
 the security policy has been defined by default,
but it can be modified by the designer,
(5)
 the valid security information (security levels,
user roles and compartments) can also be
transformed automatically, since they are
concepts that fit into the OLS structures
perfectly,
(6)
 the definition of the data of each user accord-
ing to the user profiles and the user classifica-
tion criteria has to be performed manually,
(7)
 the definition of security information for tables
can be performed automatically by building
simple labeling functions, inserting metadata
coming from the conceptual model,
(8)
 the implementation of SIARs can be per-
formed automatically, since a straightforward
OCL expression has to be transformed into a
PL/SQL condition,
(9)
 the transformation of ARs needs to be
performed manually, since there is no a direct
equivalence in Oracle, and
(10)
 the implementation of AURs also has to be
done manually, but some recommendations are
offered above. A verification activity is per-
formed by the prototype, checking the well
formedness rules, but after the complete
transformation, a test and validation activity
should be carried out, checking the fulfillment
of all security specifications in the secure
conceptual MD model.
7. Conclusions and future work

In this paper, we have presented an extension of
the UML that allows us to model secure DWs at the
conceptual level. This UML extension contains the
needed stereotypes, tagged values and constraints
for a complete and powerful secure MD modeling.
These new elements allow us to specify important
security measures such as security levels on data,
compartments and user roles on the main elements
of an MD modeling such as facts, dimensions and
classification hierarchies. We have used the OCL to
specify the constraints attached to these new defined
elements, thereby avoiding an arbitrary use of them.
To the best of our knowledge, this is the first
approach which integrates the modeling of security
measures and the MD modeling of DWs together
into the same approach. One of the best advantages
of our proposal is that we model secure DWs from a
conceptual perspective which is totally independent
of implementation details. However, in order to
show the benefits of our proposal, we have also
sketched out how to implement a secure MD model
designed with our approach into a commercial
DBMS. The main relevant advantage of this
approach is that it uses the UML, a widely accepted
object-oriented modeling language, which saves
developers from learning a new model and its
corresponding notations for specific MD modeling.
Furthermore, the UML allows us to represent some
MD properties that are hardly considered by other
conceptual MD proposals. Finally, we have also
outlined the modeling prototype we use to model
secure DWs when following our approach.

Our work for the immediate future is to extend
the implementation issues presented in this paper, to
allow us to use the security aspects considered when
querying an MD model from OLAP tools, which
includes an in-depth study of the different combina-
tions of dimensions, measures, hierarchies and so
on. Furthermore, one piece of work in the
immediate future is to propose an automatic
generation of conceptual schemas, considering
security placed in logical schemas automatically
within the framework of MDA, which will allow us
to univocally specify the required set of transforma-
tions. Moreover, we also plan to extend the set of
privileges considered in this paper (i.e. read) to
make it possible to specify security aspects in the
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crucial ETL processes for DWs, thereby considering
other operations such as delete, insert and update.
However, this future work will lead us towards
solving conflicts between security rules defined both
for data sources and for the DW itself.
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